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1 Reason for Change

This CR is related to CR377. It introduces the security considerations and device behaviour for the RI-signed device/domain binding introduced in CR377. It adds additional checks when installing a Device or a Domain RO.
As the "stateful" flag is unsigned, this CR changes the way to verify if an RO is stateful or stateless. Until now, the state was verified through a check of the "stateful" flag. From now on, the state will be verified through the permissions and constraints included in the <rights> element.

2 Impact on Backward Compatibility

OMA DRM v2.0 Devices receiving a DRM v2.1 RO "should" ignore the device binding (see 2.1 REL section 5.9 ODRL Compatibility).
3 Impact on Other Specifications

It must be specified in SCE that an received via a move shall not be rejected based on the Device/Domain binding.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that this is included into the DRM v2.1 REL specification.
6 Detailed Change Proposal

Change 1:  Modification in security section
20.4.2.5 Entity Compromise

An attacker may attempt to, physically or otherwise, compromise an entity of the DRM system.

A compromised DRM Agent may result in the disclosure of any of the following:

· The DRM Agent's private key

· Domain keys for any Domain the DRM Agent is a member of

· Rights Object Encryption Keys

· Content Encryption Keys

· DRM Content

It may also result in loss of integrity protection of the DRM Agent's replay cache and/or loss of protection of Rights stored internally in the DRM Agent. Further it may result in loss of DRM Time, potentially allowing permissions to be overridden or compromised RIs to pose as uncompromised.

Failure of DRM Agent implementations to protect the above assets may seriously compromise the security of the OMA DRM system and their protection is therefore critical.

A compromised DRM Agent may be able to modify a Rights Object in such a way that the Rights Object can be re-issued and accepted by an uncompromised DRM Agent.  This threat occurs only if the Rights Object contains the <signature> element in the roap:ROPayload. A suggested method to limit this threat is to include an <individual> constraint in the Rights Object  containing a <signature> element in the roap:ROPayload or to include the Device/Domain binding into the <rights> via a <context> element inside the <agreement> element of the Rights Objects. 
In addition, a compromised rendering application in the DRM Agent may also result in the loss of DRM Content. The DRM Agent implementation must therefore be robust and ensure that it only provides unprotected DRM Content to trusted rendering applications.

A compromised Rights Issuer may result in the disclosure of any of the following:

· The Rights Issuer's private key

· Domain keys for any Domain administered by the RI

· Rights Object Encryption Keys

· Content Encryption Keys

· DRM Content

Again, the protection of these assets in RI implementations is crucial to the correct functioning of the OMA DRM.

The effects on a PKI of a compromised CA or OCSP Responder is discussed, e.g., in [RFC3280] and [RFC2560].

The OMA DRM system relies on certificate revocation for minimizing the damages of a compromised entity. DRM Agents and RIs must always verify that the entity they are communicating with has not been compromised by checking the entity's certificate status. Further, in Domain settings, RIs may protect against undetected DRM agent compromise by regularly upgrading Domain Generations. 

Change 2:  Modifications in Domain RO installing process
8.7.2.1. Installing a Domain RO

When a Device receives a Domain RO, it MUST determine if it has a valid RI Context with the RI that issued the RO, by comparing the value of the roap:ROPayload‘s <riID> element with the RI Identifiers in all valid RI Contexts stored in the Device. If the value of the <riID> element does not match that of an RI Identifier in a valid RI Context, the Device SHALL NOT install the Domain RO. In this case the Device MAY keep the Domain RO and MAY send an HTTP GET to the URL specified in the riURL attribute of the roap:ROPayload. An HTTP GET on this URL SHOULD return either a JoinDomain ROAP Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a JoinDomain ROAP Trigger. It should be noted that in the event that a JoinDomain ROAP Trigger is returned and the Device does not have a valid RI context then the Device MUST automatically register with the RI (as specified in section Fehler! Verweisquelle konnte nicht gefunden werden.) prior to sending a JoinDomainRequest message. 

The Device MUST verify the signature of the Domain RO using the RI's Public Key. If the verification fails the Device SHALL NOT install the Domain RO. In this case the Device MAY request a new Rights Object by sending a HTTP GET to the RightsIssuerURL in the relevant DCF.

After the Device verifies the signature of the Domain RO, it MUST perform the following checks:

a) If a <context> element is present as a child of the <agreement> element within the <rights> element of the Domain RO, then the Device MUST verify that the value in the <uid> child of the <context> element matches (without quotes) 
b) "domain:x:y"), 
c) where x is the RightsIssuerID of the Rights Issuer that manages the Domain, and y is replaced by the base64 encoded SHA-1 hash over the concatenation of the ROID and the value of the <domainID> field in the Domain RO. 
If this cannot be verified the Device SHALL NOT install the Domain RO.
If this can be verified, the Device goes on with check b).
b)  
The Device MUST compare the <domainID> field within the Domain RO with the Domain identifiers for any valid Domain Context already established with the RI that issued the Domain RO, as identified by the <riID> field. There are three possible outcomes of this comparison:

1. The <domainID> field matches a Domain identifier in a valid Domain Context already established with the RI. The Device MAY install the Domain RO.

2. The Domain baseID of the <domainID> field matches the Domain baseID of a stored Domain identifier in a valid Domain Context already established with the RI, but the Domain Generation of the RO is greater than the Generation of the stored domain ID. The Device MAY attempt to upgrade the Domain by sending a ROAP-JoinDomainRequest to the riURL in the RI Context associated with the Domain Context. The Device may have to obtain user consent to contact the RI, section Fehler! Verweisquelle konnte nicht gefunden werden. defines when explicit user consent is required. 

If the Domain upgrade is successful, the Device MAY install the Domain RO. Otherwise the Device SHALL NOT install the Domain RO. 

3. The Domain baseID of the <domainID> field does not match a Domain baseID in any valid Domain Context already established with the RI. The Device MAY attempt to join the Domain by sending an HTTP GET request to the URL specified in the riURL attribute of the roap:ROPayload. The Device may have to acquire the user’s consent prior to sending the HTTP GET request, section Fehler! Verweisquelle konnte nicht gefunden werden. defines when explicit user consent is required.

At the point where the Device sends an HTTP GET request to the URL specified in the riURL attribute of the roap:ROPayload the RO installation process as specified within this section is effectively aborted, however, the installation process may be restarted as a result of subsequent user interaction, by some other Device specific means that is outside the scope of this specification or as a direct result of responding to a subsequent ROAP Trigger.  As a result of an HTTP GET to this URL the RI can choose (using its own criteria) whether to allow the Device to join the Domain or not and SHOULD return either a JoinDomain ROAP Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a JoinDomain ROAP Trigger. In the event that the RI chooses not to allow the Device to join the Domain the RI MAY offer the user the opportunity to acquire a Device RO. 

Before installing a Domain RO, the Device MUST successfully verify the MAC (using the <mac> element of the roap:ProtectedRO). If this verification fails, the Device SHALL NOT install the Domain RO. In this case the Device MAY initiate the process of acquiring a new Rights Object as described in section Fehler! Verweisquelle konnte nicht gefunden werden..

If the Domain RO is stateful, then the Device MUST perform the replay protection related checks defined in Section Fehler! Verweisquelle konnte nicht gefunden werden..

If the Domain Context has expired (indicated by the Domain Context Expiry Time) the Device MUST NOT install ROs for this Domain. 

In the case where the Domain RO is received within a DCF, if the Device cannot verify the signature of the Domain RO, the Device MAY leave the Domain RO as is within the DCF. The Device MAY request a valid RO for the DCF as described in section Fehler! Verweisquelle konnte nicht gefunden werden..

Change 3:  Modifications in Device RO installing process
10.3.1.3. Installing a Device RO

The Device MUST support receiving a Device RO in a ROAP-ROResponse message.

When a Device receives a Device RO through a successful execution of the RO Acquisition Protocol, it MUST proceed as follows:

· Verifications:

· If the Device RO was signed (i.e. the <signature> element is present in the roap:ROPayload), the Device MUST verify the signature using the RI’s Public Key. 

· The Device MUST verify the MAC on the Device RO using the <mac> element of the roap:ProtectedRO.

· The Device MUST verify that the <riID> element of the roap:ROPayload identifies the same RI as signed the roap:ROResponse message.

· The Device MUST inform the user and MUST NOT install the Device RO if any of the above verifications fail. Likewise, Device ROs received in unsuccessful executions of the RO Acquisition protocol MUST NOT be installed.

· If the RO is stateful (indicated by the permission and constraint elements included in the <rights> element), then the Device MUST perform the replay protection related checks defined in Section Fehler! Verweisquelle konnte nicht gefunden werden..

The Device MAY support receiving a Device RO in other ways than through a successful execution of the RO Acquisition Protocol. In this case, the Device MUST proceed as follows:

· Verifications:

· The Device MUST verify that the signature (i.e. the <signature> element in the roap:ROPayload) is present

· The Device MUST verify the signature using the RI’s Public Key. 

· The Device MUST verify the MAC on the Device RO using the <mac> element of the roap:ProtectedRO.

· The Device MUST verify that the <riID> element of the roap:ROPayload matches the RI Identifier in any valid RI context 

· If a <context> element is present as a child of the <agreement> element in the <rights> element of the Device RO, then the Device MUST verify that the DeviceID value in the <uid> child of the <context> element matches (without quotes):
 "device:x", 
where x is replaced by the base64 encoded SHA-1 hash over the concatenation of the ROID and the DeviceID (i.e. the SHA-1 hash of the DER-encoded subjectPublicKeyInfo value in its certificate) of the Device. 

· The Device MUST inform the user and MUST NOT install the Device RO if any of the above verifications fail. 

· If the Device RO is received within a DCF and if any of the above verifications fail the Device MAY leave the Device RO as is within the DCF. The Device MAY request a Rights Object for the DCF as described in section Fehler! Verweisquelle konnte nicht gefunden werden..

· If the <riID> element in the roap:ROPayload of a Device RO does not match the RI Identifier in any valid RI context  the Device MAY send an HTTP GET to the URL specified in the riURL attribute of the roap:ROPayload. The Device may have to acquire the user’s consent prior to sending the HTTP GET request, section Fehler! Verweisquelle konnte nicht gefunden werden. defines when explicit user consent is required. At the point where the Device sends an HTTP GET to the URL specified in the riURL attribute of the roap:ROPayload the RO installation process as specified within this section is effectively aborted, however, the installation process may be restarted as a result of subsequent user interaction, by some other Device specific means that is outside the scope of this specification or as a direct result of responding to a subsequent ROAP Trigger. An HTTP GET on the URL specified in the riURL attribute of the roap:ROPayload SHOULD return either a RegistrationRequest ROAP Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a RegistrationRequest ROAP Trigger. 

· If the RO is stateful (indicated by the stateful attribute of the <ro> element), then the Device MUST perform the replay protection related checks defined in Section Fehler! Verweisquelle konnte nicht gefunden werden..













NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 4 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20070101-I]

