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1 Reason for Change

The purpose of this CR is to enable better operation experience of Import, i.e. both LRM and DRM Agent could initiate the Import transaction. 
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated.

3 Impact on Other Specifications

No impact on other specifications is anticipated.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that the CR be agreed and incorporated into the current SCE LRM Technical Specification draft.

6 Detailed Change Proposal

Change 1:  modification to import protocol in SCE LRM
7.2.1.3 Import Protocol
Any DRM Agent can request Import from any LRM and LRM also can import directly to any DRM Agent under paring mechanism.  The DRM Agent that get Import-RO  from a LRM  must be registered with the DEA associated with the LRM.  This registration is proved by a Ticket that the DRM Agent uses to obtain an Imported-Rights-Object for the desired Imported-Content. 
Figure 6 depicts the messages used in Import. 
 When a DRM Agent wants an Import from an LRM, and the DRM Agent does not have a valid Ticket for the LRM, then the DRM Agent SHALL obtain a Ticket for the LRM .before DRM Agent send a SAC Key Request message to the LRM.  The SAC Key Request message SHALL include the LRM-Ticket and the LRM-Ticket SHALL be integrity protected by a keyed hash that uses the Session Key obtained from the DEA. If the DRM Agent wants an Import from an LRM, and the DRM Agent already has a valid Ticket for the LRM, then the DRM Agent MAY obtain a new Ticket for the LRM, in which case the DRM Agent SHALL discard the old Ticket.  A DRM Agent SHALL use a Ticket Request message to request from a DEA associated with an LRM a Ticket for the LRM.  
When the LRM has not setup connection with the DRM Agent and want to initiate the import transaction, LRM sends Import Initiation message to DRM Agent. The Import Initiation message SHALL contain the ID of ROs that to be imported and the identities of the LRM and DRM Agent. If DRM Agent does not have a valid Ticket for the LRM, then the DRM Agent SHALL obtain a Ticket for the LRM before  DRM Agent send a SAC Key Request message to the LRM.  The SAC Key Request message SHALL include the LRM-Ticket and the LRM-Ticket SHALL be integrity protected by a keyed hash that uses the Session Key obtained from the DEA. If the DRM Agent already has a valid Ticket for the LRM, then the DRM Agent MAY obtain a new Ticket for the LRM, in which case the DRM Agent SHALL discard the old Ticket.  A DRM Agent SHALL use a Ticket Request message to request from a DEA associated with an LRM a Ticket for the LRM.  

[image: image1]

Figure 6 – Import Protocol Messages

The Import Initiation Request is to initiate the import transaction with DRM Agent  and the Import Initiation Request message SHALL contain the ID of ROs that could be imported and the identities of the LRM and the DRM Agent. To check against replays, this message SHALL also contain a NOUCE. If DRM Agent does not have a valid Ticket for the LRM, then the DRM Agent SHALL obtain a Ticket for the LRM before  DRM Agent send a SAC Key Request message to the LRM. 
If the DRM Agent has access to a valid DEA-Ticket, then the Ticket Request message SHALL contain the identity of the LRM and contain the DEA-Ticket.   To check against replays, this message SHALL also contain a NONCE.  The DRM Agent SHALL authenticate the message by using a keyed hash that uses the Service Key of the Device that contains the DRM Agent.
On the other hand, if the DRM Agent does not have access to a valid DEA-Ticket, then the message SHALL contain the identity of the DRM Agent and the identity of the LRM.  To check against replays, this message SHALL also contain a NONCE.  The DRM Agent SHALL authenticate the message by digitally signing the Ticket Request message with the private key of the Device that contains the DRM Agent.  
Once the DEA validates the Ticket Request message from the DRM Agent, the DEA SHALL randomly generate a symmetric Session Key, and then send a copy of it in a Ticket Response message to the DRM Agent, as specified next.  The Ticket Response message SHALL include an LRM-Ticket that has both a clear and an encrypted part.  The clear part of the LRM-Ticket SHALL include the identity of the LRM and a Ticket validity period.  The encrypted part of the LRM-Ticket SHALL contain the identity of the DRM Agent and information pertaining to the symmetric Session Key.  The encrypted part of the LRM-Ticket SHALL be encrypted by using the Service Key of the LRM.  The LRM-Ticket SHALL be integrity protected by a keyed hash that uses the Service Key of the LRM.  

If the DRM Agent provided a valid DEA-Ticket to the DEA, then the DEA SHALL include an encrypted version of the Session Key in the Ticket Response message.  The DEA then SHALL authenticate the message by using a keyed hash that uses the Service Key of the Device that contains the DRM Agent.

On the other hand, if the DRM Agent did not provide a DEA-Ticket to the DEA, then the DEA SHALL communicate the Session Key to the DRM Agent in an encrypted form by using a key agreement algorithm TBD.  The DEA then SHALL sign the Ticket Response message by using the DEA private key.

Once the DRM Agent validates the Ticket Response message from the DEA, the DRM Agent SHALL send a SAC Key Request message to the LRM.  The SAC Key Request message SHALL include the LRM-Ticket.  The LRM-Ticket SHALL be integrity protected by a keyed hash that uses the Session Key obtained from the DEA.
Once the LRM validates the SAC Key Request message from the DRM Agent, the LRM SHALL use a key agreement algorithm TBD to establish a SAC with the DRM Agent if a valid SAC does not exist between the DRM Agent and the LRM.  If a SAC does exist between them, then the LRM and the DRM Agent SHALL use a key agreement algorithm TBD to use the SAC for transport of Imported Rights-Objects.
As long as the DRM Agent has a valid LRM-Ticket and a valid SAC, then the DRM Agent SHALL request Imported Rights-Objects by using Imported-RO Request messages.  The LRM then SHALL transmit Imported Rights-Objects by using Imported-RO Response messages.  The Imported Rights-Objects SHALL contain a <rights> element that is signed by an LRM <signature> element.  Details are TBD.
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