Doc# OMA-DRM-2008-0023-CR_SCE_DOM_dmp_registration_protocol.doc[image: image2.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DRM-2007-0538-CR_Fill_TBD_within_6.2.4.doc
Change Request



Change Request

	Title:
	DMP Registration Protocol
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DRM WG

	Doc to Change:
	OMA-TS-SCE_DOM-V0_4-20071109-D

	Submission Date:
	25 Jan 2008

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Yi Cheng, Ericsson, yi.cheng@ericsson.com

	Replaces:
	n/a


1 Reason for Change

This CR fills the sections of DMP Registration Protocol. 
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this CR and incorporates into the specification.
6 Detailed Change Proposal

Modify 5.2.2 as follows
5.2.2 Registration Protocol 

The Device-DA/DEA Registration Protocol is a complete security information exchange and handshake between the Device and the DA/DEA and is generally only executed at first contact, but may also be executed when there is a need to update the exchanged security information. This protocol includes negotiation of protocol parameters and protocol version, cryptographic algorithms, exchange of certificate preferences, optional exchange of certificates, mutual authentication of Device and DA/DEA, and integrity protection of protocol messages.

Successful completion of the Registration protocol results in the establishment of a DA/DEA Context in the Device containing DA/DEA-specific security related information such as agreed protocol parameters, protocol version, and certificate preferences. A DA/DEA Context is necessary for execution of the other protocols in the SCE-2-DMP suite. Figure x depicts the 4-pass Device-DA/DEA Registration Protocol.
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Figure x – The 4-pass Device-DA/DEA Registration Protocol
5.2.2.1 Device-DA/DEA Hello Request
The Device-DA/DEA Hello Request message is sent from the Device to the Domain Authority to initiate the 4-pass Device-DA/DEA Registration protocol. This message expresses Device information and preferences. The request message is an element of type gen:Request, in which the elements are the same as specified in section 6.2 in [SCE-GEN].
5.2.2.2 Device-DA/DEA Hello Response

The Device-DA/DEA Hello Response message is the second message of the 4-pass Device-DA/DEA Registration protocol and is sent from the Domain Authority to the Device in response to a Device-DA/DEA Hello Request message. The message expresses DA/DEA preferences and decisions based on the values supplied by the Device.  The response message is an element of type gen:Response, in which the elements are the same as specified in section 6.3 in [SCE-GEN].
5.2.2.3 Device-DA/DEA Registration Request

A Device sends the Device-DA/DEA Registration Request message to a DA/DEA to request registration with the DA/DEA. The message is sent as the third message in the 4-pass Device-DA/DEA Registration protocol.  The request message is an element of type gen:Request,in which the elements are the same as specified in section 6.4 in [SCE-GEN].
5.2.2.4 Device-DA/DEA Registration Response

The Device-DA/DEA Registration Response message is sent from the Domain Authority to the Device in response to a Device-DA/DEA Registration Request message. This message completes the Registration protocol, and if successful, enables the Device to establish a DA/DEA Context for this DA/DEA.  The response message is an element of type gen:Response,in which the elements are the same as specified in section 6.5 in [SCE-GEN].
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