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1 Reason for Change

The purpose of this CR is to enable flexible management of User Domains consistently with addressing varied Import-Ready Data distribution restrictions as well as end-user experience considerations.  The method described herein (section 8.3.4) is intended as an alternative to that described in CR0008, CR0014 and CR0015.
R01 corrects a change tracking error.
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated.

3 Impact on Other Specifications

No impact on other specifications is anticipated.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that the CR be agreed and incorporated into the current SCE DOM Technical Specification draft.

6 Detailed Change Proposal

Change 1:  Modify/add specifics of Pairing-Key- based User Domain management
8.3. Pairing-Key- based User Domain management

When a User Domain Rights Object is distributed from one DRM Agent to another using Pairing-Keys, the recipient/sink DRM Agent does not access the REK via an <encKey> element  in the <ro> element in the <protectedRO> element. Therefore, in this case the REK is not communicated from the source DRM Agent to the sink DRM Agent as part of the RO, but as described below. 

In the case of Pairing-Key management, it is necessary for the DEA to pair User Domain members in order to enable them to communicate with each other securely relative to User Domain Rights Objects. When a DRM Agent wants to exchange such an RO with another DRM Agent, it will request a Pairing from the DEA using the dmpPair-protocol [to be defined] if such a (currently valid) Pairing corresponding to the two DRM Agents is not already available.

A Pairing comprises a data packet that can be utilized independently by the two DRM Agents designated therein to retrieve a value, the PairingSecret, and to authenticate the origin of the PairingSecret as sourced from a specifically identified DEA. A Pairing is not usable by any other DRM Agent to retrieve the PairingSecret. The part of a Pairing that is used by the target DRM Agent rather than by the DRM Agent that makes the request for a Pairing is denoted as a PairingTicket, and the requesting DRM Agent is also denoted as a ticket-requesting DRM Agent.
A Pairing will indicate to both the ticket-requesting DRM Agent and the target DRM Agent the registration status of each of these two DRM Agents involved in that Pairing, where such status notification is authenticated as originating from the DEA. Once a DRM Agent completes the Device Registration protocol, it MAY be paired repeatedly with different DRM Agents without re-registering with the DEA. 
The (pair-wise unique) PairingSecret is delivered directly from the DEA to a ticket-requesting DRM Agent in two forms: one that is directly accessible by the (registered) ticket-requesting DRM Agent and the other (i.e., a PairingTicket) that is indirectly accessible to a target DRM Agent via a ServiceKey that was established between the DEA and the target DRM Agent as a result of the Service Keys for Devices protocol involving the (registered) target Device.

When two DRM Agents exchange (under <move> or <copy> permission) a User Domain Rights Object with Pairing-Key protection, then in addition to data from the protectedRO (i.e., the <rights> element and the <signature> element), they will use the PairingSecret to set up a SAC and securely exchange the REK. A sink DRM Agent MUST, in addition to the <rights> element and <signature> element (RI-/LRM- signed), receive the REK, delivered via a SAC, which is set up based on a PairingSecret. The source DRM Agent has previously acquired access to the REK from an RI via the <encKey> element in the <ro> element in the <protectedRO> element of an RI-created RO, or via a SAC during Import from an LRM of an LRM-created Imported-Rights-Object, or via a pairing-based SAC as a recipient from another DRM Agent acting as source. If a DRM Agent receives the REK, it MAY grant any permission in the <rights> element, taking constraints into account. 

8.3.1. DRM Agent Registration into User Domain via DEA under DA Approval and Delegation

DRM Agent registration via a DEA into a User Domain [details TBD] requires the DRM Agent to verify DA-signed data that is either Device-null in that it identifies the DEA but not any DRM Agents, or is Device-specific in that it identifies the DEA as well as one or more candidate User Domain Devices. In the latter case, the specific Device ID of the verifying DRM Agent MUST be present within a DA-signed data packet available for verification by the candidate Device.

8.3.2. Associating LRM to DEA under DA Approval

As a condition of Import from an LRM, a DRM Agent (in the role of Import-Recipient Device) MUST verify DA-signed data (same or different than above DA-signed Device-null or Device-specific data packet) that associates the particular LRM to a DEA with which the DRM Agent is currently registered.  It is not prohibited that the association is reflexive in that the LRM and the DEA have the same entity ID. An LRM is concurrently associated with at most one DEA.

A DEA MAY be concurrently associated with multiple LRMs.

[Informative] It may be advantageous relative to the end user experience for a given DRM Agent to Import from distinct LRMs within the home network where one LRM may have access to Rights to upstream-DRM-protected content that is unavailable to one or more of the other LRMs in the home network.

8.3.3. DEA role: Registration of DRM Agents and generation of DRM Agent Pairings

A DRM Agent MUST be (currently) registered with a DEA in order to be eligible to transfer Rights to and/or from other DRM Agents registered with that DEA.  Immediately upon its registration a DRM Agent is considered to be a member of the User Domain.
As a condition of eligibility to transfer Rights, a registered DRM Agent MUST furthermore be either the ticket-requesting DRM Agent or the target DRM Agent relative to a pairing request (where each pairing request identifies the intended target DRM Agent as well as the ticket-requesting DRM Agent). Devices MUST be paired with each other (with each designated as a User Domain DRM Agent) in order for Rights transfer to complete successfully.





8.3.4. 

8.3.5. Method for handling secure Move of domain-size- constrained LRM-created Imported-Rights-Objects
Based on particular Import-Ready Data, an LRM creates up to k Imported-Rights-Objects for use within the User Domain managed by the DEA corresponding to the LRM. Each such Imported-Rights-Object that contains a Move permission MAY be securely Moved independently among up to m Devices in the User Domain. The value of m may differ across such Imported-Rights-Objects.

The LRM does not need to be aware of the Domain Policy under which the DEA operates.

The DEA does not need to be aware of how many or which Imported-Rights-Objects are based on the same Import-Ready Data.

For each Imported-Rights-Object which contains a Move permission that is domain-size- constrained, the LRM indicates (within the <rights> element) the maximum number, m (where m is greater than 1), of User Domain Devices that are allowed to utilize the Rights. The DeviceID of the Import-Recipient Device corresponding to each such Imported-RO is indicated within the <rights> element over which the <signature> element is computed by the LRM. It is [TBD] whether the DeviceID of the Import-Recipient Device appears within the <rights> element as the base64 encoded SHA-1 hash over the concatenation of the ROID and the DeviceID (i.e. the SHA-1 hash of the DER-encoded subjectPublicKeyInfo value in its certificate) of the Import-Recipient Device. Domain-size- constrained ROs SHALL NOT permit Moves of Partial Rights. Move operations corresponding to domain-size- constrained ROs SHALL be allowed only between Devices that are registered with the DEA corresponding to the LRM. The Devices MUST be paired (with each identified as a User Domain Device within the pairing) in order for the Move to occur.

The Import-Recipient Device installs the Rights it receives directly from the LRM. The Rights are usable as soon as they are installed.

The first time that the Import-Recipient Device performs a Move of the Imported-RO as a Source Device, it indicates this to the Recipient Device. If the Source Device has indicated this is the initial Move of the Imported-RO, then the Recipient Device retains this fact. As part of each Move operation corresponding to a domain-size- constrained RO, the Source Device signs [Source Device ID, Date-Time, Recipient Device ID, ROID]. The Recipient Device retains the signature provided by the Source Device, the Date-Time provided by the Source Device, and the Source Device ID (as extracted by the Recipient Device from the Pairing that the Source Device and Recipient Device ID use to Move the Rights).

The Recipient Device installs the Rights in the disabled state. In order to enable the Rights, the Recipient Device MUST get an authorization from the DEA corresponding to the LRM. This authorization MAY be requested immediately upon installation of the Rights or at any subsequent time. Authorizations MAY be requested individually or in bulk for distinct ROs. The presence of the Source Device(s) is not required at the time of authorization because of the use of Source Device- generated digital signatures, as indicated above. The Recipient Device transmits as part of the authorization request the Source Device ID, Date-Time as was provided by the Source-Device, and the Source Device signature. The Recipient Device also transmits its own DeviceID, and either the ROID, or the <rights> element and <signature> element if the Source Device had indicated this was the initial Move of the Imported-RO. The authorization request is integrity protected by either keyed hash or digital signature [TBD]. The authorization response is integrity protected by either keyed hash or digital signature [TBD]. The DEA MUST determine that both the Source Device and the Recipient Device had completed registration with the DEA prior to the Date-Time that was provided by the Source Device.

If there is no prior record on the DEA of the ROID, then the DEA expects the authorization request to include the <rights> element and <signature> element, and the DEA checks the validity of the <signature> element against the <rights> element and verifies that the LRM is legitimately associated with the DEA per DA- signed data. In this case the Source Device ID in the request MUST equal the Import-Recipient Device ID within the <rights> element in order for the request to be successful. If the Import-Recipient Device ID appears within the <rights> element as the base64 encoded SHA-1 hash over the concatenation of the ROID and the Import-Recipient DeviceID, then the Source Device ID in the request MUST be likewise hashed in order to do the comparison. If there is no prior record of the ROID on the DEA, as a condition of transmitting authorization the DEA verifies the Source Device signature, checks that the requesting Device ID matches the Recipient Device ID in the Source Device- signed data, and that the Date-Time in the Source Device- signed data is earlier than the DEA’s current Date-Time. Upon successful verification/checking the DEA records the ROID, the value of m, the requesting Device ID and the Date-Time at which the DEA transmits the response that authorizes the Recipient Device to enable the Rights.

For each domain-size- constrained RO that the DEA is already aware of, it tracks the Device ID of the Device that has made the most recent successful request, as well as the Date-Time at which the DEA transmitted the response that authorized the requesting Device to enable the Rights. If the DEA already has a record of the RO, as a condition of transmitting authorization the DEA verifies the Source Device signature, checks that the Source Device ID matches the DEA record of the ID of the last requesting Device for the RO, checks that the requesting Device ID matches the Recipient Device ID in the Source Device signed data, and that the Date-Time in the Source Device- signed data is later than the Date-Time stored by the DEA for the ROID but earlier than the DEA’s current Date-Time. Upon successful completion of verification/checks the DEA updates its records for the RO with the current Date-Time and the Recipient Device ID as ID of last requesting Device. 

If the value of m as indicated within the Imported-RO is less than the maximum allowable size of the User Domain per Domain Policy, then the DEA tracks the DeviceIDs of those Devices that have utilized the Imported-RO (including the Import-Recipient Device). The DEA SHALL include this list of DeviceIDs (except for the requesting Device ID) within its authorization response to the requesting Device if the length of the list including the requesting Device ID equals m, and SHALL NOT include the list otherwise. If the length of the list excluding the requesting Device ID equals m, then the authorization response indicates an error condition (in which case the requesting Device MUST NOT enable the Rights). In this case the DEA SHALL NOT modify its list of Device IDs for the RO by adding the requesting Device ID to the list, since the previously stored list already contains the maximal allowed number, m, of Device IDs for the RO and the requesting Device ID is not on this list. 
8.3.6. If the Rights are enabled on the requesting Device based on the authorization response, then the Device MAY Move the Rights to any Device on the list included in the authorization response, or to any User Domain Device (other than itself) if the list was not included in the authorization response.
8.3.7. 






8.3.8. Sharing Rights with Guest DRM Agents under Pairing-Key management
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