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1 Reason for Change

The purpose of this CR is to clarify the implement of pairing mechanism in the overview section 7.1.1.
R01: a little change,see below.
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated.

3 Impact on Other Specifications

No impact on other specifications is anticipated.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that the CR be agreed and incorporated into the current SCE LRM Technical Specification draft.

6 Detailed Change Proposal

Change 1:  clarification to paring mechanism in Overview section7.1.1
7.1.1 Overview of Device Registration and Pairing Protocols
One of the functions of a DEA is to keep track of all the provisioned client Devices in a system and the cryptographic data associated with them. Additionally, the DEA authenticates client Devices and issues Tickets for those client Devices to use as trusted tokens during Pairing. The DEA assigns expiration time to Tickets requiring client Devices to periodically renew them. By allowing Devices to cache these Tickets, the system eliminates the need for Devices to request Pairings when the Tickets have not expired. 
The pairing mechanism is a method to transfer Rights between one Device and another entity (Device or LRM) for which there is a Ticket that identifies both entities, i.e.  the imported Rights could be imported from LRM to a Device for which there is an LRM-Ticket that identifies both entities  and could be transferred by the UserDomain Device to another  Device where there is an Agent-Ticket that identifies both Devices .
A Device SHALL register with a DEA by using a Device’s digital certificate.. The DEA SHALL store the client Device’s unique identity and public key. Once this is done, Devices can obtain Tickets that eventually allow the Devices to decrypt content. 

Each Device’s unique cryptographic identity is loaded to the client device in the factory during manufacturing.

Once a first Device is provisioned into a DEA and receives a Ticket for a second Device, the first Device MAY request content to be sent or streamed from the second Device.  A secure key request message (discussed below) is sent from the first Device to the second Device by using the Ticket to authenticate itself and to establish a secure session. Once the second Device has authenticated the first Device and has verified the Rights associated with the requested content, the second Device sends the content decryption key and associated Rights to the first Device in a secure manner such that only the first Device can verify the integrity of the message and decrypt the cryptographic data. 

7.2.1.3 Device Registration Protocol
This section discusses the Device Registration messages for a Device that interacts with a DEA to Import content from an LRM associated with the DEA.  The protocol messages are depicted in Figure 4.  In general, it is expected a Device needs to register with a DEA only once, unless, for example, the Device needs to renew its expired digital certificate.  A Device MAY register more than once with a DEA.  A Device MAY register with more than one DEA.  To start the registration process, the Device SHALL send to the DEA a Device Registration Request message that includes the client signature and certificate.  The Device MAY specify in the Device Registration Request whether the Devices wants to register as a “User Domain Device” or as a “Guest Device”
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Figure 4 – Device Registration Protocol
Next, the DEA validates the request and verifies that the Device is authorized, so that, e.g., the certificate of the Device is not revoked.  If the validation succeeds, then the DEA proceeds as follows.

The DEA MAY prompt a User to check if the User accepts the new Device with the given identifier to be registered in the DEA.  This is used, for example, to prevent someone in a parking lot registering over a wireless or WiFi network and getting access to this User’s content without permission.  A user can disable this feature and then any Device can register into the DEA seamlessly without any User interaction.
Next, the DEA checks whether the Device wants to register as a “User Domain Device”.  If the Device wants to register as a “User Domain Device” but the maximum number of Devices provisioned with the DEA has been reached, or if the Device does not specify the type of registration, then the DEA registers the Device as a “Guest Device”.  Otherwise, the DEA registers the Device as a “User Domain Device”.

Next, the DEA SHALL store the Device public key extracted from the certificate of the Device.  Next, the DEA SHALL send a Device Registration Response message that includes an acknowledgement from the DEA, the type of registration (i.e. “User Domain Device” or “Guest Device”), the DEA certificate, DA-signed data that proves that the DEA is authorized to register the Device, and a DEA digital signature.
After a Device receives and validates Device Registration Response message, the Device SHALL save the DEA certificate.  The Device can use the DEA certificate for validation of future DEA responses.
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