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1 Reason for Change

The purpose of this CR is to optimize the performance of two protocols, namely, SAC Key Request/Response and Agent Ticket Request/Response.
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated.

3 Impact on Other Specifications

No impact on other specifications is anticipated.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that the CR be agreed and incorporated into the current SCE LRM Technical Specification draft.

6 Detailed Change Proposal

Change 1:  Address SAC establishment by using a Key Derivation Function (KDF); Introduce bulk delivery of Agent Tickets.

7.2.1.3 Import Protocol

Any DRM Agent can Import from any LRM, and an LRM also can import directly to any DRM Agent under the paring mechanism.  A DRM Agent that gets an Imported-RO from an LRM MUST be registered with the DEA associated with the LRM.  This registration is proved by a Ticket that the DRM Agent uses to obtain an Imported-Rights-Object for the desired Imported-Content.

Figure 6 depicts the messages used in Import.  When a DRM Agent wants an Import from an LRM, and the DRM Agent does not have a valid Ticket for the LRM, then the DRM Agent SHALL obtain a Ticket for the LRM before the DRM Agent sends a SAC Key Request message to the LRM.  The SAC Key Request message SHALL include an LRM-Ticket, and the LRM-Ticket SHALL be integrity protected by a keyed hash that uses the Session Key obtained from the DEA.  There are situations where a DRM Agent with a valid Ticket requests a new Ticket.  For example, the DRM Agent may want to renew the expiry date of the Ticket before it actually expires.  If the DRM Agent wants an Import from an LRM, and the DRM Agent already has a valid Ticket for the LRM, then the DRM Agent MAY obtain a new Ticket for the LRM, in which case the DRM Agent SHALL discard the old Ticket.  A DRM Agent SHALL use a Ticket Request message to request from a DEA associated with an LRM a Ticket for the LRM.    The Ticket Request message is specified in Section ‎7.2.1.3.1.
When an LRM has not setup a connection with a DRM Agent and wants to initiate the Import transaction, the LRM sends Import Initiation message to DRM Agent. The Import Initiation message SHALL contain the IDs of ROs to be imported and the identities of the LRM and DRM Agent.  If the DRM Agent does not have a valid Ticket for the LRM, then the DRM Agent SHALL obtain a Ticket for the LRM before the DRM Agent sends a SAC Key Request message to the LRM.  The SAC Key Request message SHALL include the LRM-Ticket, and the LRM-Ticket SHALL be integrity protected by a keyed hash that uses the Session Key obtained from the DEA. If the DRM Agent already has a valid Ticket for the LRM, then the DRM Agent MAY obtain a new Ticket for the LRM, in which case the DRM Agent SHALL discard the old Ticket.  A DRM Agent SHALL use a Ticket Request message to request from a DEA associated with an LRM a Ticket for the LRM.
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Figure 6 – Messages used in Import

The Import Initiation Request is to initiate the Import transaction with the DRM Agent, and the Import Initiation Request message SHALL contain the ID of ROs that could be imported and the identities of the LRM and the DRM Agent. To check against replays, this message SHALL also contain a NONCE.  If the DRM Agent does not have a valid Ticket for the LRM, then the DRM Agent SHALL obtain a Ticket for the LRM before the DRM Agent sends a SAC Key Request message to the LRM. 
The Ticket Request message SHALL contain the identity of the LRM and contain the DEA-Ticket.   To check against replays, this message SHALL also contain a NONCE.  The DRM Agent SHALL authenticate the message by using a keyed hash that uses the Session Key contained in the DEA Ticket.
Once the DEA validates the Ticket Request message from the DRM Agent, the DEA randomly generates a symmetric Session Key, and then sends a copy of the Session Key in a Ticket Response message to the DRM Agent.  The Ticket Response message includes an LRM-Ticket that has both a clear and an encrypted part.  The clear part of the LRM-Ticket includes the identity of the LRM and a Ticket validity period.  The encrypted part of the LRM-Ticket contains the identity of the DRM Agent and information pertaining to the symmetric Session Key.  The encrypted part of the LRM-Ticket is encrypted by using the Service Key of the LRM.  The LRM-Ticket is integrity protected by a keyed hash that uses the Service Key of the LRM.  Note that the LRM-Ticket is integrity protected to prevent the DRM Agent from tampering with the content of the LRM-Ticket.

The DEA includes in the Ticket Response message a version of the Session Key encrypted with the Service Key of the Device that contains the DRM Agent.  The DEA then authenticates the message by using a keyed hash that uses the Session Key contained in the DEA Ticket.

Once the DRM Agent validates the Ticket Response message from the DEA, the DRM Agent sends a SAC Key Request message to the LRM.  The SAC Key Request message includes the LRM-Ticket.  The SAC Key Request message is integrity protected by a keyed hash that uses the Session Key obtained from the DEA.    The SAC Key Request message is specified in Section ‎7.2.1.3.3.
Once the LRM validates the SAC Key Request message from the DRM Agent, the LRM and DRM Agent use the Session Key to establish a SAC if a valid SAC does not exist between the DRM Agent and the LRM.  If a SAC does exist between them, then use the SAC for transport of Imported Rights-Objects.  The SAC Key Response message is specified in Section ‎7.2.1.3.4.
The SAC key material (that cryptographically establishes the SAC) is comprised of a MAC Key and an Encryption Key that are used to provide integrity and confidentiality, respectively, of the Imported-RO Request(s) and Imported-RO Response(s). An alternative to having the key material be generated by just one of the two communicating entities is to do the following, where EncryptedData is set directly as a randomly generated value, and is thus not decrypted by the DRM Agent. By using a Key Derivation Function (KDF), the SAC key material is derived from the Session Key embedded in the LRM-Ticket, and from an additional parameter that ensures key material freshness, namely the SAC Key Response message Signature. Note that the SAC Key Response message Signature is a function of both the stid that is randomly generated by the DRM Agent and the EncryptedData that is generated randomly by the LRM. The LRM does the KDF computation only if the received SAC Key Request message is valid. This KDF computation is done by the LRM prior to transmitting the SAC Key Response message, or the SAC Key Response message Signature is retained until the KDF computation is done. The DRM Agent does the KDF computation only if the received SAC Key Response message is valid. The default KDF is the KDF specified in section 7.1.2 of [OMADRMv2]. When using the KDF, set Z = Session Key, and otherInfo = SAC Key Response message Signature.
As long as the DRM Agent has a valid LRM-Ticket and a valid SAC, then the DRM Agent SHALL request Imported Rights-Objects by using Imported-RO Request messages.  The Imported-RO Request message is specified in Section ‎7.2.1.3.5.  The LRM then SHALL transmit Imported Rights-Objects by using Imported-RO Response messages.  The Imported Rights-Objects SHALL contain a <rights> element that is signed by an LRM <signature> element.  The Imported-RO Response message is specified in Section ‎7.2.1.3.6.

[Remaining text unchanged]
7.2.1.4 dmpPair-Protocol
Any DRM Agent can request Pairing with any other DRM Agent to Move or provide Copy of an Imported-Rights-Object associated with some desired Imported-Content and/or to receive Rights associated with Imported-Content.  For two DRM Agents to be Paired, at least one of the Devices must obtain an Agent-Ticket from a DEA with which the Device is registered or with which the Device is associated as a Guest Device.  At least one of the two DRM Agents MUST be registered and both MUST have Service Keys with the same DEA.

Figure 7 depicts the messages used in Pairing.  When a Source DRM Agent wants to Pair with a Destination DRM Agent, and the Source DRM Agent does not have a valid Ticket for the Destination DRM Agent, then the Source DRM Agent SHALL obtain a Ticket for the Destination DRM Agent.  If the Source DRM Agent wants to Pair with a Destination DRM Agent, and the Source DRM Agent already has a valid Ticket for the Destination DRM Agent, then the Source DRM Agent MAY obtain a new Ticket for the Destination DRM Agent, in which case the Source DRM Agent SHALL discard the old Ticket.  A DRM Agent SHALL use an Agent Ticket Request message to request from a DEA a Ticket for another DRM Agent.  The Agent Ticket Request message is specified in Section ‎7.2.1.4.1.
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Figure 7 – Pairing Protocol Messages

The Agent Ticket Request message SHALL contain the identity of the Destination DRM Agent and contain the DEA-Ticket.   To check against replays, this message SHALL also contain a NONCE.  The Source DRM Agent SHALL authenticate the message by using a keyed hash that uses the Session Key contained in the DEA Ticket.
Once the DEA validates the Agent Ticket Request message from the Source DRM Agent, the DEA SHALL randomly generate a symmetric Session Key (also known as a Pairing Secret), and then send a copy of it in an Agent Ticket Response message to the Source DRM Agent, as specified next.  

The Agent Ticket Response message SHALL include an Agent-Ticket that has both a clear and an encrypted part.  The clear part of the Agent-Ticket SHALL include the identity of the Destination DRM Agent, a Ticket validity period, and the type of registration (i.e. “User Domain Device” or “Not Registered”) of the Destination DRM Agent.  The encrypted part of the Agent-Ticket SHALL contain the identity of the Source DRM Agent, information pertaining to the symmetric Session Key, and the type of registration (i.e. “User Domain Device” or “Not Registered”) of the Source DRM Agent.  The encrypted part of the Agent-Ticket SHALL be encrypted by using the Service Key of the Destination DRM Agent.  The Agent-Ticket SHALL be integrity protected by a keyed hash that uses the Service Key of the Destination DRM Agent.  

The DEA SHALL include an encrypted version of the Session Key in the Agent Ticket Response message.  The DEA also SHALL authenticate the message by using a keyed hash that uses the Session Key contained in the DEA Ticket.    The Agent Ticket Response message is specified in Section ‎7.2.1.4.2.
Once the Source DRM Agent validates the Agent Ticket Response message from the DEA, the Source DRM Agent SHALL send a SAC Key Request message to the Destination DRM Agent.  The SAC Key Request message SHALL include the Agent-Ticket.  The Agent-Ticket SHALL be integrity protected by a keyed hash that uses the Session Key obtained from the DEA.  The SAC Key Request message is specified in Section ‎7.2.1.3.3. The SAC Key Response message is specified in Section ‎7.2.1.3.4.

Alternatively to acquiring an Agent-Ticket on an as-needed basis, a DRM Agent MAY use a DEA-Ticket (that it acquired within a Service Key Response message) and its knowledge of the Session Key associated with the DEA-Ticket to generate an Agent Ticket Bulk Request message and to process an Agent Ticket Bulk Response Message generated by the DEA. Such Agent Ticket Bulk Response message, if the Agent Ticket Bulk Request message is successfully verified by the DEA, SHALL include an Agent-Ticket corresponding to each Device for which the DEA has a record of a currently valid Service Key. The requesting DRM Agent is identified within the encrypted part of each such Agent-Ticket. The DRM Agent SHALL use the Session Key associated with the DEA-Ticket to verify the Agent Ticket Bulk Response message and to decrypt to recover the Session Key unique to each Agent-Ticket in the Response.
The SAC key material (that cryptographically establishes the SAC) is comprised of a MAC Key and an Encryption Key that are used to provide integrity and confidentiality, respectively, of the A2A Imp-RO Request(s) and A2A Imp-RO Response(s). An alternative to having the key material be generated by just one of the two communicating entities is to do the following, where EncryptedData is set directly as a randomly generated value, and is thus not decrypted by the Source DRM Agent. By using a Key Derivation Function (KDF), the SAC key material is derived from the Session Key embedded in the Agent-Ticket, and from an additional parameter that ensures key material freshness, namely the SAC Key Response message Signature. Note that the SAC Key Response message Signature is a function of both the stid that is randomly generated by the Source DRM Agent and the EncryptedData that is generated randomly by the Destination DRM Agent. The Destination DRM Agent does the KDF computation only if the received SAC Key Request message is valid. This KDF computation is done by the Destination DRM Agent prior to transmitting the SAC Key Response message, or the SAC Key Response message Signature is retained until the KDF computation is done. The Source DRM Agent does the KDF computation only if the received SAC Key Response message is valid. The default KDF is the KDF specified in section 7.1.2 of [OMADRMv2]. When using the KDF, set Z = Session Key, and otherInfo = SAC Key Response message Signature.
As long as the DRM Agent has a valid Agent-Ticket and a valid SAC, then the Source DRM Agent MAY Move Rights associated with Imported-Content to the Destination DRM Agent, subject to the restrictions imposed by the type of registration (i.e. “User Domain Device” or “Not Registered”) of the two Agents, as discussed in Section ‎5.3.1 and Section ‎5.3.4.2.    The details of the A2A Imp-RO Request message are specified in Section ‎7.2.1.4.3.    The details of the A2A Imp-RO Response message are specified in Section ‎7.2.1.4.4.

Note that for A2A-Imp RO Request and Response messaging either the Source DRM Agent or the Destination DRM Agent can send the Agent Ticket Request, since a Ticket can be used for bi-directional Rights transfers. The Source DRM Agent that transmits the SAC Key Request MAY be the Destination DRM Agent relative to A2A Imp-RO messaging. The Source DRM Agent relative to SAC Key messaging MUST first acquire an appropriate Agent-Ticket. The Destination DRM Agent  relative to A2A Imp-RO messaging transfers the Rights to the Source DRM Agent. Thus, as long as one of the two DRM Agents has an appropriate Agent-Ticket, the Rights transfer can occur. Multiple Rights transfers (possibly in both directions) can occur without re-establishing the SAC.













NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

