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1 Reason for Change

This CR modifies the DOM TS for the shared-key mechanism. It removes the <copy_control> constraint and modifies the <domain> constraint, so that it has a similar function to the former <copy_control> constraint. It differentiates clearly between a Copy and a Move operation.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR.
6 Detailed Change Proposal

5.1 Acquiring User Domain RO’s

A DRM Agent can acquire User Domain ROs from an RI, from an LRM or from another DRM Agent. The SCE enabler defines four mechanisms to transport User Domain RO’s:

1. the SCE-1-ROAP protocol ([SCE-ROAP]) with the extensions defined in section xxx. This mechanism may be used to deliver a User Domain RO from an RI to a DRM Agent, typcially after a purchase transaction. 

2. the SCE-6-LRMP protocol ([SCE-LRM]). This mechanism may be used to transport a User Domain RO from an LRM to a DRM Agent, typcially after an import process.

3. the SCE-7-A2AP protocol ([SCE-A2A]). This mechanism may be used to transport a User Domain RO from one DRM Agent to another. 

4. interface SCE-8 (“out-of-band”, section xxx). This data specification enables distribution of User Domain ROs via any protocol or medium, for example inside a (P)DCF file, as a separate standalone MIME object, or as part of a MIME multipart/related message [RFC2387]. This mechanism may be used to transport User Domain ROs to a DRM Agent from any source. However this mechanism is not adequate to transport User Domain ROs that require the <domain> constraint to be enforced or User Domain ROs that are protected using the Paring-Key mechanism.

The DRM Agent MUST support receiving a User Domain RO in a ROAP-ROResponse message.

The DRM Agent MUST support receiving a User Domain RO as a separate object. 

As a general principle, the processing rules for inbound User Domain ROs are agnostic to the origin of the User Domain RO or the mechanism by which is was transported, i.e. it does not matter whether the User Domain RO was delivered OTA from an RI using ROAP or copied from another DRM Agent using SCE-8 (in addition to for example UPnP). There is no binding to a specific transport mechanism or transport protocol. 

The process of checking the validity of inbound (User Domain) RO’s is called installation of the (User Domain) RO. After the RO has been installed, a user may request the DRM Agent to grant any of the permissions related to a specific Content. This process is called consumption of the (User Domain) RO.  To render the media objects inside the associated DCF the DRM Agent MUST process the User Domain RO as defined in section xyx.

5.2 Compatibility with OMA DRM 2.1 domains. 

The functionality provided by the domain mechanism defined in [OMA DRM 21] is subset of the functionality of the User Domain. However those User Domain RO’s that do not use any new features are still usable on OMA DRM 2.1 (or 2.0)  DRM Agents. Specifically the following requirements must be met for an RO that is usable on OMA DRM 2.1 (or 2.0) DRM Agents: the User Domain RO:

1. does not contain a <domain> constraint

2. does not require “Pairing-Key” management

3. is signed by an RI, either after a purchase transaction or after an RI-assisted import (see [LRM], section xyz).

In this case the User Domain RO can be delivered to the 2.1 or 2.0 DRM Agent via ROAP or “out-of-band” as already defined in [OMA DRM 2.1]. The installation and consumption of this User Domain RO on the 2.0 or 2.1 DRM Agent will cause the DRM Agent to attempt to join the domain using the ROAP protocol as specified in [OMA DRM 2.1]. This will trigger the RI that signed the RO to execute the rdpProxyJoinDomain protocol (see section xxx). If this protocol is succesful, the DRM Agent will receive the information required to access the User Domain RO.

9 User Domain related operations
OMA DRM 2.1 allows Protected Rights Objects to be embedded into a (P)DCF  and exchanged freely between DRM Agents, using any mechanism or protocol. This enabler builds on this functionality and adds mechanisms that provide more fine-grained control over the exchange of content in relation to a User Domain. Rights Issuers are enabled to limit the number of copies that are usable in the User Domain and the system will enforce that the limited number of usable copies are securely moved between devices in the User Domain. 

The free exchange of Protected Rights Objects as enabled by OMA DRM 2.1 is also possible in SCE. However, not all ProtectedRO’s that are bound to a User Domain can be used simultaneously on all devices in the User Domain. Therefore Rights Issuers will explicitly express content exchange related rights in the Rights Object. This section specifies the syntax and semantics of content exchange related elements of the REL for Rights Objects that are bound to a User Domain. The mechanisms that must be employed to enforce these rights are specified in  section xxx. 

As in OMA DRM 2.1, DRM Agents will not control the exchange of the ProtectedRO itself. Instead, for those cases where more fine-grained control over the exchange of the content must be enforced by the DRM Agent,  the DRM Agents will control and secure the exchange of the access and state information . The transfer of the Protected RO, access and state information will be done via the Agent to Agent Put RO Protocol as defined in [DRMA2A-SCE]. 
A Rights Object is called a “Usable Rights Object for a DRM Agent” if the DRM Agent is cryptographically able to access the CEK, as embedded in the Rights Object and has received the ASI needed for this Rights Object as specified by the REL. 

9.1 Out-of-band delivery to Devices in a User Domain

If a Shared-Key User Domain Rights Object does not have a top-level <domain> constraint, it can be delivered out-of-band to any SCE Device and any OMA DRM v2.0/v2.1 Device that is member of the User Domain to which the RO was issued.
A Device SHALL NOT accept out-of-band delivery of ROs that have a top-level <domain> constraint. 
A User Domain Rights Object that allows the same usage as an OMA DRM v2.0/v2.1 domainRO, does not have any <copy> or <move> permission and does not have any <domain> constraint, so that out-of-band delivery is allowed. 
9.2 M
ove between Devices in a User Domain
The <move> element grants permission to transfer the access and state information associated with a ProtectedRO to another DRM Agent, in such a way that the RO becomes usable by the recipient DRM Agent and is no longer usable by the source DRM Agent. A Move operation MUST be performed via the Put RO Operation as defined in [DRMA2A-SCE].
A <count> element contained in a <constraint> child element to <move> is used to specify the number of times the <move> permission may be granted.

A <domain> element contained in a top-level <constraint> is used to specify that the DRM Agent is only permitted to make a Usable Rights Object available to other DRM Agents that are members of the same User Domain. Note that the top-level <domain> constraint prevents existing OMA DRM v2.0/v2.1implementations to use this Rights Object. 
If a <move> permission is included in a Domain RO, a <domain> element contained in a top-level <constraint> MUST be added. 
Note that a single Rights Object may contain multiple <move> elements that are constrained in different ways.  

Note that the <move> element relates to the Rights Objects and associated state information as a whole. A DRM Agent may be allowed to perform a Partial Move by “splitting-up” the State Information associated with a Rights Objects into multiple parts and transfer only part of the remaining rights to another device. Note that this results in two Usable Rights Objects.
If a <move> permission is included in a stateful RO (e.g. an RO with a <count> constrained <play> permission), it MUST be enforced that only the available rights at the time of Moving (i.e. available state) are transferred to the recipient Device during the Move operation, as defined in the PutRO Operation in [DRMA2A-SCE].

If a Rights Isuer wants to enforce the usage model of a DVD, then he may issue a Device Rights Object with an unconstrained <move> permission. If the Rights Issuer would like to restrict the reselling or trading of the content bound to a Device RO, then he may constraint the <move> permission with a <count> constraint. An additional top-level <domain> constraint may be added to limit the Move of the Device RO to Devices belonging to the same User Domain.
9.3 
Copy to Devices in a User Domain
The <copy> element grants permission to transfer the access and state information associated with a ProtectedRO to another DRM Agent, in such a way that the RO becomes Usable by the recipient DRMAgent and is still Usable by the source DRM Agent. A Copy operation MUST be performed via  the Put RO Operation as defined in [DRMA2A-SCE].
A <count> element contained in a <constraint> child element to <copy> is used to specify the number of times the <copy> permission may be granted. The count MUST be decremented in the source device upon successful completion of a copy process. The source device MUST keep the remaining copies and the recipient Device, which is receiving a copy of the RO, MUST NOT be able to copy the RO any further.
A <domain> element contained in a top-level <constraint> is used to specify that the DRM Agent is only permitted to make a Usable Rights Object available to other DRM Agents that are members of the same User Domain. The <domain> element also indicates that the Rights Issuer has imposed restrictions on the exchange of the associated rights. Therefore the permission MUST NOT be granted if the DRM Agent has not received the Rights Object directly from a Rights Issuer, or via the Put RO protocol from another DRM Agent. Note that for existing OMA DRM 2.0 or OMA DRM 2.1 implementations, the top-level <domain> constraint is unknown, which means that these DRM Agents will not grant any permission with this constraint. The top-level <domain> constraint can therefore also be used to prevent existing OMA DRM v2.0/v2.1implementations to use this Rights Object.
A <copy> permission MAY be granted to both Device ROs or Domain ROs. If a <copy> permission is granted for a Domain RO, a top-level <domain> constraint MUST be included to limit the Copy within the User Domain.
If a <copy> permission is included in a stateful RO (e.g. an RO with a <count> constrained <play> permission), the original Rights as stated in the ROPayload MUST be transferred to the Recipient Device during the Move operation.
Note that a single Rights Object may contain multiple <copy> elements that are constrained in different ways.  
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