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1 Reason for Change

This CR provides the Proposed Change to Huawei’s SCE CONR comments LRM-003 and LRM-004(see 0142).
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Huawei recommends that the DRM group approve this CR.

6 Detailed Change Proposal

Change 1:  Change Section 6.1 as follows:
6.1 Generic Message Format for Protocols 

All messages have the following syntax:
Message() {

msgTye
     
 8
uimsbf

Pvno()

stid

32
uimsbf

dtid

32
uimsbf

   retryCount

 8
uimsbf

   AttributeStructures()
   Signature()
}



Pvno(){
   major
4
bslbf
   minor
4
bslbf
}
An OctetString16 contains a variable length octet string. The minimum length is 0 octets and the maximum length is 65535 octets.

OctetString16(){

    length
16
uimsbf

    for( i = 0; i < length; i++ ){

        octet
8
uimsbf

    }

}

The fields are defined as follows:

· length – Length of the octet string
· octet – An octet (byte)


Attribute(){
   type          16     uimsbf
   OctetString16()
}

AttributeStructures(){
   nbrOfAttrStrs     8     uimsbf
   for( i=0; i<nbrOfAttrStrs; i++ ){
     AttributeStructure()
   }
}

AttributeStructure(){
   typeStr          16     uimsbf
   lengthStr

16
uimsbf

   for( i = 0; i < lengthStr; i++ ){

      Attribute()
   }

}
Signature(){
   sigAlgorithm   8     uimsbf 

   OctetString16()
}

OctetString16(){

   length

16
uimsbf

   for( i = 0; i < length; i++ ){

      octet

8
uimsbf

   }

}

The fields are defined as follows:

· msgType – This field defines the type of messages being communicated. This is defined in Table 1.
· Pvno – This field is the Protocol Version Number.  The version number is a <major.minor> representation of the highest protocol version number supported by the sender of the message.  The <major> portion of the version number is encoded in the most significant 4 bits of the field.  The <minor> portion the version number is encoded in the least significant 4 bits of the field.  For this version of the protocol, Pvno SHALL be set to TBD.

· stid – This field contains a Source Transaction ID.  This is a random value that uniquely identifies this key management transaction on the source’s side. The value must be non-zero if the sender expects a reply to this message. Otherwise, the value must be set to 0.
· dtid – This field contains a Destination Transaction ID.  This is a random value that uniquely identifies this key management transaction on the destination’s side. The value must be set to the stid from the preceding message in this key management transaction.
· retryCount – This field contains the number of times that this key management transaction was restarted due to time outs. The initial value must be set to 0, then 1 for the first retry, etc.
· 
· 
· Attribute – This data structure specifies the parameters used in messages.  It consists of a field and an octet string of variable length.  The field specifies the type of the attribute, and the octet string specifies the value of the attribute.  A DRM Agent that does not understand an Attribute type SHALL ignore the Attribute.
· type – This field encodes the attribute type, as specified in Table 2.

· length – This field encodes the length in bytes of the attribute.
· AttributeStructures – This data structure contains a list of attribute data structures as specified in Section ‎6.1.2 and the number of these attribute data structures.
· nbrOfAttrStrs – This field contains the number of attributes in an Attribute data structure.
· AttributeStructure – This data structure specifies a logical grouping of parameters used as a logical unit in messages.  It consists of two fields and a list of attributes.  The first field specifies the type of the attribute data structure, and the second field encodes the number of the attributes.  A DRM Agent that does not understand an Attribute data structure type SHALL ignore the Attribute data structure.
· typeStr – This field encodes the attribute data structure type, as specified in Table 2.

· lengthStr – This field encodes the number of attributes in an attribute data structure.
· Signature – This data structure specifies either the digital signature or keyed checksum of a message.  It consists of a field and an octet string of variable length.  The field specifies the type of the algorithm used to generate the signature or keyed checksum, and the octet string specifies the value of the signature or checksum.
· sigAlgorithm – This field encode the type of security Algorithm used to generate the digit signature. Detail definition see the section xxxx
6.1.1 Signature Algorithm Types

The types of signature Algorithm supported are listed in Table x in decimal.

Table x:  Signature Algorithm Types
	SigAlgmType
	Algorithm

	1
	RSA-OAEP (v2.1) [PKCS-1]

	2
	SHA-1 [SHA1]

	3
	HMAC-SHA-1 [HMAC]

	others
	reserved


· length – This field encodes the value 8 (bits).













� Not yet given its definition. So suggest to add a new section to define this element below.
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