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1 Reason for Change

This CR proposes some changes to section 5.5.5 and 10 of the DRM TS to resolve comments DRM057. 
R01 removes the multiple sequences of recipientDeviceId and lrmRightsInfo from <MoveLRMRightsReqInfo>. So the Move LRM Rights Protocol is used to move LRM Rights to only one recipient device at a time. This is related to CONR comment DRM049.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this CR and incorporates into the specification.
6 Detailed Change Proposal

Change 1:
Modify section 5.5.5 as follows

5.5.5 Move LRM Rights Protocol

The ROAP Move LRM Rights Protocol enables a DRM Agent to move its remaining Rights (or part of it) that was originally created by an LRM to other DRM Agent with the aid of a Rights Issuer. 

5.5.5.1 Move LRM Rights Request
The ROAP-MoveLRMRightsRequest message is sent from the source Device to the Rights Issuer for transferring the LRM-Created Rights to the Rights Issuer. The message is an element of type gen:Request, in which the element are present:
	element / attribute
	usage
	value

	reqID
	M 
	Default, as specified in [SCE-GEN], section xyz

	resID
	M
	Default, as specified in [SCE-GEN], section xyz

	nonce
	M
	Default, as specified in [SCE-GEN], section xyz

	time
	M
	Default, as specified in [SCE-GEN], section xyz

	certificateChain
	O
	Default, as specified in [SCE-GEN], section xyz

	reqInfo
	M
	Specified below

	signature
	M
	Default, as specified in [SCE-GEN], section xyz


Table X: MoveLRMRightsRequest Message Parameters
The “xsi:type” attribute of <reqInfo> element in Move LRM Rights Request message MUST be set as “roap:MoveLRMRightsReqInfo”. The type of “roap:MoveLRMRightsReqInfo” is defined as below.


<complexType name="MoveLRMRightsReqInfo">
<complexContent>

  <extension base=”gen:RequestInformation”>


<sequence>
  <element name=”recipientDeviceId” type=”gen:Identifier”/>

<!--multiple rights are used when moving multiple RO to a single Device-->

         <element name=”lrmRightsInfo” type=”roap:LRMRightsInfo” maxOccurs=”unbounded”/>
</sequence>
</extension>

</complexContent>

</complexType>
<complexType name="LRMRightsInfo">
<sequence>   
<element name="rights" type="o-ex:rightsType"/>
<choice>
<element name="lrm_Signature" type="ds:SignatureType"/>
<element name="ri_for_lrm_Signature" type="ds:SignatureType"/>
</choice>
<element name="stateInfo" type="o-ex:constraintType" minOccurs="0" maxOccurs="unbounded" />
<element name="enc_REK" type="xenc:EncryptedKeyType"/>
  </sequence>
</complexType>
Besides the elements defined in the type gen:RequestInformation, the <reqInfo> element in Move LRM Rights Request message includes one mandatory <recipientDeviceId> element, one or more mandatory <lrmRightsInfo> element.

The <recipientDeviceId> element represents the identifier of the recipient Device, i.e. it is the hash of the public key of recipient Device.
The <lrmRightsInfo> element conveys the information about the Rights that was created by the LRM and is being transferred to the Rights Issuer. 

The <lrmRightsInfo> element includes one mandatory <rights> element, one mandatory <lrmSignature> element or <ri_for_lrm_Signature> element, multiple optional <stateInfo> elements, and one mandatory <enc_REK> element. These child elements are specified as below:
· The <rights> element

The <rights> element is of type o-ex:rightsType specified in [TBD]. It is integrity protected by the LRM if this corresponds to the first Move LRM Rights Request message. It is integrity protected by the RI for all subsequent Move LRM Rights Request messages corresponding to the same initially- LRM-created RO. The LRM ID is present within the <rights> element in either case.
· The <lrm_Signature> element

The <lrm_Signature> element is of ds:SignatureType type. It is the signature over the <rights> element by the LRM who creates the RO that the source Device is attempting to transfer to the Rights Issuer.
· The <ri_for_lrm_Signature> element

The <ri_for_lrm_Signature> element is of ds:SignatureType type. It is the signature over the <rights> element by the RI that handled the first successful Move LRM Rights Request message for the LRM-created RO. All subsequent Move LRM Rights Request messages corresponding to this RO MUST be handled by the same RI.

· The <stateInfo> element

The <stateInfo> element is of o-ex:constraintType type. It can occur for multiple times under <lrmRightsInfo> element. All the <stateInfo> elements together represent the State Information of the RO.

· The <enc_REK> element
The <enc_REK> is of type xenc:EncryptedKeyType. It contains the double-encrypted REK, first encrypted with the pairingKey, then encrypted with the RI’s public key. The pairingKey is the secret key known only to the source Device and the recipient Device which have been paired by executing the dmpPair protocol (see [SCE-LRM]). The pairingKeyID and pairingKeyUpdateNumber are also embedded in <enc_REK> to identify the pairingKey, see section 10.1.2. 
The RI decrypts <enc_REK> with its private key which yields the pairingKey-encrypted REK. This pairingKey-encrypted REK
 is treated as a normal REK by the RI and used to form an <encKey> element in <roPayload> in subsequent RO Acquisition protocol.
· 
· 
· 
The recipient Device decrypts <enc_key> with its private key which yields the pairingKey-encrypted REK. It then 
uses the pairingKey to recover REK.  
The recipient Device MUST reject the Rights Object unless the pairingKeyID is associated with the DEA that corresponds to the LRM that is identified within the <rights> element. pairingKeyID values SHALL be globally unique across all DEA entities.

The recipient Device MUST reject the Rights Object if the pairingKeyUpdateNumber is less than or equal to the largest pairingKeyUpdateNumber that the recipient Device has already used relative to that pairingKeyID. Each successive pairingKey value is computed deterministically from the immediately previous pairingKey value. 

As an example of management of pairingKeys, consider the following: Set the initial pairingKey value to the PairingSecret that is made available to both Devices via a Pairing, where the PairingSecret is specified to be a 128-bit value. Thus the pairingKey value corresponding to pairingKeyUpdateNumber=0, say pairingKey0, is equal to the PairingSecret. The pairingKey value corresponding to pairingKeyUpdateNumber=1, say pairingKey1, equals 128-bit truncation of SHA-1 hash of pairingKey0, The pairingKey value corresponding to pairingKeyUpdateNumber=2, say pairingKey2, equals 128-bit truncation of SHA-1 hash of pairingKey1,
















· 
· 
· 





Upon receiving the MoveLRMRightsRequest message, the RI MUST verify the signature of the source Device. If the verification is successful, then the RI MUST issue an RO by a subsequent ROAcquisiton Protocol, based on the information about the Rights indicated by the <reqInfo>, to the designated recipient Device. 

5.5.5.2 MoveLRMRightsResponse

The ROAP-MoveLRMRightsResponse message is sent from the Rights Issuer to the Device as a response against ROAP-MoveLRMRightsRequest message. The message is an element of type gen:Response, in which the element are present:

	element / attribute
	usage
	value

	status
	M
	Default, as specified in [GEN], section xyz

	errorMessage
	O
	Default, as specified in [GEN], section xyz

	errorRedirectURL
	O 
	Default, as specified in [GEN], section xyz

	reqID
	M
	Default, as specified in [GEN], section xyz

	resID
	M
	Default, as specified in [GEN], section xyz

	nonce
	M
	Default, as specified in [GEN], section xyz

	certificateChain
	O
	Default, as specified in [GEN], section xyz

	ocspResponse
	O
	Default, as specified in [GEN], section xyz

	rspInfo
	M
	Specified below

	signature
	M
	Default, as specified in [GEN], section xyz


Table 3: MoveLRMRightsResponse Message Parameters
The “xsi:type” attribute of <rspInfo> element in Move RI Rights Response message MUST be set as “roap:MoveLRMRightsRspInfo”. The type of “roap:MoveLRMRightsRspInfo” is defined as below:

<complexType name="MoveLRMRightsRspInfo">
<complexContent>

    <extension base=”gen:ResponseInformation”>



<sequence maxOccurs=”unbounded”>




               <choice>

                 <element name="success"/>

                 <element name= "failureReason" type= "string"/>
</choice>



</sequence>
      </extension>

    </complexContent>


</complexType>
The <rspInfo> element in Move LRM Rights Response message includes one or more sequences of choice between <success> element and <failureReason> element.

The <success> element indicates the <reqInfo> corresponding to the sequence was successfully processed and the corresponding Rights can be issued to the designated recipient Device.
The <failureReason> element indicates the reason why the <reqInfo> corresponding to the sequence was not successfully processed.
Change 2:
Add section 10.1.2 as follows

10.1.2 Distributing KREK under a Pairing Key and a RI Public Key
KREK ("Rights Object Encryption Key") is the 128-bit wrapping key for the content-encryption key KCEK in Rights Objects. In the Move LRM Rights protocol, the KREK transferred in the <enc_REK> element of <LRMRightsInfo> MUST be the same as the one from the original Rights Object.
KREK shall first be encrypted with the pairingKey by using AES-WRAP. The pairingKey is a secret key known only to the source Device and the recipient Device. 
The asymmetric encryption scheme RSAES-KEM-KWS shall be used with the AES-WRAP symmetric-key wrapping scheme to securely transmit the pairingkey-encrypted KREK to a recipient RI using the RI's RSA public key. An independent random value Z shall be chosen for each encryption operation. For the AES-WRAP scheme, the pairingKeyID, the pairingKeyUpdateNumber and the pairingKey-encrypted KREK are concatenated to form K, i.e.:

L=AES-WRAP(pairingKey, REK)
K = pairingKeyID | pairingKeyUpdateNumber | L
KEK = KDF(I2OSP(Z, mLenRI), NULL, kekLen) 

C2 = AES-WRAP(KEK, K) 

C1 = I2OSP(RSA.ENCRYPT(PubKeyRI, Z), mLenRI)
C = C1 | C2
Where the KDF() function, the I2OSP() function, the AES-WRAP() function, the RSA.ENCRYPT() function and the kekLen are the same as specified in [DRM2.x], and the mLenRI is the length of the modulus of the RI’s RSA public key in octets, and the Z is a random integer generated by the source Device (who sending the MoveLRMRightsRequest message) based on the modulus of the RI’s RSA public key in the same way as specified in [DRM2.x]. 
After receiving C, the RI splits it into C1 and C2 and decrypts C1 using its private key (consisting of a private exponent d and the modulus m), yielding Z:
C1 | C2 = C
c1 = OS2IP(C1, mLen)
Z = RSA.DECRYPT(PrivKeyRI, c1) = c1d mod m
where the function OS2IP() and the function RSA.DECRYPT() are the same as specified in [DRM2.x] . Using Z, the RI can derive KEK, and from KEK unwrap C2 to yield K:

KEK = KDF(I2OSP(Z, mLen), NULL, kekLen)

K = AES-UNWRAP(KEK, C2)
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