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1 Reason for Change

This CR addresses the following consistency review comment:
	DRM023
	10.04.2008
	T
	5.3.1
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: It is not clear which MoveRights message is meant: MoveRIRights or MoveLRMRights.
Proposed Change: In the first paragraph after the XML schema: define the type attribute as "moveRIRights" and initiate the corresponding PDU, i.e. ROAP-MoveRIRightsRequest.
	Status: OPEN




.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR.
6 Detailed Change Proposal

5.1.1 ROAP Trigger

In this version of specification, the XML Schema for ROAPTrigger was extended from [DRMDRM]. The following XMLSchema represents ROAPTrigger and the extended parts in this specification were marked as underlined and italic.

<complexType name="BasicRoapTrigger">

  <sequence>

      <element name="riID" type="roap:Identifier"/>

      <element name="riAlias" type="string" minOccurs="0"/>

      <element name="nonce" type="roap:Nonce" minOccurs="0"/>

      <element name="roapURL" type="anyURI"/>

  </sequence>

  <attribute name="id" type="ID"/>

</complexType>

<complexType name="DomainTrigger">

  <complexContent>

    <extension base="roap:BasicRoapTrigger">

      <sequence>

        <element name="domainID" type="roap:DomainIdentifier" minOccurs="0"/>

        <element name="domainAlias" type="string" minOccurs="0"/>

      </sequence>

    </extension>

  </complexContent>

</complexType>

<complexType name="ROAcquisitionTrigger">

  <complexContent>

    <extension base="roap:DomainTrigger">

      <sequence>

        <sequence maxOccurs="unbounded">

          <element name="roID" type="ID"/>

          <element name="roAlias" type="string" minOccurs="0"/>

          <element name="contentID" type="anyURI" minOccurs="0" maxOccurs="unbounded"/>

        </sequence>

      </sequence>

    </extension>

  </complexContent>

</complexType>

<complexType name="ExtendedRoapTrigger">

    <complexContent>

      <extension base="roap:BasicRoapTrigger">

        <sequence>

          <any  minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

        </sequence>

        <attribute name="type" type="string" use="required"/>

      </extension>

    </complexContent>

  </complexType>

<element name=” trgMoveRIRights”>

<complexType>
<sequence>

<element name=”recipientInfo” type=”string” minOccurs=”0” />

</sequence>
<attribute name="roRequested" type="boolean" default="true" />
</complexType>
</element>
<element name="trgROUpgrade">

<complexType>  

<sequence minOccurs="0" maxOccurs="unbounded">

         <element name="roID" type="ID" minOccurs="0"/>

         <element name="roAlias" type="string" minOccurs="0"/>
         <element name="upgradeInfo" type="string" minOccurs="0"/>

</sequence>
      <attribute name="roRequested" type="boolean" default="true"/>
</complexType>
</element>
<!-- ROAP trigger -->

<element name="roapTrigger" type="roap:RoapTrigger"/>

<complexType name="RoapTrigger">

  <annotation>

    <documentation xml:lang="en">

      Message used to trigger the device to initiate a Rights Object Acquisition Protocol.

    </documentation>

  </annotation>

  <sequence>

    <choice>

      <element name="registrationRequest" type="roap: BasicRoapTrigger "/>

      <element name="roAcquisition" type="roap:ROAcquisitionTrigger"/>

      <element name="joinDomain" type="roap:DomainTrigger"/>

      <element name="leaveDomain" type="roap:DomainTrigger"/>
      <element name="extendedTrigger" type="roap:ExtendedRoapTrigger"/>

    </choice>

    <element name="signature" type="ds:SignatureType" minOccurs="0"/>

    <element name="encKey" type="xenc:EncryptedKeyType" minOccurs="0"/>

</sequence>

<attribute name="version" type="roap:Version"/>

<attribute name=”proxy” type=”boolean”/>

</complexType>
The XML representation of the ROAP-MoveRIRightsTrigger is defined by re-using the ExtendedRoapTrigger type and assigning the fixed value “moveRIRights” for the type attribute. It SHALL be signalled as an <extendedTrigger> element which carries a <trgMoveRIRights> element as a child element. Consequently, if the <roapTrigger> element carries an <extendedTrigger> element as defined above with the type attribute set to ”moveRIRights”, the DRM Agent SHALL initiate a ROAP-MoveRIRightsRequest PDU with the following exceptions. 
In the case that a DRM Agent receives a ROAP Trigger where the <roapTrigger> element carries a <trgMoveRIRights> element, the DRM Agent SHALL obtain user’s consent and initiate the ROAP-MoveRIRightsTrigger protocol with the following exceptions. If the DRM Agent has an invalid RI Context for the specified <riID> in the trigger, the DRM Agent MUST initiate the 4-pass ROAP-Registration protocol by using <roapURL> element in the trigger.
If the User of Source Device has designated the Recipient Device in the Rights Issuer portal, the Rights Issuer MUST add <recipientInfo> element in the <trgMoveRIRights> element. The value of <recipientInfo> element SHOULD be the string which is identifiable by user and it can be e.g. phone number, user name.

Depending on the Rights Issuer policy, the Rights Issuer may record Rights Objects while those were issued. In such case, the Rights Issuer does not have to retrieve all information about the Rights Object. If the Rights Issuer already recorded the issued Rights Object, the Rights Issuer MUST set the roRequested attribute to ‘false’ in the trigger. If the Rights Issuer did not record the Rights Object, the Rights Issuer MUST set the roRequested attribute to ‘true’ or omit the roRequested attribute in the trigger.

An RO Upgrade trigger enables the initiation of the ROAP 2-pass RO Upgrade protocol. 
If a <drmTrigger> element (of gen:DrmTrigger type) carries an <body> element (of  type gen:TriggerBody) who in turn carries a child element <trgROUpgrade> , it SHALL be recognized as an RO Upgrade trigger.
The <trgROUpgrade> element MAY carry roID, roAlias and upgradeInfo. The roID and roAlias specifies the RO to be upgraded. The upgradeInfo is textual information for the user to confirm his/her request made in browse session about upgrading an RO, e.g. what existing RO is, what additional permission is. 
When an RO Upgrade trigger is received, the DRM Agent SHALL show the user the upgradeInfo (if it is present) and obtain the user’s consent on whether or not to initiate 2-pass RO Upgrade protocol.

How a ROAP-ROUpgradeRequest is constructed as per RO Upgrade trigger is specified in section ‎7.1.
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