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1 Reason for Change

This CR addresses SCE A2A CONR comments L008 and F019.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Qualcomm, LG and Fraunhofer recommend that the DRM group approve this CR.

6 Detailed Change Proposal

Change 1:  Change Section 8.18 as follows:

X.1 Rights Object Container

A RightsObjectContainer holds a Rights Object that is being sent from a DRM Requestor to a DRM Agent. Consistent with the structure of a Rights Object, the Rights Object Container consists of the <rights> element and the <signature> element in the ROPayload [DRM-v2.1]. The contents of the <rights> element of the Rights Object Container MUST be canonicalised as Exclusive Canonical XML format, as specified in [XC14N].
DRM Agents MAY compact the Rights Object Container using WBXML (as defined in section Error! Reference source not found.) before transferring Rights from the Device to the SRM.
This field is defined as follows:

RightsObjectContainer(){

   roFormat
8
uimsbf

   OctetString16()  //Defined in section Error! Reference source not found.
}

The fields are defined as follows:

· roFormat – this field indicates the format of the Rights Object that is contained in the OctetString16 that follows. This is an 8 bit unsigned integer that contains one of the following values: 0 = XML format or 1 = WBXML format. All other values are illegal. See below for more details.
· OctetString16 – this field (see section Error! Reference source not found.) contains the actual Rights Object in the format indicated by the roFormat field.
When the roFormat is XML format, then the OctetString16 contains an XML document of type oma-dd:RightsObjectContainer. It is instantiated as a <oma-dd:roContainer> element and contains the <rights> element and the <signature> element from the ROPayload as described above. The XML schema is as follows:

<!--Rights Object Container Definitions -->

<element name="roContainer" type="oma-dd:RightsObjectContainer">

<complexType name=”RightsObjectContainer”>

   <sequence>

      <element name=”rights” type=”o-ex:rightsType”/>

      <element name=”signature” type=”ds:SignatureType”/>

   </sequence>

</complexType>
When the roFormat is WBXML, then the OctetString16 contains a WBXML encoded <roContainer> as described in Appendix x
.
Change 2:  Change Section 8.19 as follows:

X.2 State Information

StateInformation holds the state information of Rights to be Moved from a DRM Requestor to a DRM Agent, i.e. the Rights that become available to the DRM Agent after the Move. It may represent the current remaining Rights on the DRM Requestor (in case of a full Move), or it may be a subset of the remaining Rights (in case of a Partial Move). It is defined as follows:

StateInformation(){
   // Length of StateInfo

   length
16
uimsbf

   StateInfo()  //Defined below

}

StateInfo(){

   nbrOfAssetIds
8
uimsbf

   for( i = 0; i < nbrOfAssetIds; i++ ){  //<asset> elements
      AssetId()  //Defined in section Error! Reference source not found.
   }

   nbrOfPermissions
8
uimsbf

   for( i = 0; i < nbrOfPermissions; i++ ){  //<permission> elements
      PermissionState()  //Defined below

   }

}

PermissionState() {

   constraintPresent
1
bslbf

   assetPresent
1
bslbf

   playPresent
1
bslbf

   displayPresent
1
bslbf

   executePresent
1
bslbf

   printPresent
1
bslbf

   exportPresent
1
bslbf

   movePresent
1
bslbf

   // for future extension: all zeros now

   rfu 
8
bslbf

   if( constraintPresent ){

      ConstraintState()  //Defined below

   }

   if( assetPresent ){

       AssetId()  //Defined in section Error! Reference source not found.
   }

   if( playPresent ){

      ConstraintState()  //Defined below

   }

   if( displayPresent ){

      ConstraintState()  //Defined below

   }

   if( executePresent ){

      ConstraintState()  //Defined below

   }

   if( printPresent ){

      ConstraintState()  //Defined below

   }

   if( exportPresent ){

      ConstraintState()  //Defined below

   }

   if( movePresent ){

      ConstraintState()  //Defined below

   }

}


ConstraintState() {

   countPresent
1
bslbf

   timedCountPresent
1
bslbf

   intervalPresent
1
bslbf

   accumulatedPresent
1
bslbf

   rfu
4
bslbf

   if( countPresent ){

// For <count>

      remainingCount
32
uimsbf

   }


   if( timedCountPresent ){
// For <timed-count>

      remainingCount
32
uimsbf

   } 

   if( intervalPresent ){

//For <interval>

      // YYYY-MM-DDThh:mm:ssZ [ISO8601]

      // All zeros if the asset has NOT been rendered

      for( i = 0; i < 20; i++ ) {

         char

8
uimsbf

      }

   }

   if( accumulatedPresent ){
//For <accumulated>

      accumulatedTime
32
uimsbf //upto 2^32 seconds

   }

}


The fields are defined as follows:

· length – this field contains the length of the StateInfo structure in a 16 bit unsigned integer.

· nbrOfAssetIds – this field contains the number of AssetIds in an 8 bit unsigned integer.

· AssetId – this field contains one Asset ID and is defined in section Error! Reference source not found..

· nbrOfPermissions – this field contains the number of PermissionStates in an 8 bit unsigned integer.
· constraintPresent – this is a boolean field, that if true, indicates that a ConstraintState field is present that is applicable to all permissions in the Rights Object.
· assetPresent – this is a boolean field, that if true, indicates that an AssetId field is present.
· playPresent – this is a boolean field, that if true, indicates that a ConstraintState field is present that is applicable to the <play> permission.
· displayPresent – this is a boolean field, that if true, indicates that a ConstraintState field is present that is applicable to the <display> permission.
· executePresent – this is a boolean field, that if true, indicates that a ConstraintState field is present that is applicable to the <execute> permission.
· printPresent – this is a boolean field, that if true, indicates that a ConstraintState field is present that is applicable to the <print> permission.
· exportPresent – this is a boolean field, that if true, indicates that a ConstraintState field is present that is applicable to the <export> permission.
· movePresent – this is a boolean field, that if true, indicates that a ConstraintState field is present that is applicable to the <move> permission.
· rfu – this field is reserved for future use. It MUST be set to all zeros.
· ConstraintState – this field contains constraint and state information. It is defined below.
· countPresent – this a boolean field, that if true, indicates that a remainingCount field is present that is applicable to the <count> constraint.
· timedCountPresent – this a boolean field, that if true, indicates that a remainingCount field (a 20 byte string) is present that is applicable to the <timed-count> constraint.
· intervalPresent – this a boolean field, that if true, indicates that a remainingInterval field is present that is applicable to the <interval> constraint.
· accumulatedPresent – this a boolean field, that if true, indicates that a accumulatedTime field is present that is applicable to the <accumulated> constraint.
· remainingCount – this field contains the remaining count value for a <count> constrain as a 32 bit unsigned integer.
· char – this field contains one ASCII character of a 20 character string that represents an end date after which the permission SHALL NOT be granted. The format of the string is “YYYY-MM-DDThh:mm:ssZ” as specified in [ISO8601].
· accumulatedTime – this field contains the accumulated time value, in seconds, for an <accumulated> constraint as a 32 bit unsigned integer.
Change 3:  Add a new Chapter as follows:

X. WBXML Encoding and Decoding of Rights

This section specifies the WBXML encoding and decoding of the Rights Object Container (<oma-dd:roContainer> see section x.x). This encoding is used if the Rights Object Container roFormat indicates WBXML encoding. DRM Requestors and DRM Agents MUST support WBXML encoding and decoding of the <roContainer> element as defined in section Error! Reference source not found.. DRM Requestors and DRM Agents SHOULD be able to encode and decode tags, and attributes that do not have a well known token-code using the WBXML LITERAL token.

WBXML 1.3 [WBXML] is a simple method that allows compacting XML documents in a loss-less manner. A WBXML decoder processes a WBXML encoded document by interpreting it byte-by-byte. Some bytes represent decoding instructions, some represent XML element start tags, attribute names or attribute values. The decoding process is stateful. The decoder maintains one global state, which determines whether it is processing elements, or attributes. Within each state, the decoder maintains an independent notion of a selected code page.

X.3 WBXML Encoding Rules

The following rules MUST be followed when WBXML encoding the <roContainer>:

· WBXML version 1.3 MUST be used (encoded as u_int8 value 0x03)

· The public identifier value "-//OMA//SCE 1.0//EN" MUST be used (encoded as mb_u_int32 value of 0x15). This document type identifier is registered by OMNA.

· The character set MUST be UTF-8 (encoded as mb_u_int32 value 0x6A).

· The string table MAY be used to specify string values of literal tokens. The string table SHOULD NOT be used to encode WBXML strings. 

· All strings SHOULD be encoded inline.

X.4 Attribute Code Pages

X.4.1 Fixed Attribute Code Page

Attribute code page 0 in the context of the public identifier "-//OMA//SCE 1.0//EN" is a fixed code page. This holds attribute names and attribute values that correspond to the Rights Objects used in SCE, SRM v1.0, DRM v2.0, DRM v2.1 and BCAST v1.0. This code table is fixed and future versions of SCE MAY add additional values to this code table.

Table 1: Fixed WBXML Attribute Code Page – Attribute Names

	Attribute Name
	WBXML Attribute Code
	Comment

	GLOBAL TOKENS
	00 – 04
	

	xmlns:o-ex
	05
	

	xmlns:o-dd
	06
	

	xmlns:ds
	07
	

	xmlns:oma-dd
	08
	

	xmlns:xenc
	09
	

	o-ex:id
	0A
	

	o-ex:idref
	0B
	

	Algorithm
	0C
	

	URI
	0D
	

	oma-dd:onExpiredURL
	0E
	

	oma-dd:timer
	0F
	

	oma-dd:mode
	10
	

	oma-dd:timed
	11
	

	oma-dd:contentAccessGranted
	12
	

	oma-dd:token-timed-count-timer
	13
	

	oma-dd:allowPartial
	14
	

	oma-dd:exclusive
	15
	

	
	16 – 3F
	Not Used

	
	40 – 44
	GLOBAL TOKENS

	
	45 – 7F
	Not Used


Table 2: Fixed WBXML Attribute Code Page – Attribute Values

	Attribute Value
	WBXML Attribute Value Code

	GLOBAL TOKENS
	80 - 84

	http://odrl.net/1.1/ODRL-EX
	85

	http://odrl.net/1.1/ODRL-DD
	86

	http://www.openmobilealliance.com/oma-dd
	87

	http://www.w3.org/2000/09/xmldsig#
	88

	http://www.w3.org/2001/04/xmlenc#
	89

	http://www.w3.org/2000/09/xmldsig#sha1
	8A

	http://www.w3.org/2001/04/xmlenc#kw-aes128
	8B

	http://www.w3.org/2001/10/xml-exc-c14n#
	8C

	http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsa-pss-default
	8D

	#K_MAC_and_K_REK
	8E

	move
	8F

	copy
	90

	true
	91

	false
	92

	UNUSED
	93 - BF

	GLOBAL TOKENS
	C0 – C4

	UNUSED
	C5 – FF


X.4.2 Reserved Attribute Code Pages

All attribute code pages 1 to 127 in the context of the public identifier "-//OMA//SCE 1.0//EN" are reserved for future use by OMA.

X.5 Tag Code Pages

X.5.1 Code Page 0

The element tag code page defined in this section is to be used together with tag code page 1 and attribute code pages 0 to encode and decode the Rights Object Container’s <roContainer> element.

Table 3: Fixed WBXML Tag Code Page

	Tag Name
	WBXML Attribute Code

	
	No content, No attributes
	Content, No attributes
	No Content, Attributes
	Content, Attributes

	o-ex:rights
	05
	45
	85
	C5

	o-ex:context
	06
	46
	86
	C6

	o-ex:agreement
	07
	47
	87
	C7

	o-ex:asset
	08
	48
	88
	C8

	o-ex:inherit
	09
	49
	89
	C9

	o-ex:permission
	0A
	4A
	8A
	CA

	o-ex:requirement
	0B
	4B
	8B
	CB

	o-ex:constraint
	0C
	4C
	8C
	CC

	o-ex:digest
	0D
	4D
	8D
	CD

	o-dd:version
	0E
	4E
	8E
	CE

	o-dd:uid
	0F
	4F
	8F
	CF

	o-dd:play
	10
	50
	90
	D0

	o-dd:display
	11
	51
	91
	D1

	o-dd:execute
	12
	52
	92
	D2

	o-dd:print
	13
	53
	93
	D3

	o-dd:export
	14
	54
	94
	D4

	o-dd:move
	15
	55
	95
	D5

	o-dd:save
	16
	56
	96
	D6

	o-dd:tracked
	17
	57
	97
	D7

	o-dd:count
	18
	58
	98
	D8

	o-dd:datetime
	19
	59
	99
	D9

	o-dd:start
	1A
	5A
	9A
	DA

	o-dd:end
	1B
	5B
	9B
	DB

	o-dd:interval
	1C
	5C
	9C
	DC

	o-dd:accumulated
	1D
	5D
	9D
	DD

	o-dd:individual
	1E
	5E
	9E
	DE

	oma-dd:timed-count
	1F
	5F
	9F
	DF

	oma-dd:system
	20
	60
	A0
	E0

	oma-dd:access
	21
	61
	A1
	E1

	oma-dd:token-based
	22
	62
	A2
	E2

	oma-dd:token-constraint-count
	23
	63
	A3
	E3

	oma-dd:token-constraint-timed-count
	24
	64
	A4
	E4

	oma-dd:token-accumulated
	25
	65
	A5
	E5

	oma-dd:token-unit
	26
	66
	A6
	E6

	oma-dd:token-consumed
	27
	67
	A7
	E7

	oma-dd:roContainer
	28
	68
	A8
	E8

	xenc:EncyptedKey
	29
	69
	A9
	E9

	xenc:EncryptionMethod
	2A
	6A
	AA
	EA

	xenc:CipherData
	2B
	6B
	AB
	EB

	xenc:CipherValue
	2C
	6C
	AC
	EC

	ds:DigestMethod
	2D
	6D
	AD
	ED

	ds:DigestValue
	2E
	6E
	AE
	EE

	ds:KeyInfo
	2F
	6F
	AF
	EF

	ds:RetrievalMethod
	30
	70
	B0
	F0

	ds:SignedInfo
	31
	71
	B1
	F1

	ds:CanonicalizationMethod
	32
	72
	B2
	F2

	ds:SignatureMethod
	33
	73
	B3
	F3

	ds:Reference
	34
	74
	B4
	F4

	ds:Transforms
	35
	75
	B5
	F5

	ds:Transform
	36
	76
	B6
	F6

	ds:SignatureValue
	37
	77
	B7
	F7

	roap:X509SPKIHash
	38
	78
	B8
	F8

	hash
	39
	79
	B9
	F9

	o-ex:party
	3A
	7A
	BA
	FA

	oma-dd:copy
	3B
	7B
	BB
	FB

	oma-dd:adhoc-share
	3C
	7C
	BC
	FC

	o-dd:lend
	3D
	7D
	BD
	FD

	oma-dd:domain
	3E
	7E
	BE
	FE

	oma-dd:proximity
	3F
	7F
	BF
	FF


X.5.2 Code Page 1

The element tag code page defined in this section is to be used together with tag code page 0 and attribute code pages 0 to encode and decode the Rights Object Container’s <roContainer> element.

Table 4: Fixed WBXML Tag Code Page

	Tag Name
	WBXML Attribute Code

	
	No content, No attributes
	Content, No attributes
	No Content, Attributes
	Content, Attributes

	oma-dd:banning-interval
	05
	45
	85
	C5

	oma-dd:max-concurrent
	06
	46
	86
	C6

	oma-dd:pairing
	07
	47
	87
	C7

	oma-dd:domain-size
	08
	48
	88
	C8


In the context of the public identifier “-//OMA//SCE 1.0//EN”, within tag code page 1, tag codes from the range 09-3F, 49-7F, 89-BF and C9-FF are reserved for future use by OMA.

X.5.3 Reserved Tag Code Pages

All tag code pages 2 to 127 in the context of the public identifier "-//OMA//SCE 1.0//EN" are reserved for future use by OMA.

X.6 Data Representation

X.6.1 Binary Data Representation

The WBXML OPAQUE token provides a method to encode raw binary data. DRM Agents MUST use the WBXML OPAQUE token to represent whitespace in the XML.

X.6.2 base64Binary Representation

Some elements in the Rights Obejct Container hold base64Binary data. All base64Binary data within the <rights> element MUST be encoded in the WBXML form directly as a literal string. All base64Binary data within the <signature> element MUST be base64 decoded prior to WBXML encoding and then encoded using the OPAQUE token.

X.7 Normal Processing and Transcoding

After a DRM Agent receives a WBXML encoded <roContainer> from a DRM Requestor, that DRM Agent MUST decode the <roContainer> into XML format before any other processing is applied. The criterion by which a DRM Agent determines whether it should WBXML encode an <roContainer> is outside the scope of this specification.

The WBXML SWITCH token SHALL be used to switch between the fixed code pages and dynamic code pages.

The normal process for a DRM Requestor to encode a Rights Object Container is:

· Construct the <roContainer> as XML

· DRM Requestor MUST canonicalise contents of the <rights> element of XML using Exclusive Canonicalisation without comments.

· Encode the <roContainer> using as WBXML:

· Initially attempt to use only the fixed attribute code page and fixed tag code page.

· Continue the encoding making use of the WBXML LITERAL token to encode unknown attributes and tags.

The normal process for a DRM Agent to decode a WBXML encoded <roContainer> is:

· Attempt to decode the WBXML encoded <roContainer> to XML:

· Initially attempt to decode using only the fixed attribute code page and fixed tag code page.

· Continue the decoding by making use of the additional application tokens that are specified in the dynamic code pages.

· Process the re-constructed XML <roContainer> as normal.













�Editor to put in correct reference.





NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 9)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

© 2008 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 9 (of 9)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20080101-I]

