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1 Reason for Change

This CR resolves the following comment:
	REL-002
	2008.04.10
	T
	5
	Source: David Kravitz, Motorola

Form: OMA-CONR-2008-0040
Comment: If (for shared-key management) there is to no longer be a <copy_control> constraint, does that mean that the <domain> constraint will be at the top level if there is a <move> or <copy> permission in the RO, but at a lower level if there is neither a <move> nor a <copy> permission in the RO so that a 2.x DRM Agent that does a proxy join can use the RO while disregarding the <domain> constraint that it does not understand OR will there be no <domain> constraint at all in the User Domain RO if it is intended to be accessible to a 2.x DRM Agent (via a proxy join)? On this score, section 5.3.3.2 of the REL TS (copied below) does not appear to give a definitive answer:
“5.3.3.2                   Semantics
The <domain> constraint is used to restrict the use of the related permission to Devices that belong to the User Domain to which the RO is bound. The domain SHALL have a DomainID attribute.
If a permission is restricted with a <domain> constraint, the Device SHALL only grant the permission if it is a member of the User Domain indicated by the userDomainID attribute.
If an RO contains a <domain> element included in a top-level <constraint> element, the Device SHALL only install the RO if it was received in a controlled manner, i.e. over an Agent to Agent protocol or over the ROAP 2-pass RO Delivery protocol. The Device SHALL NOT install an RO with a <domain> element included in a top-level <constraint> element if it was received via an out-of-band delivery.
The <domain> constraint also assures that the related permission is only granted to SCE Devices. Since the <domain> constraint is not understood by OMA DRM 2.0 or OMA DRM 2.1 Devices, including the <domain> constraint disallows the permission to be excercised by OMA DRM 2.0 or OMA DRM 2.1 Devices.”

Proposed Change:

Address this issue in such a way that backward compatibility is handled without compromising security.
	Status: OPEN
Bert to write text in REL where the <domain> constraint is mandated to be at the top (if included). Adjust A2A TS to ensure that <domain> constraint is top-level if needed.


The CR aims at closing AP 910.
The A2A TS already specifies how the DRM Agent handles a Move of an RO with a <top-level> domain constraint. Therefore we see no need to generate an A2A TS CR for this comment.
CR OMA-DRM-2008-0211 specifies that the DRM Agent must verify its User Domain membership in case of receiving an RO with a top-level <domain> constraint.

Therefore, agreeing this CR and CR OMA-DRM-2008-0211 will close REL-002.
In R01, the text is modified such that Lending and Ad Hoc Sharing is allowed with non-User Domain Devices. Also, the new text takes into account that CR 253 will mandate the Domain ID in the <party> element for <domain>-constrained ROs.
2 Impact on Backward Compatibility

ROs with a top-level Domain Constraint cannot be installed on legacy DRM v2.x Devices.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The OMA-DRM group is recommended to agree this CR and CR OMA-DRM-2008-0211 to close REL-002.
6 Detailed Change Proposal

Change 1:  Modify section 5.5.3.2 as follows:
5.5.3 Element <domain>

5.3.3.1 Syntax

<xsd:element name="domain" substitutionGroup="o-ex:constraintElement"/>

<xsd:complexType name="constraintType">

   <attribute name="domainID" type="roap:DomainIdentifier" use="required"/>

</complexType>
5.3.3.2 Semantics

The <domain> constraint is used to restrict the use of the RO to Devices that belong to the User Domain to which the RO is bound. The <domain> constraint SHALL be in a top-level <constraint> element.


If an RO contains a <domain> constraint, the Device SHALL only install the RO under the following conditions:

· If the RO was received over the A2A Put RO operation, over the ROAP 2-pass RO Acquisition Protocol or over the ROAP 1-pass RO Acquisition Protocol, the Device MUST be a member of the User Domain as indicated by <uid> element in the <constraint> element in the <party> element..
· If the RO was received as part of a Ad-Hoc Sharing or Lending operation, the recipient Device can install the RO, independently of its membership of the User Domain..
In all other cases, the Device SHALL NOT install an RO with a <domain> constraint. This holds especially for the case where the RO was received via an out-of-band delivery.

The <domain> constraint also assures that the related permissions are only granted to SCE Devices. Since the <domain> constraint is not understood by OMA DRM 2.0 or OMA DRM 2.1 Devices, including the <domain> constraint disallows the permission to be exercised by OMA DRM 2.0 or OMA DRM 2.1 Devices.
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