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1 Reason for Change

This CR re-introduces the changes from the agreed CRs OMA-DRM-2007-0172R02 and OMA-DRM-2007-0177. Because of an editorial failure, these CRs where not merged in the OMA DRM v2.0.1 TS.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The OMA DRM group is recommended to agree the CR.
6 Detailed Change Proposal

5.2.1.8 ContentID Field

The ContentID field MUST contain a globally unique identifier for this Content Object. Note that even if two or more (P)DCFs contain the same Content, the Content Objects will each have a different (and globally unique) ContentID. The value MUST be encoded using US-ASCII encoding.

The value MUST be a unique URI according to [RFC2396]. The use of globally unique ContentID’s is required for OMA DRM and it is the responsibility of the content author to guarantee the uniqueness of the ContentID within their own namespace. 
If the Content Object is referenced from a DRM Rights Object, the value of the ContentID field MUST match the value of the referencing element of the Rights Object as defined in [DRMREL-v2]. The ContentID MUST be in the ‘cid-url’ format of [RFC2392].

In the case of multi-part DCFs and multi-track PDCFs the first ContentId in the (P)DCF MUST represent the entire file. The entire file is referenced in the [DRM-v2] ROAP protocols for associating TransactionIDs and DCF Hash values with particular files. The first track in a multi-track PDCF is the protected track with the lowest integer “track_ID” in the PDCF Track Header Box (‘tkhd’).
6.3.1 OMA DRM Container Box

aligned(8) class OMADRMContainer extends FullBox('odrm', version, 0) {


OMADRMDiscreteHeaders
ContentHeaders; 
// Headers for Discrete Media DCF


OMADRMContentObject
DRMContent;

// Actual encrypted content


Box


Extensions[];

// Extensions, to the end of the box

}

The OMADRMContainer box MUST include a single OMADRMDiscreteHeaders box and a single OMADRMContentObject box, followed by optional extensions. The Extensions inside the OMADRMContainer box are defined by OMA. The OMA DRM Container box MUST support 64 bit length attributes, i.e. the size attribute MUST be set to 1, and largesize MUST be used for determining the box size. 

6.3.3 Content Object Box

aligned(8) class OMADRMContentObject extends FullBox('odda', version, 0) {


unsigned int(64) OMADRMDataLength; 
// Length of the encrypted data plus length of the 
// IV/counter and length of optional padding

byte 
OMADRMData[]; 


// Encrypted data plus IV/counter plus optional padding
}
The Content Object box MUST include only the data length field and data bytes for a single Content Object. Later revisions of this box may include additional fields, so conforming implementations MUST use the OMADRMDataLength field to indicate/determine the amount of actual data bytes. The data length includes the Initialization Vector in the beginning of the encrypted data, as depicted in Figure 3.

Figure 3: Data Length and IV
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The Content Object box MUST support the 64 bit size field and thus size MUST be set to 1 and largesize MUST be used for determining actual box size. The OMADRMDataLength field MAY indicate a length of zero, and the Device MAY try to acquire the actual Content Object by using e.g. the ContentURL, if provided.

Table 10: Content Object box

	Field name
	Type
	Purpose

	OMADRMDataLength
	Unsigned int(64)
	Length of the OMADRMData field, in octets

	OMADRMData
	byte []
	Content bytes, as specified by the OMADRMDiscreteHeaders box
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