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1 Reason for Change

The purpose of this CR (revised version of LRM TS attached) is, in particular, to address LRM 019 and bullet-point 2 of LRM 103 by removing TBDs from section 6.4.1.1 and stipulating that LRMs and (SCE) DRM Agents are required to support DRM Time.
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated.

3 Impact on Other Specifications

No impact on other specifications is anticipated.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author requests that the CR be agreed and incorporated into the current SCE LRM Technical Specification draft.

6 Detailed Change Proposal

Introduce text into section 5 and remove TBDs and clarify text in sections 6.4.1 and 6.4.1.1
5. Overview of LRM Functions

6. Each LRM (as well as each DRM Agent) is required to support DRM Time.
7. LRM and DEA Protocols

…
7.4 SCE-6-LRMP

<text>

7.4.1 Overview

The LRM generates an Imported-Rights-Object and Imported-Content.  Under pairing-key management, the specifics of the Imported-Rights-Object format will follow the general form of Rights Objects transferred over the SCE-7-A2AP interface between DRM Agents.  In particular, the Imported-Rights-Object includes a <rights> element and <signature> element, and the Rights Object Encryption Key (REK) corresponding to an Imported-Rights-Object is transferred over a Secure Authenticated Channel. The REK is generated by the LRM (or derived from Non-OMA DRM-sourced data securely provided to the LRM). The <signature> element is generated using the LRM’s private key.  The DRM Agent MUST verify that the LRM which was used to set up the Secure Authenticated Channel with the DRM Agent is the same LRM that generated the <signature> element.

As a condition of installing an Imported-Rights-Object under pairing-key management, the recipient DRM Agent MUST successfully verify the current validity status of DA-signed data that includes that DRM Agent’s Device ID (as well as the ID of a DEA corresponding to the LRM) or Device-null DA-signed data.  DA-signed data MAY be issued by the DA without any start- or end- time restrictions. Appropriate DA-signed data MAY be provided to the Device by the DEA or LRM or an alternative source.  As a condition of installing an Imported-Rights-Object, the DRM Agent MUST have verified the validity of the DA certificate chain. 

An operation entailing LRM-managed Import to a specific Device is not cryptographically accessible to any Device other than the Import-recipient Device.

7.4.1.1 Device Registration and Rights Object Import under Pairing-Key Management
A DRM Agent MAY register with a DEA as either a User Domain Device or as a Guest Device.  An LRM SHALL be required to limit Import of its Rights Objects to DRM Agents that a DEA corresponding to that LRM has registered as User Domain Devices. The LRM MUST verify DA-signed data that indicates that the DEA corresponds to (at least) that LRM.  The transmission to the LRM by a DRM Agent of a valid LRM Ticket identifying the LRM and the DRM Agent indicates to the LRM that the DRM Agent has been registered as a User Domain Device by the DEA that generated the LRM Ticket.  As a condition of Import, a DRM Agent MUST verify DA-signed data that indicates that the DEA that paired the LRM and DRM Agent via an LRM Ticket corresponds to that LRM.  An LRM that provides Imported-Rights-Objects under pairing-key management MUST have an entity certificate that includes a localRightsManagerDomain key purpose (whether or not the certificate also includes a localRightsManagerDevice key purpose).  The correspondence between a DEA and an LRM MAY be reflexive in that DEA and LRM functionality may be conducted relative to the same certified key pair if the entity certificate includes localRightsManagerDomain key purpose and domainEnforcementAgent key purpose.   If DA-signed data is Device-specific (i.e., is not Device-null as described in Section 6.4.1), a DRM Agent SHALL reject Import if not presented with a currently valid DA-signed data association of the Device to the DEA corresponding to that LRM (where such DA-signed data is presented either as part of the Import or previous to the Import but still valid).  A DRM Agent associated with a DEA through registration SHALL be designated as a “User Domain Device” (i.e., User Domain member DRM Agent) or a “Guest Device” (i.e., guest DRM Agent) according to some policy created by a DA.  An OCSP response relative to the DA MAY be cached by the DEA or LRM for distribution to Devices.  Devices SHALL be configured to require verification of DA-signed data as a condition of completing registration as User Domain Devices, and therefore SHALL NOT perform as User Domain Devices relative to inbound Moves (i.e., as Recipient Device) or outbound Moves (i.e., as Source Device) unless such verification is successful.  

A DEA MAY be required according to some policy created by a DA to limit the number of User Domain Device registrations that the DEA issues within a given time period, in which case any subsequent registrations issued during that time period SHALL be for Guest Device registrations only.  A DEA MAY be required to limit the number of Guest Device registrations that it issues within a given time period. Such requirements MAY be hard-coded within the DEA. Alternatively, such requirements MAY be conveyed to the DEA from the DA as part of some policy.

A Device’s registration status as User Domain Device or as Guest Device relative to a particular DEA MAY change over time.  Conditions for such status changes MAY be conveyed to the DEA from the DA as part of some policy.  An LRM May be required to limit the number of times it performs an Import operation on given Import-Ready Data, i.e., the collective number of “copies” of the Rights that it distributes.

As a prerequisite (on the DRM Agent end) to completing registration as a User Domain Device or as a Guest Device, a DRM Agent MUST successfully verify DA-signed data identifying the DEA. DEAs and Devices MUST be identified via public key hashes.  
When parsing DA-signed data a DRM Agent determines whether the data is Device-null or Device-specific; if the data is Device-specific and the DRM Agent’s Device ID is absent, then the data MUST be rejected by the DRM Agent for the purpose of registration as a User Domain Device. A particular DRM Agent’s Device ID MAY appear in one instance of currently valid DA-signed data while being absent from another. As a condition of registration as a Guest Device, a DRM Agent MUST verify DA-signed data that indicates that the DEA is eligible to register Guest Devices.  The DEA and LRM roles MAY be exercised by using the same certificate. LRM certificates are distinguishable by DRM Agents from DRM Agent certificates and from Rights Issuer certificates (per critical extKeyUsage extension indicated in Appendix C). This does not preclude ownership of multiple certificate types within the same equipment.
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