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1 Reason for Change

This CR introduces a new section extending the Status type and including a table with the new status values in SCE. It also corrects the error messages returned on the MoveRIRightsRequest, MoveLRMRightsRequest and ROUpgradeRequest.

It resolves the CONR comments DRM069 and DRM070:
	DRM069
	10.04.2008
	T
	6.3.2

7.2
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121R01
Comment: Error messages "DeviceTimeError" and "InvalidRO" are not valid error messages in SCE GEN.
Proposed Change: Add "DeviceTimeError" in SCE GEN section 5.9. 

Change all occurrences of "InvalidRO" to "InvalidUploadedRO" in SCE_DRM section 6.3.2.
	Status: OPEN

AP 937 for Mercè to make CR to add status table in SCE DRM TS

	DRM070
	2008.04.10
	E
	6.3.2
	Source: Seung-Jae Lee, LG Electronics

Form: OMA-DRM-2008-0144
Comment: Define new error code “InvalidRO” as a value of <status> element. If any error code is missing to be incorporated to <status> element, it should be also captured.

Proposed Change: Define new section for <status> element.
	Status: OPEN
Pending AP 937


R01 modifies one error code returned by MoveRIRightsRequest to "MovePermissionNotGranted". It also modifies one error code returned by MoveLRMRightsRequest to "SignatureError". Table in Change 1 is modified accordingly.
R02 changes MovePermissionNotGranted to MovePermissionNotPresent.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The OMA DRM group is recommended to agree the CR.
6 Detailed Change Proposal

Change 1:  Insert a new section 5.4.3 between sections "5.4.2 State information" and "5.5 ROAP Messages". Two new status (at the end) compared to v2.1: MovePermissionNotPresent and InvalidRO.
5.4.3 The Status type
The Status simple type from [DRMDRM] is extended to include additional error messages defined in SCE: 

<simpleType name="Status">


<restriction base="string">



<enumeration value="Success"/>



<enumeration value=”Abort”/>



<enumeration value="NotSupported"/>



<enumeration value="AccessDenied"/>



<enumeration value="NotFound"/>



<enumeration value="MalformedRequest"/>



<enumeration value="UnknownCriticalExtension"/>



<enumeration value="UnsupportedVersion"/>



<enumeration value="UnsupportedAlgorithm"/>



<enumeration value="NoCertificateChain"/>



<enumeration value="InvalidCertificateChain"/>



<enumeration value="TrustedRootCertificateNotPresent"/>

            <enumeration value=”SignatureError”/>



<enumeration value="DeviceTimeError"/>



<enumeration value="NotRegistered"/>



<enumeration value="InvalidDCFHash"/>



<enumeration value="InvalidDomain"/>



<enumeration value="DomainFull"/>



<enumeration value="DomainAccessDenied"/>



<enumeration value="RightsExpired"/>


<enumeration value=”TriggerExpiredOrInvalid”/>
            <enumeration value="UnableToDecryptMeteringReport"/>

 

<enumeration value="UnableToValidateMeteringReportMAC"/>
            <enumeration value="MalformedMeteringReport"/>


<enumeration value="UnknownUploadedRO"/>

            <enumeration value="InvalidUploadedRO"/>


<enumeration value="MovePersmissionNotPresent"/>





<enumeration value="InvalidRO"/>

</restriction>

</simpleType>

Upon transmission or receipt of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the Requester and the Responder SHALL immediately close the connection and terminate the protocol. Requesters and the Responders are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the protocol.

When possible, the Requester SHOULD present an appropriate error message to the user, using the value of the Status attribute, the errorMessage attribute (if present) and/or the errorRedirectURL (if present). Refer to [SCE-GEN].
Refer to [DRMDRM] and Table xx 
for a description of the error messages. 

Table xx: 
errorMessages

	Move PermissionNotPresent
	The Move operation requested by the device is not allowed because the permission is not present in the RO.

	InvalidRO
	A RO included in the request is not valid.


Change 2:  Change InvalidRO error message to PermissionNotGranted
7.1.1 Processing MoveRIRightsRequest

When an RI receives a MoveRIRightsRequest message, the RI MUST process the request message as follows:

1. it checks if it has valid Device Context with the Device sending the request message by checking the value of <reqID> element of the ROAP-MoveRIRightsRequest message. If the Device Context is unavailable or invalid e.g. expired, the RI MUST respond with NotRegistered error.

2. it verifies the <signature> element in the request message. The signature verification conforms to [DRMDRM]. If the verification is not successful, the RI MUST respond with appropriate error i.e. SignatureError, NoCertificateChain, InvalidCertificateChain or TrustedRootCertificateNotPresent. 

3. it checks the value of <time> element in the request message. Processing of the value of <time> element conforms to [DRMDRM]. If the DRM Agent has invalid DRM Time, the RI MUST respond with DeviceTimeError error.

4. it verifies the <rightsInfo> element in the request message. In addition to what is specified in 5.4.1. It MUST check that the <rights> element has the <move> permission. If it does not, the RI MUST respond with MovePermissionNotPresent error.
5. if all above steps were successful, it responds with a MoveRIRightsResponse that contains the <status> element that has “success” value.
6. it generates Rights Object(s) cryptographically bound to the Recipient Device, based on the received <rights> element and their corresponding State Information.
When the RI generates the Rights Object(s) for the recipient Device, the RI SHALL modify constraints value from the received <rights> element, incorporating state information in the request message. If the <rights> element has “count” constraint under “move” permission, the RI SHALL decrease the value of the <o-dd:count> element under “move” permission by 1. The Rights Issuer SHALL use new RO Encryption Key to encrypt Content Encryption Key constructing the <KeyInfo> element (under <asset> element). After that, the RI MUST add a <signature> element which contains signature value over the <rights> element.

7. it conducts a typical 1-pass or 2-pass RO acquisition protocol or 4-pass confirmed RO acquisition protocol ([DRMDRM]) to issue generated RO to the Recipient Device. In case of 2-pass RO acquisition protocol or 4-pass confirmed RO acquisition protocol, the RI sends an ROAP trigger to the recipient device in order to instruct the recipient device to download the Rights Object generated by RI which is based on the one previously transferred from the source device.
If RI failed to issue the Rights Objects to the Recipient Device, RI may re-generate the Rights Object(s) for the Source Device as same way to generate Rights Object for the Recipient Device, and issue the Rights Object(s) to the Source Device.
Change 3:  Change InvalidRO error message to AuthorizationFailed and PermissionNotGranted

7.1.2 Processing MoveLRMRightsRequest

When an RI receives a MoveLRMRightsRequest message, the RI MUST process the request message as follows:

1. it checks if it has valid Device Context with the Device sending the request message by checking the value of <reqID> element of the ROAP-MoveLRMRightsRequest message. If the Device Context is unavailable or invalid e.g. expired, the RI MUST respond with NotRegistered error.

2. it verifies the <signature> element in the request message. The signature verification conforms to [DRMDRM]. If the verification is not successful, the RI MUST respond with appropriate error i.e. SignatureError, NoCertificateChain, InvalidCertificateChain or TrustedRootCertificateNotPresent. 

3. it checks the value of <time> element in the request message. Processing of the value of <time> element conforms to [DRMDRM]. If the DRM Agent has invalid DRM Time, the RI MUST respond with DeviceTimeError error.

4. it verifies the <lrmRightsInfo> element in the request message as follows:
a. it checks if there is a signature over the <rights> element, either <lrm_Signature> or <ri_for_lrm_Signature>, and verify it. 
· If the <ri_for_lrm_Signature> element is present, it checks whether the signature has been generated by this Rights Issuer. If the signature verification failed or the <ri_for_lrm_Signature> was not generated by this Rights Issuer, the RI MUST respond with appropriate error i.e. SignatureError, NoCertificateChain, InvalidCertificateChain or TrustedRootCertificateNotPresent.
· If the <lrm_Signature> element is present, it verifies the <lrm_Signature> element. If the signature verification failed, the RI MUST respond with appropriate error i.e. SignatureError, NoCertificateChain, InvalidCertificateChain or TrustedRootCertificateNotPresent. The <lrm_Signature> element verification MUST contain a checking step for the LRM ID indicated in the signature. If the LRM identified by LRM ID was not authorized within the RI-LRM registration protocol [SCE-LRM] to create ROs that identify the RI as providing the Move service, then the Rights Issuer regards the signature verification as failed and responds with a SignatureError error.
b. it checks if the <rights> element has the <move> permission. If it does not, the RI MUST respond with MovePermissionNotPresent error.
c. if the <stateInfo> element is present, it validates that the state information contained in <stateInfo> is consistent with the original state in the <rights> element. If any state is invalid, the RI MUST respond with InvalidRO error.
5. if all above steps were successful, it responds with a MoveLRMRightsResponse message that contains the <status> element that has “success” value.
6. it generates Rights Object(s) cryptographically bound to the Recipient Device, based on the received Rights Objects and their corresponding State Information.
When the RI generates the Rights Object(s) for the recipient Device, the RI SHALL modify constraints value from the received <rights> element, incorporating state information in the request message. If the <rights> element has “count” constraint under “move” permission, the RI SHALL decrease the value of the <o-dd:count> element under “move” permission by 1. The RI SHALL copy the <KeyInfo> element (under <asset>) from the original <rights> element received in <lrmRightsInfo> to the new Rights Object. It SHALL also construct the <encKey> element by using the received <enc_REK> element (see section 5.5.1.1). After that, the RI MUST add a <ri_for_lrm_Signature> element which contains signature value over the <rights> element. 

7. it conducts a typical 1-pass or 2-pass RO acquisition protocol or 4-pass confirmed RO acquisition protocol ([DRMDRM]) to issue generated RO to the Recipient Device. In case of 2-pass RO acquisition protocol or 4-pass confirmed RO acquisition protocol, the RI sends an ROAP trigger to the recipient device in order to instruct the recipient device to download the Rights Object generated by RI which is based on the one previously transferred from the source device.
If RI failed to issue the Rights Objects to the Recipient Device, RI may re-generate the Rights Object(s) for the Source Device as same way to generate Rights Object for the Recipient Device, and issue the Rights Object(s) to the Source Device.
Change 4:  Change UnknownRO error message to SignatureError

7.2 Processing ROUpgradeRequest

When a Rights Issuer receives an ROUpgradeRequest message, the RI MUST process the request message as follows:

1. it checks if it has valid Device Context with the Device that sends the ROUpgradeRequest message. If RI finds that the Device Context corresponding to the <deviceID> element of the ROAP-ROUpgradeRequest message is unavailable or invalid e.g. expired, it MUST respond with NotRegistered error. RI MAY form an <errorMessage> element that includes the textual reason for this failure and put it into the response message.
2. it verifies the Device’s signature on the whole message, using the last <signature> element in the message. The signature verification conforms to [DRMDRM]. If the verification is not successful, the RI MUST respond with SignatureError error. RI MAY form an <errorMessage> element that includes the textual reason for this failure and put it into the response message
3. it checks the value of <time> element in the request message. Processing of the value of <time> element conforms to [DRMDRM]. If the RI detects that the DRM Agent has invalid DRM Time, the RI MUST respond with DeviceTimeError error. RI MAY form an <errorMessage> element that includes the textual reason for this failure and put it into the response message
4. it verifies the RI’s signature on the <rights> element in the request message, using the <signature> element under the <rightsInfo> element. The verification must include the step for checking whether the signature was generated by the RI. If the verification fails, the RI MUST respond with SignatureError.. RI MAY form an <errorMessage> element that includes the textual reason for this failure and put it into the response message
5. if any <stateInfo> element is supplied under the <rightsInfo> element in the request message, check whether the State Information, indicates that the Rights is still available for the Device that sends the request message, in case the additional permission is about sharing (e.g. Move or Copy) permission. If RI finds the Rights is already not available for the Device, then the RI MUST respond with InvalidRO error. RI MAY form an <errorMessage> element that includes the textual reason for this failure and put it into the response message
6. The RI responds with an ROUpgradeResponse that contains:
·  <status> element with “success” value
· new upgraded RO
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