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1 Reason for Change

This CR resolves the late CONRR comment GEN-xxx:

	
	
	
	
	
	


In OMA DRM v2.1, each trigger can have a <nonce>. If it has one, the following message MUST contain the value of the <nonce> element in the trigger in the "triggerNonce" attribute. The DRM 2.1 TS explains that the trigger nonce can be included to link triggers with subsequent messages.

To be consistent with OMA DRM v2.1, this CR proposes to include the "triggerNonce" in the 
Request message.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to agree the CR.

6 Detailed Change Proposal

7.1 The Request type

SCE requests are defined as instantiations of the Request type. 

<complexType name="Request" >



<sequence>




<element name="reqID" type="gen:Identifier"/>




<element name="resID" type="gen:Identifier"/>




<element name="nonce" type="gen:Nonce" minOccurs="0"/>




<element name="time" type="dateTime" minOccurs="0"/>




<element name="certificateChain" type="gen:CertificateChain" minOccurs="0"/>




<element name="reqInfo" type="gen:RequestInformation" minOccurs="0"/>



<element name="signature" type="base64Binary" minOccurs="0"/>



</sequence>



<attribute name="triggerNonce" type="gen:Nonce"/>



<attribute name="sessionId" type="gen:String64"/>


</complexType>
<complexType name="RequestInformation" abstract=”true”>


<sequence>





<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>


</sequence>


</complexType>
The element <reqID> identifies the Requestor to the Responder. The Requestor MUST set this value to equal the <reqID> that was stored in the Responder Context during registration with the Responder. 

The element <resID> identifies the intended Responder. The Requestor MUST set this value to equal the <resID> that was stored in the Responder Context during registration with this Responder. 

The element <nonce> contains a nonce chosen by the Requestor. Nonces are generated and used as specified in section 5.3.12.

The element <time> is the current DRMTime, as seen by the Requestor. 

The element <certificateChain> is sent unless it is indicated in the Responder Context that the Responder has stored the necessary certificate information. When present, the parameter value SHALL be as described for the certificateChain parameter in the registration protocol of the protocol suite. 
The element <reqInfo> is of type RequestInformation, which is abstract. Any concrete request should define concrete RequestInformation, see an example xxx.
If the Request message was triggered by a DrmTrigger and the DrmTrigger contains a <nonce> element, the "triggerNonce" attribute SHALL be included. Its value SHALL be equal to the value of the <nonce> element in the DrmTrigger.
.
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