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1 Reason for Change

The group decided to make the Validation Token optional
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated

3 Impact on Other Specifications

No impact on other specifications is anticipated

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that the CR be agreed and incorporated into the current SCE DOM Technical Specification draft

6 Detailed Change Proposal

Change 1:  Addition to joinDomain message to signal use of Validity Tokens

The dmpJoinDomainResponse message MUST have a <resInfo> element. The <resInfo> element MUST contain a <notAfter> element  , it MUST contain a <daInfo>element,  it MUST contain one or more <pMDK> elements and MAY contain any number of <valToken> elements:

<element name="daInfo" type="dom:DAInfo" />


<complexType name="DAInfo">



<sequence>




<element name="body" type="dom:DAInfoBody"/>




<element name="signature" type="ds:SignatureType" minOccurs="0"/>



</sequence>


</complexType>


<complexType name="DAInfoBody">



<sequence>




<element name="daID" type="gen:Identifier"/>




<element name="vtReq" type="boolean" minOccurs="0"/>




<element name="udomID" type="dom:DomainIdentifier" />




<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</sequence>



<attribute name="id" type="ID" use="required" />


</complexType>


<element name="notAfter" type="gen:dateTimeOrInfinite"/>


<element name="pMDK" type="dom:ProtectedMasterDomainKey" />


<complexType name="ProtectedMasterDomainKey">



<sequence>




<element name="encKey" type="xenc:EncryptedKeyType"/>




<element name="deaID" type="gen:Identifier"/>




<element name="mac" type="base64Binary"/>



</sequence>


</complexType>


<element name="valToken" type="dom:ValidityToken" />


<complexType name="ValidityToken">



<sequence>




<element name="body" type="dom:ValidityTokenBody"/>




<element name="signature" type="ds:SignatureType" minOccurs="0"/>



</sequence>


</complexType>


<complexType name="ValidityTokenBody">



<sequence>







<element name="subId" type="gen:Identifier"/>




<element name="isAgent" type="boolean" minOccurs="0"/>




<element name="isRI" type="boolean" minOccurs="0"/>




<element name="isLRM" type="boolean" minOccurs="0"/>




<element name="isDEA" type="boolean" minOccurs="0"/>




<element name="expires" type="dateTime" minOccurs="0"/>




<element name="udomID" type="dom:DomainIdentifier" />




<element name="daID" type="dom:DomainIdentifier" />




<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>



</sequence>



<attribute name="id" type="ID" use="required" />


</complexType>

A <daInfo> element provides DA-signed proof of attributes of  the User Domain. A <daInfo> element MUST contain a <signature> element and a <body> element, which MUST contain a <daID> element, a <udomID> element and a <vtReq> element. The <signature> element is of type ds:SignatureType from [XML-DSIG]. The URI attribute of a <ds:Reference> element of the <ds:SignedInfo> child element of the <signature> SHALL reference the <body> element by having the same value as the “id” attribute of the <body> element. In compliance to the rules of canonicalisation specified in Section x.x, the <ds:Reference> element MUST contain a <ds:Transforms> element, that contains a single <ds:Transform> element that signals the use of the exclusive canonicalisation algorithm without comments. The <ds:KeyInfo> child element of the <signature> element SHALL identify the signing key. The DRM Agent MUST verify that:

1. the signing key is associated with the DA identified in the <daID> element.
2. the signature is valid

If these verifications are positive then the DRM Agent MUST store the information in the <daInfo> element as part of the User Domain Context. The <vtReq> element in the <daInfo> element signals to the DRM Agent that the DRM Agent MUST check ValidityTokens while installing RO’s as specified in section xyz.
The <notAfter> element expresses, in UTC, the expiry time of the User Domain Context. The value “Infinite” indicates infinite lifetime of the User Domain Context.

If Hash Chains are supported by both the Device and the DA/DEA, only the <pMDK> element corresponding to the most recent Domain Generation SHOULD be included, otherwise a <pMDK> element for all Domain Keys for all Domain Generations MUST be included (including their domain identifiers as “Id” attributes) 
Upon receipt of a dmpJoinDomainResponse, the DRM Agent MUST perform the default processing, as specified in [Gen], section xxx. If successful it MUST check that the certificate of the entity that send the message (identified by the ResID) includes the oma-kp-domainEnforcementAgent  key purpose. 

If  the <daInfo> element in the <rspInfo> element contains the <vtReq> element, then the The DRM Agent MUST check that it has a Validity Token for  which:

1. The <udomID>  and <daID> element in the Validity Token  equals the <udomID> and <daID> elements in the <daInfo> element. 
2. The <subID> element equals the <resID> element in the Response
3. An <isDEA> element is present.
4. If the <expires> element is present, the Current DRM Time is earlier than the value of the <expires> element
5. The signature verification using the DA’s Public Key is succesful.

If the required checks are succesfull, the DRM Agent MUST update the User Domain Context (UDC) by installing the information  received via the <notAfter> element, <pMDK> elements and <valToken> elements, as specified below.

Change 2:  Change to User Domain RO installation procedure

8.1.1 Ensuring User Domain RO validity 

If so indicated by the <vtReq>-signal, the DRM Agent MUST have a valid Validity Token that proves that the RI is authorized by the DA to create RO’s for the User Domain. 

If the <vtReq> signal is present in the DEA Context, the DRM Agent MUST check that it has a Validity Token for which:

1. The <udomID> and <daID> elements in the Validity Token equal the values in a valid DA Context as described in section 7.2.1. (note that for the <udomID>, both User Domain baseID and User Domain Generation parts must be equal. In other words: the Validity Token must be created for the current generation of the domain
2. The  <daID> element and <udomID> in the Validity Token  match the values in the <party> element in the User Domain RO, except for the User Domain Generation parts. (In other words: the User Domain RO may be created for an older generation of the domain than the most recent)
3. The <subID> element equals the <riID> element in the User Domain RO

4. Either an <isLRM> or an <isRI> element is present.

5. If the <expires> element is present, the Current DRM Time is earlier than the value of the <expires> element

6. 
7. The signature verification using the DA’s Public Key is succesful.

If such User Domain Token exist, than the DRM Agent MUST verify the signature of the User Domain RO using the RI public key ([TODO: Add cert-chain to User Domain Token]). Also, the DRM Agent MUST successfully verify the MAC (using the <mac> element of the roap:ProtectedRO). [TBD do we need a mac? When?] 

If any of these the verifications fails the DRM Agent SHALL NOT install the User Domain RO. In this case the DRM Agent MAY request a new Rights Object by sending a HTTP GET to the RightsIssuerURL in the relevant DCF. [TBD How to deal with backed-up “old-but-once-valid” ROs from currently revoked RI’s/LRMs]

If the User Domain RO is stateful, then the DRM Agent MUST perform the replay protection related checks defined in Section Error! Reference source not found..

If the User Domain Context has expired (indicated by the User Domain Context Expiry Time) the DRM Agent MUST NOT install ROs for this User Domain. 
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