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1 Reason for Change

According to the conclusion in the Prague meeting, this CR proposes to remove Status simple type from the XML schema and to fill Table properly.
Also this CR proposes resolutions for following SCE CONR comments for GEN TS.

	GEN 031
	10.04.2008
	T
	5.9
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121
Comment: Table with generic error Messages is incomplete.
Proposed Change: Add missing error messages described in the XML schema.
	Status: OPEN
Equal to GEN010

	GEN 032
	10.04.2008
	E
	5.9
	Source: Fraunhofer IIS

Form: OMA-DRM-2008-0121
Comment: Some typos: 

1) in first paragraph: "Requesters and the Responders" -> "Requesters and Responders"

2) last sentence before Table 1: "described in in" -> "described in"

3) 4 times in Table 1: "Requesters" -> "Requester" or "Requester's"

Proposed Change: As specified in comment.
	Status: OPEN


2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG members to agree this CR.
6 Detailed Change Proposal

Change 1:  In section 5.8 (The Response type)
SCE responses are defined as instantiations of the Response type.


<complexType name="Response">



<sequence>




<element name="reqID" type="gen:Identifier"/>




<element name="resID" type="gen:Identifier"/>




<element name="nonce" type="gen:Nonce" minOccurs="0"/>




<element name="certificateChain" type="gen:CertificateChain" minOccurs="0"/>




<element name="ocspResponse" type="base64Binary" minOccurs="0"/>




<element name="rspInfo" type="gen:ResponseInformation" minOccurs="0"/>
                        
<element name="signature" type="base64Binary" minOccurs="0"/>



</sequence>



<attribute name="status" type="gen:String80" use="required"/>



<attribute name="errorMessage" type="gen:String1024"/>



<attribute name="errorRedirectURL" type="anyURI"/>



<attribute name="sessionId" type="gen:String64" use="required"/>


</complexType>
<complexType name="ResponseInformation" abstract=”true”>


<sequence>





<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>


</sequence>


</complexType>
The generation and delivery of any kind of Response message is conditioned by the Responder and its policies. The Responder MAY deny access to its resources. If this happens, the responder MUST close the protocol gracefully by sending the Requester the corresponding Response message by including an appropriate error code (e.g. AccessDenied). Implementation details of policies by a given Responder are out of the scope of this specification.


The element <reqID> identifies the Requester. The Responder MUST set this value to equal the <reqID> element in the received request message. If the Responder does not have a ResContent for the Requester and the request is considered invalid, the Responder MUST respond with a response message with the status attribute set to “NotRegistered”.  

The element <resID> identifies the Responder. The Responder MUST set this value to equal the <resID> that was stored in the ResContext during registration with this Requester. If the Responder does not have a ResContext for the Requester, then it MUST choose a value as specified in 오류! 참조 원본을 찾을 수 없습니다.. 

The element <nonce> contains a nonce chosen by the Responder or a nonce received from the Requester. Nonces are generated and used as specified in section 5.3.12.

The element <certificateChain> is sent unless it is indicated in the ReqContext that the Responder has stored the necessary certificate information. When present, the parameter value SHALL be as described for the certificateChain parameter in the registration protocol of the protocol suite. 
The element <rspInfo> is of type ResponseInformation, which is abstract. Any concrete response should define concrete ResponseInformation, see example xxx.

In case the status attribute is not equal to “Success”, the Responder MAY add an additional errorMessage attribute containing a Responder defined description of the error. Also, in case the status attribute is not equal to “Success”, the Responder MAY add an errorRedirectURL attribute that points to a support web site enabling the User to recover from the error. When the Responder adds an errorRedirectURL attribute it MUST also add an errorMessage attribute. A Requester SHOULD use the value of the errorMessage attribute as part of the error message presented to the User. A Requester SHOULD also either include the value of the errorRedirectURL as part of the error message to the user, or provide the User with an option to be redirected to the errorRedirectURL using a browser.

Upon transmission or reception of a message for which Status is not "Success", the default behaviour, unless explicitly stated otherwise below, is that both the Requester and the Responder SHALL immediately close the connection and terminate the protocol. Requesters and Responders are required to delete any session-identifiers, nonces, keys, and/or secrets associated with a failed run of the protocol.

NOTE for EDITOR: The authors of this CR removed “When possible, the Requester SHOULD present an appropriate error message to the user, using the value of the Status attribute, the errorMessage attribute (if present) and/or the errorRedirectURL (if present). See section 오류! 참조 원본을 찾을 수 없습니다..” here. DELETE THIS NOTE.
Table xx lists generic status codes, and also additional specific status codes used by messages in other specification that constitute the SCE enabler. The more specific behaviour by the Requester upon receiving a specific status code is described in the specific specification of the SCE enabler. Note that status codes are case sensitive and do not include blank spaces.
Table 1: status codes
	Status Code
	Description

	Abort 
	Responder rejected the Requester’s request for unspecified reasons.

	NotSupported
	Requester made a request for a feature currently not supported by the Responder.

	AccessDenied
	Requester is not authorized to contact this Responder.

	NotFound
	Requested object was not found.

	MalformedRequest
	Responder failed to parse the Requester’s request.

	UnknownCriticalExtension
	A critical extension used by the Requester was not supported or recognized by the Responder.

	UnsupportedVersion
	Requester used a protocol version not supported by the Responder.

	UnsupportedAlgorithm
	Requester suggested algorithms that are not supported by the Responder.

	NoCertificateChain
	Responder could not verify the signature on a Requester request due to not having access to the Requester certificate chain.

	InvalidCertificateChain
	Responder could not verify the signature on a Requester’s request due to the certificate chain being invalid in some way (other than the absence of a trusted root certificate which could be used to verify the chain).

	TrustedRootCertificateNotPresent
	Responder could not verify the signature on a Requester request due to the absence of a trusted root certificate which could be used to verify the chain.

	SignatureError
	Responder could not verify the Requester’s signature.

	RequesterTimeError
	A request from Requester was invalid due to the Requester’s DRM Time being inaccurate as assessed by the Responder.

	NotRegistered
	Requester tried to contact a Responder which does not have any registration information stored for the Requester.

	InvalidDCFHash
	Responder detected an incorrect DCF hash value in a ROAP-RORequest message

	InvalidDomain
	The request was invalid due to an unrecognised Domain Identifier

	DomainFull
	No more Devices are allowed to join the Domain

	DomainAccessDenied
	Responder does not allow the Requester access to the Domain, or the identifier of Requester can not be authorised without more information

	RightsExpired
	The requested rights are no longer available (for this Requester)

	TriggerExpiredOrInvalid
	The trigger, from which a session is initiated by the Requester, is Expired or Invalid

	InvalidRO
	State information included in the Requester’s request of at least one RO being uploaded /moved is not valid. 

	
	

	MovePermissionNotPresent
	The Move operation requested by the Requester is not allowed because the permission is not present in the RO.


Remove the section 5.9 (The Staus type)
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