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1 Reason for Change

To address AP911: “Koen to make a DOM CR on User Domain identification to address DOM009.

”
2 Impact on Backward Compatibility

No impact on backward compatibility is anticipated

3 Impact on Other Specifications

No impact on other specifications is anticipated

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors request that the CR be agreed and incorporated into the current SCE DOM Technical Specification draft

6 Detailed Change Proposal

Change 1:  Add text to DOM section 4.3
4.3
Compatibility with OMA DRM 2.1 domains. 

The functionality provided by the domain mechanism defined in [OMA DRM 21] is subset of the functionality of the User Domain. However those User Domain RO’s that do not use any new features are still usable on OMA DRM 2.1 (or 2.0)  DRM Agents. Specifically the following requirements must be met for an RO that is usable on OMA DRM 2.1 (or 2.0) DRM Agents: the User Domain RO:

1. does not contain a <domain> constraint

2. does not require “Pairing-Key” management

3. is signed by an entity of which the certificate carries an oma-kp-rightsIssuer key purpose. 
In this case the User Domain RO can be delivered to the 2.1 or 2.0 DRM Agent via ROAP or “out-of-band” as already defined in [OMA DRM 2.1]. The installation and consumption of this User Domain RO on the 2.0 or 2.1 DRM Agent will cause the DRM Agent to attempt to join the domain using the ROAP protocol as specified in [OMA DRM 2.1]. This will trigger the entity that signed the RO to execute the rdpProxyJoinDomain protocol (see section xxx). If this protocol is succesful, the DRM Agent will receive the information required to access the User Domain RO.

To achieve this backward compatibility, the identification of User Domains needs to be compatible with the way domains are identified in OMA DRM 2.1. In OMA DRM 2.1, a domain is uniquely identified by the combination of the RI ID and the Domain Identifier and the RI is free to chose any domain identifier that meets the required formatting as below:
<simpleType name="DomainIdentifier">


<restriction base="string">



<pattern value=".{1,17}\d{3}"/>


</restriction>

</simpleType>

A User Domain is uniquely identified by the combination of the DA ID and the User Domain Identifier, the formatting of which is chosen compatible  to the Domain Identifier used in OMA DRM 2.1. This means that a OMA DRM 2.1 DRM Agent will be able to treat a User Domain Identifier equal to a 2.1 Domain Identifier and initiate the OMA DRM 2.1 joinDomain protocol with the entity that created the RO from information available in the User Domain RO. But the entity that created the RO will need to recognize this identifier as a User Domain Identifier, find the associated DA Context and initiate the rdpProxyJoinDomain protocol with the DA that manages the User Domain. Also the User Domain Identifier need to be globally unique. 
For this reason, DA’s or DEA/s MUST format the User Domain Identifier as:
<simpleType name="DomainIdentifier">


<restriction base="string">



<pattern value="ud:.{1,14}\d{3}"/>


</restriction>

</simpleType>

Furthermore at least the first 5 characters following the “ud:”  MUST equal the first 5 characters of the DA ID of the DA that is responsible for the User Domain. 
Change 2:  Adding text to dmpJoinDomainTrigger
5.2.1.1 dmpJoinDomainTrigger 

A dmpJoinDomainTrigger is delivered to a DRMAgent to initiate the 2-pass DMP Join Domain Protocol. The message MUST be a <gen:drmTrigger> element as specified in [GEN], section xxx.and MUST be formatted as specified in Table 1.

	element / attribute
	usage
	value

	Type
	M
	“dmpJoinDomain”

	version 
	M
	“1.0”

	Proxy
	O
	Default, as specified in [Gen], section xyz

	resID
	M 
	Default, as specified in [Gen], section xyz

	resAlias
	O
	Default, as specified in [Gen], section xyz

	reqURL
	M
	Default, as specified in [Gen], section xyz

	Nonce
	O
	Default, as specified in [Gen], section xyz

	domID
	M
	Specified below

	domainAlias
	O
	Specified below

	Signature
	O
	Default, as specified in [Gen], section xyz

	encKey
	O
	Default, as specified in [Gen], section xyz


Table 1: dmpRegistrationTrigger message elements

The <body> element of the dmpJoinDomainTrigger MUST have a <domID> element:

<element name="domID" type="dom:DomainIdentifier" 






The value of the <domID> element MUST be chosen as specified in section xyz. 
The <body> element of the dmpJoinDomainTrigger SHOULD have a <domainAlias> element:

<element name="domainAlias" type="String80" minOccurs=”0”/>

The <domainAlias> element contains a string value that SHALL be used by the DRM Agent whenever it refers to the domain specified by <domID> in a message to the user. The content of the <domainAlias> element SHALL be saved in the User Domain Context. The maximum length of this element SHALL be 80 bytes.

Upon receipt of a dmpJoinDomainTrigger, the DRM Agent MUST perform the default processing, as specified in [Gen], section xxx, and if successful post a dmpJoinDomainRequest. 

Change 3:  Changes to section 7.1

7.1
User Domain RO format

A User Domain RO is formatted as a <protectedRO> element as specified in [OMA DRM 2.1] and more specifically as a domainRO. This means that the <ro> element in the <protectedRO> element SHALL contain the <encKey> element, which SHALL have a child <ds:KeyInfo> element, which SHALL have a child <roap:domainID> element. Also the “domainRO”-attribute SHALL be present and set to “true”. 

The RI/LRM MUST set the value of this <roap:domainID> element equal to the value of the <dom:domID> element of the <udomID> element that is received from the DEA as part of the rdpUseDomain protocol (see section xxx).


The RI MUST include a <party> element into the <agreement> element of the <protectedRO>, formatted  as specified in [REL]. 
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