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1 Reason for Change

Based on the result of AP 988, several documents have to be changed. This CR adds a User Domain RO Acquisition Protocol to the DRM TS.

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The co-signers recommend that the DRM group approve this CR.

6 Detailed Change Proposal

Change 1:  Add new section 5.5.6

5.5.6 User Domain RO Acquisition
This protocol is used by a DRM Agent to acquire a User Domain RO from either an RI or from an LRM.

5.5.6.1 User Domain RO Request
The UserDomainRORequest message is sent by a Device to request a User Domain RO from either an RI or an LRM. This message is based on gen:Request [SCE-GEN]. The following table list the parameters
	UserDomainRORequest

	Parameter
	Mandatory/Optional

	reqID
	M

	resID
	M

	nonce
	N

	time
	M

	reqInfo
	M

	signature
	M

	certificateChain
	O

	triggerNonce
	O

	sessionId
	O


Table x: User Domain RO Request Parameters

reqID identifies the requesting Device. The value MUST equal the stored Device ID.

resID identifies the RI or LRM.

nonce is a nonce chosen by the Device. Nonces are generated and used in this message.

time is the current DRM Time, as seen by the Device.

reqInfo contains a <userDomainRequestInfo> element which is described below.

signature is the digital signature over the request. The RI or LRM MUST verify that this request is coming from an SCE Device.

certificateChain, if present, contains the certificate chain of the Device.

triggerNonce TBD

sessionId TBD

The schema for a <userDomainRequestInfo> is as follows:

<element name=”userDomainRequestInfo” type=”UserDomainRequestInfo”/>

<complexType name=”UserDomainRequestInfo”>

   <sequence>

      <element name=”authorization” type=”dom:UserDomainAuthorization”/>

      <element name=”listOfUserDomainRoIds” type=”ListOfUserDomainRoIds”/>

   </sequence>

</complexType>

<complexType name=”ListOfUserDomainRoIds”>

   <sequence maxOccurs=”unbounded”>

      <element name ="roId" type="ID"/>

      <element name="dcfHash" minOccurs="0">

         <complexType>

            <sequence>

               <element name="hash" type="base64Binary"/>

            </sequence>

            <attribute name="algorithm" type="anyURI”

                default="http://www.w3.org/2000/09/xmldsig#sha1"/>

         </complexType>

      </element>

   </sequence>

</complexType>

authorization contains a User Domain Authorization for the Device. It is described in [SCE-DOM]. The RI or LRM MUST confirm that the Device is member of the particular User Domain by validating this authorization. The authorization MUST be signed by the DEA managing the User Domain.

roId contains the RO ID for the requested User Domain RO.

dcfHash, if present, contains the hash of the DCF corresponding to the requested User Domain RO.

5.5.6.2 User Domain RO Response

The UserDomainROResponse message is sent from either an RI or an LRM to the Device in response to a UserDomainRORequest message. If the request is not successful, the response MUST be formatted as specified in [SCE-GEN]. Otherwise the message MUST be formatted as specified in Table y. The UserDomainROResponse is an element of type gen:Response, in which the following elements are present:
	Parameter
	ROAP-ROResponse

	
	2-pass

Status = Success
	2-pass

Status ≠ Success

	status
	M
	M

	reqID
	M
	-

	resID
	M
	-

	nonce
	M
	-

	resInfo
	M
	-

	signature
	M
	-

	certificateChain
	O
	-

	ocspResponse
	O
	-

	errorMessage
	-
	O

	errorRedirectURL
	-
	O

	sessionID
	O
	O


Table y: RO Response Message Parameters
status indicates if the request was successfully handled or not.
reqID identifies the requesting Device. The value returned here MUST equal the <reqID> sent by the Device in the UserDomainRORequest message. If the reqID is incorrect, the UserDomainROResponse processing will fail and the Device MUST discard the received ROResponse PDU.

resID identifies the RI or LRM. The value MUST equal the resID sent by the Device in the preceding UserDomainRORequest message. 

nonce MUST have the same value as the corresponding parameter value in the preceding UserDomainRORequest. If the <nonce> is incorrect, the UserDomainROResponse processing will fail and the Device MUST discard the received ROResponse PDU. 

resInfo contains a <userDomainResponseInfo> element which is described below.
certificateChain, if present, contains the certificate chain of the RI or LRM.
ocspResponse, if present, contains a complete set of valid OCSP responses for the RI's or LRM’s certificate chain. The Device MUST NOT fail due to the presence of more than one OCSP response element.

signature contains the digital signature over the response.

errorMessage, if present, TBD

errorRedirectURL, if present, TBD
The schema for a <userDomainResponseInfo> is as follows:

<element name=”userDomainResponseInfo” type=”UserDomainResponseInfo”/>

<complexType name=”UserDomainResponseInfo”>

   <sequence>

      <element name=”authorization” type=”dom:UserDomainAuthorization”/>

      <element name="protectedRO" type="roap:ProtectedRO" maxOccurs="unbounded"/>

   </sequence>

</complexType>

authorization contains a User Domain Authorization for the RI or LRM. It is described in [SCE-DOM]. The Device MUST confirm that the RI or LRM is associated with the particular User Domain by validating this authorization. The authorization MUST be signed by the DEA managing the User Domain.

protectedRO contains the User Domain RO. There can be multiples of this element. The REK is not delivered as in a v2.x Domain RO but as in a Device RO. [More details forthcoming.]
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