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1 Reason for Contribution

In the Prague meeting the BCAST and DRM group made a decision regarding the next version of the SRM and BCAST specification. It was agreed that the SRM extensions for BCAST services and SRM 1.1 specifications will be developed in parallel. The parts of the specification that is required for SRM extensions for BCAST services that is reuseable for other than BCAST services, i.e. generic, should be covered in the general SRM 1.1 specification. In order to identify these parts it was agreed that we should start by describing a usecases and the associated generic requirements for the SRM 1.1. This Input contribution describes these usecases and requirements and proposes to agree them. Subsequently, the SRM extensions for BCAST can be based on the assumption that SRM 1.1 will fulfil these requirements. 
2 Summary of Contribution

This proposal lists the requirements for the SRM 1.1 specifications. These requirements are derived from a usecase for provisioning the access to a service directly to the SRM, in order to make the access to a service bound to a person instead of a device.
3 Detailed Proposal

Change 1:  OMA-RD-SRM_v1_1 – Chapter 2.1 and 3.2 – 
adding reference and definition
2.1 Normative References

	[BCAST10-RD]
	"Mobile Broadcast Services Requirements", Open Mobile Alliance™, OMA-RD-BCAST_ v1_0, 
URL: http://www.openmobilealliance.org/


3.1 Definitions

	Broadcast Service
	A Broadcast Service is a “content package” suitable for simultaneous distribution to many recipients (potentially) without knowing the recipient.  [BCAST10-RD]


Change 2:  OMA-RD-SRM_v1_1 – Chapter 5.9 – adding usecase for Mobile Broadcast service

5.9 Scenario 8: Direct Provisioning of Rights Object in the SRM
5.9.1  ASK  \* MERGEFORMAT Short Description

Dave owns a state of the art mobile phone and is a faithful subscriber enjoying the Mobile Broadcast Services that his Network Service Provider offers. Dave wants to subscribe to a service that allows him to watch the Mobile Broadcast Service either on his mobile phone or his navigation device in his car. In fact, Dave wants to have a personal subscription and does not want to have a device specific subscription. Dave wants to surf to the Mobile Broadcast Service Provider’s portal, choose the mobile TV package that he likes, download the Rights, pay for the transaction and then just consume the Mobile Broadcast Service with the minimum of effort on either device. 

Dave accepts that his Secure Removable Media, which includes all her telecom account details, can be used to store the Rights to watch the Mobile Broadcast services on one of the devices. Dave just wants to be able to plug his Secure Removable Media in his mobile phone, or the navigation device, and immediately be able to consume the Mobile Broadcast service for which he has acquired the Rights.

5.9.2 Actors
	Rights Issuer
	See actors in the section 5.1.1

	DRM Agent
	See actors in the section 5.1.1

	SRM Agent
	See actors in the section 5.1.1

	User
	See actors in the section 5.1.1


5.2.1.1 Actor Specific Issues
The Rights Issuer and DRM Agent interact with each other to transfer Rights Objects. The DRM Agent and the SRM Agent interact with each other to transfer Rights Objects. Rights Issuer and User interact with each other to create a Rights Object based on the User's personal Secure Removable Media.
5.2.1.2 Actor Specific Benefits
The User can purchase access to Mobile Broadcast Service, along with the associated Rights Objects, and know that he can consume this Mobile Broadcast service as long as his SRM is plugged in his mobile phone or navigation device. When he wants to change to a new or different Mobile Broadcast device he just needs to plug his Secure Removable Media in the new Mobile Broadcast device.

5.9.3 Pre-conditions
The Rights Issuer has created a Mobile Broadcast offer on the portal. 
5.9.4 Post-conditions
The Rights Objects associated with the Mobile Broadcast service are provisioned and stored on his Secure Removable Media that can be plugged in the mobile phone of navigation device.

5.9.5 Normal Flow  
1. The User browses the portal to select a subscription for a Mobile Broadcast service package using her mobile phone that contains a Secure Removable Media (e.g. SIM with SRM Agent embedded) 
2. The Rights Issuer creates a Rights Object that is provisioned for  the User's Secure Removable Media
3. The Rights Objects are received by the DRM Agent and installed in the user’s Secure Removable Media, only after successful mutual authentication between DRM Agent and SRM Agent. Optionally the DRM agent can keep a copy of the Rights Object.
4. The User can consume the Mobile Broadcast Service according to the specified Rights in the Rights Objects installed in the Secure Removable Media.
5. When the User inserts the Secure Removable Media in the navigation device, the User can render immediately the Mobile Broadcast service, after mutual authentication between the DRM Agent and SRM Agent.  
5.9.6 Alternate flow

If there are no remaining Rights or Rights have expired for the Mobile Broadcast service on the Secure Removable Media, the User cannot consume the corresponding Mobile Broadcast service.

If mutual authentication has failed the Consumption of Mobile Broadcast service SHALL be prevented.
When the User removes the Secure Removable Media the access to the Mobile Broadcast service SHALL stop instantly.
Change 3:  OMA-RD-SRM_v1_1 – Chapter 5.9 – adding generic requirements for SRM 1.1 derived from the usecase of the Mobile Broadcast service

6.1 High Level Functional Requirements

	Label
	Description
	Enabler Release

	REQ-FCT-15
	For a Rights Object that is provisioned to the SRM, the Rights Objects SHALL NOT be disabled on the SRM, when in use by the DRM agent or when the connection between the DRM agent and SRM agent is suddenly broken - even if the SRM is unexpectedly removed from the device.
	SRM 1.1


6.1.1 Security

	Label
	Description
	Enabler Release

	REQ-SEC-12
	The Rights Issuer SHALL be able to provision a Rights Object to the SRM, via offline means or when acquired by the DRM agent, such that the CEK SHALL NOT be exposed outside the SRM agent.
	SRM 1.1

	REQ-SEC-13
	The SRM enabler SHALL ensure the Confidentiality of any Content Encryption Key (CEK) in the Rights Object, in a manner independent of the transport mechanism between the SRM Agent and the DRM Agent such that the CEK can only be used by the SRM Agent.
	SRM 1.1

	REQ-SEC-14
	The SRM enabler SHALL enable that the SRM agent can independently derive the CEK in the Rights Object.
	SRM 1.1

	REQ-FCT-15
	For a Rights Object that is provisioned to the SRM, where the CEK can only be used by the SRM Agent, the SRM enabler SHALL enable that a local copy of a Rights Object can be stored on the DRM agent even if the SRM is removed from the device.

Insertion (or removal) of the SRM Agent in the device SHALL enable (or disable) instant usage of the Rights Object by the DRM Agent, after successful mutual authentication with the SRM agent.
	SRM 1.1


4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is recommended to accept and agree on the requirements and usecase that were presented in this document for SRM 1.1. At this point in time there are no draft specifications of SRM 1.1 available. Therefore the agreement can be put in the minutes for the time being, so that at the time the draft specifications for SRM 1.1 become available this INPut contribution will be resubmitted as a Change Request and agreed as such. The SRM extensions for BCAST can in the meantime be based on the assumption that these requirements will be fulfilled in SRM 1.1, so the technical specifications of "SRM 1.1" and "SRM extensions for BCAST" will remain consistent. 
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