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1 Reason for Change

In the DRM reflector, LG had the following comment on July 16th regarding Hash algorithm used in generating List of hashed AssetID in section 6.8.1.1. The following is a part of the e-mail from LG.
1) Potential Bug:
Hash algorithm used for generating a hash of the AssetIDs should be standard Hash algorithm and NOT the negotiated HashAlgo.

Scenerio: 

a) Device (D1) will move Rights (R1) to the SRM for AssetID1. Device (D1) generates hash on AssetID1 using the negotiated hash algorithm (HashAlgo-1) between Device (D1) and the SRM. Rights (R1) will be stored on the SRM against HashOfAssetID1.

b) Device (D2) wants to retrieve the Rights (R1) from the SRM to the device. Device (D2) sends HandleListQuery Request to the SRM to fetch the handles for AssetID1. Device (D2) generates hash on AssetID1 using the negotiated hash algorithm (HashAlgo-2) between Device (D2) and SRM.

Example:

Device (D1): H1 = Hash1(AssetID1) = abc

Device (D1): H2 = Hash2(AssetID1) = xyz

H1 not equal to H2

Problem: Since Device (D1) and Device (D2) are using the respective negotiated Hash algorithms, the hash generated by Device (D1) on AssetID1 will be different from the hash generated by Device (D2) on AssetID1. Hence SRM will not be able to match the hash generated by Device (D2) on AssetID1 with the hash generated by Device (D1) on AssetID1 during HandleListQuery() when the SRM tries to find Handles for AssetID1.

Suggestion: 

1) The Hash algorithm should not be negotiated between the Device and SRM. Both Device and SRM should always use the standard Hash algorithm. (OR)
2) The Hash algorithm can be negotiated between the Device and SRM, but for generating hash of AssetID the standard Hash algorithm should be used.
The option 2) is preferred to use the standard hash algorithm for the HandleListQueryRequest in section 6.8.1.1 and this CR requests to change the SRM specification as suggested. The suggested hash algorithm is SHA-1.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG agrees this CR and incorporates into the specification.
6 Detailed Change Proposal
Change 1:  In Appendix C. Data Format (Normative)
C.1 Common Data Structure

A Hash contains an octet string that is the result of a cryptographic hash operation. For calculation of Asset ID hash, the SHA-1 hash algorithm is used. For all other cases, the hash algorithm used is the negotiated hash algorithm.

Hash(){
    // Hash Value

    OctetString8()

}
Change 2:  In Appendix C. Data Format (Normative)
C.3 LAID (List of Asset Identifier)

A data structure for an LAID is described as follows:

Hash of AssetID is calculated using the SHA-1 hash algorithm.

HashOfAssetId() {

    // Contains the hash of a AssetId

    Hash()

// Defined in Appendix 오류! 참조 원본을 찾을 수 없습니다.
}
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