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1 Reason for Change

Problem/Situation: A required tag name ‘ds:Signature’ corresponding to <signature> element of the Rights Object Container, is missing in the SRM Tag Code Pages.

Recommendation/Summary of change: To add a new tag name ‘ds:Signature’ and corresponding Wbxml codes in Section 7.3 of the referenced document.
Scope of change: OMA-TS-SRM-V1_0-20080128-C, Section 7.3.1 (Tag Code Page)

Situation if change not accepted: An essential tag element -> the root element (<signature>) of the Rights Object <signature> element -> will then have no corresponding tag name entry and Wbxml codes in the tag code page -> which is a bug.

2 Impact on Backward Compatibility

None.

Reasoning:

· The document under scope of change is the version 1.0 of SRM specification

· DRM version 2.1 already has the corresponding tag name entry (‘signature’) in its tag code pages (Reference document: OMA-TS-DRM-DRM-V2_1-20070724-C, Section 16.3)
3 Impact on Other Specifications

None. 
Reasoning:

· The document under scope of change is the version 1.0 of SRM specification

· DRM version 2.1 already has the corresponding tag name entry in its tag code pages (Reference document: OMA-TS-DRM-DRM-V2_1-20070724-C, Section 16.3)
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Description of the intended actions to be taken by the group:
1. Please add a new tag name entry ‘ds:Signature’ corresponding to the root element <signature> of the SRM Rights Object Container’s <signature> element.

2. Please add the corresponding Wbxml codes. (Under the 4 different categories related to presence of content and/or attributes)
6 Detailed Change Proposal

Change 1:  Addition of new tag name in Section 7.3                                                                                  (of Document: OMA-TS-SRM-V1_0-20080128-C)
Reference Document: OMA-TS-SRM-V1_0-20080128-C
Reference Sections:

1. Section 5.1.1.2 ‘Rights Object Container’

2. Section C.2.5.2

3. Section 7 ‘Compact Encoding of Rights’

    Subsection: 7.3 ‘Tag Code Pages’

Issue explained:

As mentioned in Section 5.1.1.2, the ‘Rights Object Container’ can be encoded using WBXML. And as mentioned in this section (5.1.1.2), and also in Section C.2.5.2, the ‘oma-dd:roContainer’ (Rights Object Container) consists of 2 elements in sequence:

1. <rights> element

2. <signature> element
Next, to WBXML encode the ‘oma-dd:roContainer’ (Rights Object Container), the ‘tag’ and ‘attribute’ code pages are defined in section 7. 
Problem:

Now, for encoding the root element <signature>, there is no corresponding tag name entry and Wbxml codes in the Tag Code Pages (Section 7.3). A new tag name entry ‘ds:Signature’ corresponding to this is therefore expected, as per our understanding, and this is essential. 
Secondary reference (to further support above mentioned issue):

URL: http://www.w3.org/2000/09/xmldsig#
This is ‘XML-Signature Syntax and Processing’ related W3C Recommendation.

1. Reference Section: Section 2.0

This gives an overview of XML digital Signature syntax.  Quoting from this section, “…XML digital signatures are represented by the Signature element which has the following structure…” and then it gives the following structure:

    <Signature ID?> 

      <SignedInfo>

        <CanonicalizationMethod/>

        <SignatureMethod/>

        (<Reference URI? >

          (<Transforms>)?

          <DigestMethod>

          <DigestValue>

        </Reference>)+

      </SignedInfo>

      <SignatureValue> 

     (<KeyInfo>)?

     (<Object ID?>)*

    </Signature>
To note: The root element <Signature> present in this structure. There is no tag name entry for this particular element in the tag code page of SRM 1.0 specification, though for other children elements (except the ‘Object’ child element), the entries exist in the tag code page.
2. Reference Section: Section 4.1

Quoting from this section, “…The Signature element is the root element of an XML Signature. Implementation MUST generate laxly schema valid [XML-schema] Signature elements as specified by the following schema….” And then it proceeds with giving the schema definition.
Our Change Request:

To kindly consider, including a new tag name: ‘ds:Signature’ corresponding to this root <signature> element, along with appropriate WBXML codes -> in the ‘Tag Code Pages’ of Section 7.3

Our Proposal:
The new tag code page may look as shown below:

(Note: Here we reproduce section 7.3 of Document: OMA-TS-SRM-V1_0-20080128-C. The change required/suggested is in Table 77, and as a consequence, in the remark following the table.
Specifically -> A new row for the <signature> tag as proposed in this CR is added, including the code numbers we propose. Since inserting this row within the table would cause/require reordering of other codes, the new row is added at the end of the table. The change/addition is highlighted using the MS-word change tracking function) 
(The section below is reproduced from section 7.3 of OMA-TS-SRM-V1_0-20080128-C, with the proposed changes highlighted using the MS-word change tracking function. Specifically the changes are: addition of a new row at end of Table 77, and a consequent change in the remark that follows.)
7.3
Tag Code Pages
7.3
Rights Object Container
The element tag code page defined in this section is to be used together with tag code page 1 and attribute code pages 0 and 1 to encode and decode the Rights Object Container’s <roContainer> element.
Table 77: Fixed WBXML Tag Code Page
	Tag Name
	WBXML Attribute Code

	
	No content, No attributes
	Content, No attributes
	No Content, Attributes
	Content, Attributes

	o-ex:rights
	05
	45
	85
	C5

	o-ex:context
	06
	46
	86
	C6

	o-ex:agreement
	07
	47
	87
	C7

	o-ex:asset
	08
	48
	88
	C8

	o-ex:inherit
	09
	49
	89
	C9

	o-ex:permission
	0A
	4A
	8A
	CA

	o-ex:requirement
	0B
	4B
	8B
	CB

	o-ex:constraint
	0C
	4C
	8C
	CC

	o-ex:digest
	0D
	4D
	8D
	CD

	o-dd:version
	0E
	4E
	8E
	CE

	o-dd:uid
	0F
	4F
	8F
	CF

	o-dd:play
	10
	50
	90
	D0

	o-dd:display
	11
	51
	91
	D1

	o-dd:execute
	12
	52
	92
	D2

	o-dd:print
	13
	53
	93
	D3

	o-dd:export
	14
	54
	94
	D4

	o-dd:move
	15
	55
	95
	D5

	o-dd:save
	16
	56
	96
	D6

	o-dd:tracked
	17
	57
	97
	D7

	o-dd:count
	18
	58
	98
	D8

	o-dd:datetime
	19
	59
	99
	D9

	o-dd:start
	1A
	5A
	9A
	DA

	o-dd:end
	1B
	5B
	9B
	DB

	o-dd:interval
	1C
	5C
	9C
	DC

	o-dd:accumulated
	1D
	5D
	9D
	DD

	o-dd:individual
	1E
	5E
	9E
	DE

	oma-dd:timed-count
	1F
	5F
	9F
	DF

	oma-dd:system
	20
	60
	A0
	E0

	oma-dd:access
	21
	61
	A1
	E1

	oma-dd:token-based
	22
	62
	A2
	E2

	oma-dd:token-constraint-count
	23
	63
	A3
	E3

	oma-dd:token-constraint-timed-count
	24
	64
	A4
	E4

	oma-dd:token-accumulated
	25
	65
	A5
	E5

	oma-dd:token-unit
	26
	66
	A6
	E6

	oma-dd:token-consumed
	27
	67
	A7
	E7

	oma-dd:roContainer
	28
	68
	A8
	E8

	xenc:EncyptedKey
	29
	69
	A9
	E9

	xenc:EncryptionMethod
	2A
	6A
	AA
	EA

	xenc:CipherData
	2B
	6B
	AB
	EB

	xenc:CipherValue
	2C
	6C
	AC
	EC

	ds:DigestMethod
	2D
	6D
	AD
	ED

	ds:DigestValue
	2E
	6E
	AE
	EE

	ds:KeyInfo
	2F
	6F
	AF
	EF

	ds:RetrievalMethod
	30
	70
	B0
	F0

	ds:SignedInfo
	31
	71
	B1
	F1

	ds:CanonicalizationMethod
	32
	72
	B2
	F2

	ds:SignatureMethod
	33
	73
	B3
	F3

	ds:Reference
	34
	74
	B4
	F4

	ds:Transforms
	35
	75
	B5
	F5

	ds:Transform
	36
	76
	B6
	F6

	ds:SignatureValue
	37
	77
	B7
	F7

	roap:X509SPKIHash
	38
	78
	B8
	F8

	hash
	39
	79
	B9
	F9

	ds:Signature
	3A
	7A
	BA
	FA


In the context of the public identifier “-//OMA//SRM 1.0//EN”, within tag code page 0, tag codes from the range 3B-3F, 7B-7F, BB-BF and FB-FF are reserved for future use by OMA.
7.3.2
Dynamic Tag Code Page
Tag code page 1 in the context of the public identifier "-//OMA//SRM 1.0//EN" is a dynamic code page. The tag name codes are not defined in this specification. The dynamic tag code page is defined to allow forward compatibility in WBXML encoding. The values within the dynamic tag code page are stored on the SRM. The dynamic code page is unique per SRM. Normally a new SRM will have an empty dynamic tag code page.

As defined in section 6.8.10, DRM Agents MAY retrieve the SRM’s dynamic tag code page from the SRM. DRM Agents MUST NOT delete tag-name codes from the SRM’s dynamic code page.
During the process of compacting an XML document before transferring it to the SRM, the DRM Agent MAY add new tag-name codes to the dynamic code page. DRM Agents SHOULD add new tag name codes if the XML document to be compacted contains any tags that do not exist in either code page 0 or the existing dynamic code page.
7.3.3
Reserved Tag Code Pages
All tag code pages 2 to 127 in the context of the public identifier "-//OMA//SRM 1.0//EN" are reserved for future use by OMA.
(The section above was reproduced from section 7.3 of OMA-TS-SRM-V1_0-20080128-C, and the proposed change as per this CR was highlighted using the MS-word change tracking function. Specifically the changes suggested were: addition of a new row at end of Table 77, and a consequent change in the remark that followed.)

References used for this CR:
1. OMA-TS-SRM-V1_0-20080128-C
2. http://www.w3.org/2000/09/xmldsig#
Abbreviations:

Wbxml: Wireless Binary XML (http://www.openmobilealliance.org/tech/affiliates/wap/wap-192-wbxml-20010725-a.pdf)
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