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1 Reason for Change

Gerd Bremer wrote on 12 August 2008:
The DRM 2.1 spec 'OMA-TS-DRM-DRM-V2_1-20080704-D' contains changes from request 'OMA-DRM-2007-0316R02-CR_RO_Upload_Security_Vulnerability' with the following paragraph in section 12.2:

"If all the verifications above are valid, then the RI SHOULD verify that the ROID to be uploaded was issued by itself and that the corresponding RO is a Device RO. If the RI determines that the ROID to be uploaded was not issued by itself or that the corresponding RO is not a Device RO, the RI MUST return a ROAP-ROUploadResponse message with the status attribute set to “UnknownUploadedRO”."

The last paragraph in section 5.3.6 reads:

"InvalidUploadedRO indicates that at least one RO being uploaded is not eligible for backup. For example the RO may be an expired RO, or a Domain RO. This error is only valid in the ROAP-ROUploadResponse message."

So in case of Domain RO the first excerpt returns status 'UnknownUploadedRO' and the second excerpt returns status 'InvalidUploadedRO'. Which status is correct?

- Gerd

This CR resolves the problem by specifying that in the case of a Domain RO, the error code "InvalidUploadedRO" is to be sent.
R01 specifies, consistently with 5.3.6, that the "InvalidUploadedRO" error code can also be sent when the RO is expired.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to agree the CR.
6 Detailed Change Proposal

Change 1:  clerical: convert blue colour to black
12.1 Sending ROUploadRequest

In the case of a Device initiated RO Upload the DRM Agent SHALL initiate the ROAP-ROUploadRequest to the riURL in the RI Context when the user wants to upload RO(s) to the RI. 

The RO Upload can be initiated by a ROAP roUpload trigger. In this case the ROAP-ROUploadRequest MUST be sent to the <roapURL> in the trigger as described in section ‎5.2.1. In case where ROUploadRequest is initiated by the roUpload trigger, the DRM Agent MUST include all valid ROs which were issued from the RI, in the ROUploadRequest message.
Before sending the ROAP-ROUploadRequest, the DRM Agent MUST disable the RO(s) to be uploaded. If the RO Upload was initiated by a trigger, the DRM Agent MUST ask for user consent, before disabling the Rights.

The DRM Agent MUST send the current state information of the RO(s) to be uploaded to the RI if any of the ROs are stateful.  

Change 2:  Specify that in case of a Domain RO, the "InvalidUploadedRO" error message must be sent.

12.2 Processing ROUploadRequest

This section is applicable only to Rights Issuers that support RO Upload. If a Rights Issuer that does not support RO Upload receives a ROAP-ROUploadRequest message, it SHALL return a ROAP-ROUploadResponse with the status attribute set to “NotSupported”.

If the RI receives a ROAP-ROUploadRequest message it MUST first check that it has a valid Device Context with the Device sending the message by checking the value of <deviceID> element of the ROAP-ROUploadRequest message.  

If the RI does not have a valid Device Context the RI MUST return a ROAP-ROUploadResponse message with the status attribute  set to “NotRegistered”. 
If the Device ID is valid, the RI MUST validate the signature on the ROAP-ROUploadRequest message. If the signature does not match, the RI MUST return a ROAP-ROUploadResponse message with the status attribute set to an appropriate value i.e. ‘SignatureError’,’ NoCertificateChain’, ‘InvalidCertificateChain’,’TrustedRootCertificateNotPresent’
If all the verifications above are valid, then the RI SHOULD verify that the ROID to be uploaded was issued by itself and that the corresponding RO is a Device RO. If the RI determines that the ROID to be uploaded was not issued by itself, it MUST return a ROAP-ROUploadResponse message with the status attribute set to “UnknownUploadedRO”. If the RI determines that the ROID to be uploaded was issued by itself, but that the corresponding RO is not a Device RO or is expired, the RI MUST return a ROAP-ROUploadResponse message with the status attribute set to "InvalidUploadedRO".
Upon successful verification by the RI that the ROID to be uploaded was issued by itself and that the RO is a Device RO which is not expired, the RI SHOULD verify that the RO was issued to the Device that signed the ROAP-ROUploadRequest message.  If upon such checking, the RI determines that the RO was issued to a different Device, the RI MUST reject the ROUploadRequest as invalid and MUST return a ROAP-ROUploadResponse message with the status attribute set to “UnknownUploadedRO”.
If all the verifications are valid, then the RI SHOULD save the current state information for the uploaded RO.
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