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1 Reason for Change

In SRM 1.0 specification, the REKQueryResponse message should support “Duplicate Handle” as one of the status codes. This was clarified in the CR “OMA-DRM-2008-0344”.
REKQueryRequest message contains two fields “Handle” and “New Handle”. On receiving the REKQueryRequest, the SRM Agent needs to overwrite the Handle with the New Handle, and disable the rights.
But before overwriting the Handle with the New Handle, SRM agent should check if the SRM already has the same Handle with New Handle. In that case only it has to send “Duplilcate Handle” in the REKQueryResponse status. This check is not specified in the specification. Without the check being mentioned the SRM implementers might skip the check. 

Also, since the check is mentioned for the case of “RightsRetrievalRequest” message which is similar to REKQueryRequest, it is necessary to mention the same check in “REKQueryRequest“ message to keep the specification consistent.
This CR suggests inclusion of the text which mentions that the SRM Agent has to check for the existence of Handle with New Handle in SRM when it receives the REKQueryRequest message.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG agrees this CR and incorporates into the specification.
6 Detailed Change Proposal

Change 1:  Section 6.7.2.1
6.7.2.1 Description of Messages
The DRM Agent sends the REKQueryRequest for the SRM Agent to read an REK and disable its corresponding Rights in the SRM. The fields of the request are defined in Table 40.
Table 40: Fields of REKQueryRequest

	Fields
	Protection Requirement
	Description

	Handle
	Integrity
	This identifies Rights whose REKs will be transferred from the SRM to the Device. Refer to section 5.1.3. 

	New Handle
	Integrity & Confidentiality
	New Handle is a 10 byte random value generated by the DRM Agent for this Local Rights Consumption transaction.


Upon receiving the REKQueryRequest, the SRM Agent MUST performs the following procedure:

1. Verify the integrity of the request fields

2. Find Rights corresponding to the Handle
3. If found, then decrypt the New Handle with the Session Key.
4. Check if the SRM already has the same Handle with New Handle. If yes, the SRM Agent sets Status to Duplicate Handle. If no, read REK of the Rights, overwrite the Handle in the SRM with the New Handle, and disable the Rights
A trust model may decide that the disabled Rights are enabled automatically when a new Device – SRM Hello processing (specified in section 6.1) is executed. Default behaviour is that the disabled Rights SHALL NOT be enabled without a request from the DRM Agent that disabled the Rights.
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