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1 Reason for Change

In “HandleListQueryRequest” message there are two fields “Hash Of AssetID List” and “Handle List Length”. The specification mentions a check as below, 

Check:

“If the number of H(AssetID)s in the HandleListQueryRequest is more than the Max Number Of AssetIDs specified in the SrmHelloResponse, the SRM Agent MUST return the error - AssetID List Too Long.”

And, the Table 45: status of Handle List Query Message contains error status “AssetID List Too Long”.

 

On the same lines, if we see the “RightsInfoListQueryRequest” message, here too there are two fields “Hash Of AssetID List” and “Rights Information List Length”. 

As you can see, here also one of the fields in the request message is “Hash of AssetID List”. But the above Check is not specified for “RightsInfoListQueryRequest” message and also the status code is not present in “Table 51: Status of Rights Information List Query Message”. 

This leads to inconsistency in the specification. There is no specific reason for omitting the above Check in the case of “Rights Information List Query” message. Here too the SRM Agent must perform the above Check.
Also, there is a status code “Field Integrity Verification Failed” in “Table 51: Status of Rights Information List Query Message. But the “RightsInfoListQueryRequest” message is not integrity protected and hence this status code is invalid for this message.

This CR document tries to clear the above mentioned issues in the specification.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG agrees this CR and incorporates into the specification.
6 Detailed Change Proposal

Change 1:  Modify the Table 6 in Section 6.1.1.1
Table 6: Fields of SrmHelloResponse

	Fields
	Protection Requirement
	Description

	Status
	No
	The result of processing the SrmHelloRequest message. The Status values are specified in Table 7.

If Status contains any error, only this field is present in the SrmHelloResponse.

	Selected Version
	No
	The protocol version selected by the SRM Agent. The Selected Version will be min(DRM Agent suggested version, highest version supported by the SRM Agent). The min(A,B) = A where A <= B.

	Trust Anchor And SRM ID Pair List
	No
	Trust Anchor And SRM ID Pair List contains the list of trust anchor and SRM ID pairs for the SRM. The trust anchor identifies the trust model. The trust anchors MUST be one of the trust anchors in the Trust Anchor And Device ID Pair List in the SrmHelloRequest. For example, if the Trust Anchor And Device ID Pair List has trust anchors A, B and C and the SRM supports trust anchors B, C and D, then the Trust Anchor And SRM ID Pair List would only contain trust anchors B and C. If the SRM has more than one SRM ID under a trust model, then only one SRM ID under the trust model MUST be present in this list.

	Peer Key Identifier List
	No
	Peer Key Identifier List contains a list of Device IDs stored by the SRM. If any of the identifiers match the Device IDs in the Trust Anchor and Device ID Pair List in the preceding SrmHelloRequest, it means the SRM has already verified the corresponding Device’s certificate chains, and that the DRM Agent does not need to send any of those certificate chains in a later message. If the SRM has verified the Device’s certificate chain, based on the Trust Anchor and Device ID Pair List in the SrmHelloRequest, then the SRM Agent MUST include this field in the SrmHelloResponse.

	Max Number Of AssetIDs
	No
	This field contains the maximum number of H(AssetID)s that can be processed by the SRM Agent in the HandleListQueryRequest and RightsInfoListQueryRequest (see section 6.8.1.1 and 6.8.3.1).

	Optional Messages Supported
	No
	This field indicates which optional messages are supported by the SRM.


Change 2:  Modify the Section 6.8.3.1
6.8.3.1 Description of Messages

The DRM Agent sends the RightsInfoListQueryRequest to read the Rights Information List from the SRM. The field of the request is defined in Table 49.
Table 49: Fields of RightsInfoListQueryRequest

	Fields
	Protection Requirement
	Description

	Hash Of AssetID List
	No
	List of H(AssetID)

	Rights Information List Length
	No
	Maximum Rights Information List length in bytes that the DRM Agent can process. If this value is non-zero, the SRM Agent MUST send a Rights Information List shorter than or equal to the Rights Information List Length value.

If a Rights Information List is longer than the Rights Information List Length, the SRM Agent divides the Rights Information List into several chunks.


The H(AssetID) in the RightsInfoListQueryRequest is the identification of a DRM Content. The DRM Content can be associated with one or multiple Rights. The SRM Agent generates and returns a Rights Information List that is associated with the DRM Content.
Upon receiving the RightsInfoListQueryRequest, the SRM Agent performs the following actions:

· If the number of H(AssetID)s in the Hash Of AssetID List is zero, the SRM Agent generates a Rights Information List of all enabled Rights in the SRM.
· Otherwise, the SRM Agent generates a Rights Information List of enabled Rights in the SRM that are associated with the requested DRM Contents identified by the H(AssetID)s in the request.
The SRM Agent sends the RightsInfoListQueryResponse to carry the result of the action. The fields of the response are defined in Table 50. If the number of H(AssetID)s in the RightsInfoListQueryRequest is more than the Max Number Of AssetIDs specified in the SrmHelloResponse, the SRM Agent MUST return the error - AssetID List Too Long.
Change 3:  Modify the Table 51 in Section 6.8.3.1

Table 51: Status of Rights Information List Query Message

	Status Value
	Description

	Success
	The request was successfully processed.

	
	

	AssetID List Too Long
	The number of H(AssetID)s in the request exceeds the Maximum Number Of AssetIDs.

	Request Not Supported
	This request is not supported by the SRM Agent.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors
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