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1 Reason for Change

This CR addresses CONRR comment for DRM TS, LRM TS as follows:
For DRM TS:

	DRM018
	2008.04.10
	T
	5.1.1.2
	Source: Ericsson

Form: OMA-DRM-2008-0141

Comment: The text says “…each LRM-created Imported-Rights-Object SHALL contain information indicating whether or not it is eligible to be Moved by an Rights Issuer (and MAY contain information specifying which Rights Issuer(s) are eligible to Move the Rights).”

Has such indication been included in Imported-Rights-Object?

Proposed Change: 
	Status: OPEN
AP 1007: for Seung-Jae and Zhipeng to provide CR to address comments requiring indication of whichRI(s) can perform the Move via RI of LRM-created RO. (LRM016, DRM018)


For LRM TS:

	LRM 016
	2008.04.10
	T
	6.2.1.5
	Source: Ericsson

Form: OMA-DRM-2008-0141
Comment: The text says “If the <provideMoveService> element is present in rspInfo element in LRM-RIRegistrationResponse, the LRM MAY indicate within all the Imported-Rights-Objects that the LRM creates that this particular Rights Issuer is eligible to Move the Rights. “

Such indication (how it looks like in the RO) has not been specified. 
Proposed Change: 
	Status: OPEN
David to email Zhipeng and Seung-Jae to correct in a CR. Also discussed somewhat during 5-29-08 teleconference.

AP 1007: Seung-Jae and Zhipeng to provide a CR to address comments requiring indication of which RI(s) can perform the Move via RI of LRM-created RO (LRM016 and DRM018).


Since ROAP-MoveLRMRights protocol is under change to move <userdomain>-constrained RO by the reason of converged KMS, the above comments should be reconsidered in the aspect that RI is becoming associated and unassociated with DEA. Hence specifying available list of RIs in RO may be impropriate. So this CR proposes resolution for identifying RI that can be used for Moving UserDomain constrained RO with consideration of dynamic change of available list of RIs. So it proposes to define a protocol to look up available list of RIs.
The proposed protocol can also used for identifying RI that DRM Agent can contact and obtain User Domain RO.

2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

DRM TS and LRM TS delete the sentence regarding information in RO specifying which Rights Issuer(s) are eligible to Move the Rights.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG to review and agree this CR.
6 Detailed Change Proposal

Change 1:  Insert the following new section into the section 5.2 DMP messages
5.2.x List of DEA-associated RIs Query
For identifying which RI is available to issue and move User Domain RO, DRM Agent can ask DEA the list of RIs that is associated to the DEA using dmp-RIListQuery protocol. The following figure shows the dmp-RIListQuery protocol.
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Figure x: dmp-RIListQuery protocol

For execution of this protocol, the following MUST be performed:
1. (optional) The DEA generates RIListQueryTrigger message and sends the trigger to the DRM Agent.
2. If a DRM Agent receives a RIListQueryTrigger message, it checks whether it has DEA context for the DEA identified in the trigger.
A. It MUST obtain user’s confirmation.
B. If it does not have the DEA context, it MUST register to the DEA
3. The DRM Agent generates a RIListQueryRequest message.
4. The DRM Agent sends the RIListQueryRequest message to the DEA. If there was previous trigger, it sends the message to the reqURL indicated in the trigger. Else, it sends the message to the DEA’s address which is stored in the DEA context.
5. If  the DEA receives the RIListQueryRequest message, it process the message as follows:
A. It validates the fields of the RIListQueryRequest message. If invalid field is found, it sets <status> element in the RIListQueryResponse message to proper error code (e.g. Abort, UnsupportedVersion etc.) and proceed to step 6.
B. It verifies MAC in the <signature> element using MK in the DEA context. If verification fails, it sets <status> element in the RIListQueryResponse message to SignatureError, and proceed to step 6.
C. It sets <resInfo> element in the RIListQueryResponse message to current list of RIs that has authorized from this DEA, and sets <status> element to Success. See section xxx for DEA’s authorization to RI.
6. The DEA sends the RIListQueryResponse message to the DRM Agent.
7. If the DRM Agent receives the RIListQueryResponse message, it process the message as follows:
A. If <status> element contains Success, the DRM Agent stores RI list (identified by <RIList> element) and terminates this protocol. Later the user of DRM Agent selects one RI from the stored RI list, when the user wants to obtain User Domain RO from RI or to move User Domain RO via RI.
B. If <status> element contains error, it displays error to the user of DRM Agent and terminates this protocol.
5.2.x.1 RIListQuery Trigger
The dmp-RIListQueryDEATrigger message is sent from a DEA to a DRM Agent to initiate 2-pass dmp-RIListQuery protocol. The root element of this message MUST be a <gen:drmTrigger> element as specified in [GEN] and be formatted as specified in Table x.
	element / attribute
	Usage
	Value

	id
	O
	Default, as specified in [SCE-GEN]

	type
	M
	“dmpRIListQuery”

	version 
	M
	“1.0”

	resID
	M 
	DEA’s ID

	resAlias
	O
	Default, as specified in [SCE-GEN]

	nonce
	O
	Default, as specified in [SCE-GEN]

	resURL
	M
	Specified below

	body
	M
	Default, as specified in [SCE-GEN]

	resURL
	M
	Specified below


Table x: dmp-RIListQueryTrigger message parameters
The dmp-RIListQueryTrigger message contains a <body> element that MUST have a <trgInfo> child element which is defined by the following XML schema fragment:
<element name=”trgInfo” type="dom:RIListQueryTrgInformation"/>
<complexType name=”RIListQueryTrgInformation”>


<sequence>


<element name="userDomainID" type="dom:UserDomainIdentifier"/>



<element name="userDomainAlias" type="String80" minOccurs="0"/>


<any minOccurs=”0” maxOccurs=”unbounded” processContents="lax"/>


</sequence>

</complexType>
userDomainID: This element contains the identification of User Domain, see section x.

userDomainAlias: This element, if present, contains a string value that SHALL be used by the DRM Agent whenever it refers to the domain specified by <userDomainID> in a message to the User. The content of the <userDomainAlias> element SHALL be saved in the User Domain Context. The maximum length of this element SHALL be 80 bytes.

Upon receipt of a dmp-RIListQueryTrigger message, the DRM Agent MUST perform the default processing, as specified in [SCE-GEN]. 

5.2.x.3 RIListQuery Request

The dmp-RIListQueryRequest message is sent from a DRM Agent to a DEA to obtain list of RI that is authorized from the DEA. The root element of this message MUST be a <dmpRIListQueryRequest> element as defined in the following XML schema fragment:

<element name="dmpRIListQueryRequest" type="gen:Request"/>

A dmp-RIListQueryRequest  message MUST be formatted as specified in the table below

	element / attribute
	usage
	Value

	triggerNonce
	O
	Default, as specified in [SCE-GEN]

	sessionId
	O
	Default, as specified in [SCE-GEN]

	reqID
	M
	DRM Agent’s ID

	resID
	M
	DEA’s ID

	nonce
	M
	Default, as specified in [SCE-GEN]

	certificateChain
	O
	Default, as specified in [SCE-GEN]

	reqInfo
	M
	Specified below

	signature
	M
	Specified below


Table x: dmp-RIListQueryRequest message parameters
The dmp-RIListQuery message contains an empty <reqInfo> element as defined by the following XML schema fragment:

<element name="reqInfo" type="dom:RIListQueryRequestInformation"/>

<complexType name="RIListQueryRequestInformation">


<sequence>



<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>


</sequence>

</complexType>

signature: This element contains a MAC value over the message besides the <signature> element itself. It is made using the negotiated algorithm and using the MK of the ResContext for the DEA.
Upon receipt of a dmp-RIListQueryRequest message, the DEA MUST perform the default processing, as specified in [SCE-GEN] and MUST return a dmp-RIListQueryResponse message.

5.2.x.4 RIListQuery Response
The dmp-RIListQueryResponse message is sent from a DEA to a DRM Agent as the last message of 2-pass RIListQuery protocol. The root element of this message MUST be a <dmpRIListQueryResponse> element as defined in the following XML schema fragment:

<element name="dmpRIListQueryResponse" type="gen:Response"/>

If the processing of the dmp-RIListQueryRequest message is not successful, then the response MUST be formatted as specified in [SCE-GEN]. Otherwise the response MUST be formatted per the table below: 
	element / attribute
	usage
	Value

	status
	M
	“Success”

	reqID
	M 
	DRM Agent’s ID

	resID
	M
	DEA’s ID

	nonce
	M
	Default, as specified in [SCE-GEN]

	certificateChain
	O
	Default, as specified in [SCE-GEN]

	resInfo
	M
	Specified below

	signature
	M
	Specified below


Table x: dmp-RIListQueryResponse message parameters
The dmp-RIListQueryResponse message MUST have a <resInfo> element as defined by the following XML schema fragment:
<element name="resInfo" type="dom:RIListQueryResponseInformation"/>

<complexType name="RIListQueryResponseInformation">


<sequence>


<element name=”userDomainID” type=”dom:UserDomainIdentifier” />


<element name=”body” />


<complexType>




<sequence>





<element name=”RIInfo” type=”RIInfoType” maxOccurs=”unbounded” />




</sequence>




<attribute name=”id” type=”ID” />



</complexType>



<element name=”signature” type=”ds:Signature” minOccurs=”0” />



<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

</sequence>

</complexType>

<complexType name=”RIInfoType”>


<sequence>



<element name=”RIID” type=”base64Binary” />



<element name=”RIAlias” type=”string” minOccurs=”0” />



<element name=”RIURL” type=”anyURI” />



<element name=”notBefore” type=”gen:dateTime” minOccurs=”0” />



<element name=”notAfter” type=”gen:dateTime” minOccurs=”0” />



<element name=”certificateChain” type=”base64Binary” minOccurs=”0” maxOccurs=”unbounded” />


</sequence>


<attribute name=”UserDomainROCreationAuthorized” type=”boolean” default=”true” />


<attribute name=”MoveUserDomainROAuthorized” type=”boolean” default=”true” />
</complexType>
userDomainID: This element contains the identification of User Domain, see section x. DRM Agent stores RI list with association of this User Domain ID.

body: This element contains one or more RIInfo element and id attribute that is used for digital signature represented by signature element.
RIInfo: This element contains following elements that represents information about RI. DEA generates these informations based on User Domain Authorization.
RIID: This element contains identifier of RI.

RIAlias: This element contains user-readable alias.

RIURL: This element contains an RI’s URL address to send request message.
notBefore: This element specifies the date/time before which the authorization is not valid. It has a schema of dateTime as described in [SCE-GEN].

notAfter: This element specifies the date/time after which the authorization is not valid. It has a schema of dateTime as described in [SCE-GEN].
certificateChain: This element contains certification chain of RI. If this element present, a DRM Agent can check the RI has same trust model with itself, so that the DRM Agent tell which RI is interoperable.

UserDomainROCreationAuthorized: This attribute specifies whether the RI is authorized to create User Domain RO. If this attribute contains “true”, the DRM Agent can conduct roap-ROAcquisition protocol with this RI.
MoveUserDomainROAuthorized: This attribute specifies whether the RI is authorized to move User Domain RO via this RI. If this attribute contains “true”, the DRM Agent can conduct roap-MoveUserDomainConstrainedRO protocol with this RI.
signature: This element contains a MAC value over the message besides the <signature> element itself. It is made using the negotiated algorithm and using the MK of the ReqContext for the DRM Agent.
Upon receipt of a dmp-RIListQueryResponse message, the DRM Agent MUST perform the default processing, as specified in [SCE-GEN].
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