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1 Reason for Change

This CR deals with AP 1014 and 1015:

· AP 1014 Yi to investigate whether a MAC is needed to resolve the issue in comment LRM152.

· AP 1015 Yi to create a CR to scale back the LRM-RICreateRO protocol to handle a single recipient device (LRM018).

If agreed the following consistency review comments can be closed: LRM 018, 152.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR.
6 Detailed Change Proposal

6.1.3 LRM-RI Create Device RO Protocol
The 2-pass LRM-RI Create Device RO Protocol is the protocol by which an LRM enlists the services of an RI to Import Rights associated with some DRM Content imported by the LRM from upstream DRM system to a designated DRM2.x Device, so that backward compatibility regarding Import function is achieved, i.e. an LRM can import RO into a DRM2.x Device. This protocol assumes that the LRM and the DRM2.x Device each have a valid RI context for the associated RI.
This protocol includes secure transfer of imported Rights and REK to the RI whereas ensures that the REK is not exposed to the RI. This protocol MAY involve OCSP protocol between the RI and an OCSP Responder for checking status of RI’s certificate chain. After successful 2-pass LRM-RI Create Device RO Protocol execution, the RI MUST conduct RO Acquisition Protocol including optional ROAP-ROAcquisition Trigger as per [DRMDRM2.0], with the designated DRM2.x Device to issue the imported RO(s). But the RO Acquisition Protocol itself is not part of this protocol.
Each LRM SHALL make sure that the number of recipient Devices is less than the threshold set by relevant upstream service providers. Such a threshold MAY vary over different upstream service providers, and MAY vary depending on the type of Import-Ready Data. Only in the case that the cumulative recipient Device quantity is less than the threshold does the LRM perform the LRM-RI Create Device RO protocol to issue imported Rights to a recipient 2.x Device.

If the LRM has not acquired the public key of the DRM 2.x Device before initiating the 2-pass LRM-RI Create Device RO Protocol, LRM SHALL initiate the 2-pass LRM-RI DevPubKeyAcquisition Protocol first.
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Figure 1 – The 2-pass LRM-RI Create Device RO Protocol
6.1.3.1 LRM-RI Create Device RO Request

An LRM sends the LRM-RI Create Device RO Request message to an RI to request the creation of one or more ROs for a designated DRM2.x Device. This message MUST be a <lrmRICreateDeviceRORequest> element as defined in the following XML schema fragment:
<element name="lrmRICreateDeviceRORequest" type="gen:Request" />


Table 1:  LRM-RICreateDeviceRORequest Message Parameters
	element / attribute
	usage
	value

	reqID
	M 
	LRM’s ID

	resID
	M
	RI’s ID

	nonce
	M
	Default, as specified in [SCE-GEN]

	time
	M
	Default, as specified in [SCE-GEN]

	certificateChain
	O
	Default, as specified in [SCE-GEN]

	reqInfo
	M
	Specified below

	signature
	M
	Specified below


The LRM-RI Create Device RO Request message MUST contain a <reqInfo> element as defined by the following XML schema fragment:


<element name="reqInfo" type="lrm:LRMRICreateDeviceRORequestInformation"/>



<complexType name="LRMRICreateDeviceRORequestInformation">





<sequence>  


     <element name=”sourceLRMID” type=”gen:Identifier”/>       
                  <element name="recipientDeviceID" type="gen:Identifier"/>
                   <!--multiple rights are used when importing multiple RO to a single Device-->          



<element name="rights" type="o-ex:rightsType" maxOccurs=”unbounded”/>
                   <element name="encKeyInfo” type="xenc:EncryptedKeyType"/>


      <element name=”mac” type=“base64Binary"/>


</sequence>
       </extension>

    </complexContent>


</complexType>

sourceLRMID: This element identifies the LRM which originated the request. It MUST contain the same value as the <reqID> element.
recipientDeviceID: This element
 identifies the DRM2.x Device to which the Rights will be imported.

rights: This element conveys information about the Rights that the LRM is attempting to import to the designated DRM2.x Device, including content ID, DCF Hash value, encrypted CEK, permissions and constraints. The corresponding elements within t
he <rights> element (specified in [DRM-REL-2.1]) MUST be provided by the LRM. The element that holds ROID in the <rights> element MUST be present but with an arbitrary value. The RI SHALL replace the arbitrary value with a concrete ROID. For each RO being imported, the LRM SHALL generate a random RO Encryption Key, KREK, and use it to encrypt the CEK.

encKeyInfo: This element contains a wrapped concatenation of a MAC key, KMAC, and one or more encKey values (see section 7.2.2 for details). For each RO being imported, the LRM wraps the concatenation of  KMAC and KREK with the recipient Device’s public key. The wrapping result encKey is provided to the RI for forming the <encKey> element in the corresponding RO. The <ds:KeyInfo> element of  <encKeyInfo> SHALL be the <gen:X509SPKIHash> element, identifying the RI Public Key through the (SHA-1) hash of the DER-encoded subjectPublicKeyInfo value in the RI certificate. 
mac: This element provides integrity protection through a MAC on the canonical version ([SCE-GEN]) of the <reqInfo> element (excluding the <mac> element), using the KMAC that is wrapped in the <encKeyInfo> element. The MAC algorithm SHALL be the same algorithm that was negotiated during the LRM-RI Registration, i.e. the MAC algorithm stored in the ResContext for the RI.
signature: This element contains a digital signature over the message besides the <signature> element itself. It is made using the negotiated signature algorithm and using the private key of the LRM.


· 
· 
























· 
· 
· 
· 
Upon receiving the LRM-RICreateDeviceRORequest message, the RI MUST verify the signature of the LRM and check the freshness of the request by comparing the <nonce> value in the current request against retained previously received nonce values. It also checks the value of the <time> element in the request according to [DRM-DRM-2.1]. If the LRM has an invalid DRM time, the RI must respond with RequesterTimeError. The RI then verifies that the MAC value contained in the <mac> element matches the content of <reqInfo>. It MUST also check the <sourceLRMID> element matches the signer of the request. Furthermore, the RI determines whether the cumulative number of recipient Devices serviced by the RI on behalf of the particular LRM would result in exceeding the upper bound set for the LRM. This upper bound is typically set by the RI directly or by a Trust Authority. If the upper bound would be exceeded, the RI SHALL reject the particular LRM-RICreateDeviceRORequest. In that event, later requests can still be accepted if they identify recipient Devices that are already on the list of recipient Devices for which the RI has provided ROs on behalf of the LRM. If verification of a request is successful and the RO(s) can be provided to the identified recipient Device without exceeding the upper bound, then the RI MUST issue RO(s) to the designated DRM2.x Device by a subsequent ROAcquisition Protocol, based on the information about the Rights given by the <reqInfo> element. 

The RI SHALL NOT include the <signature> element over the <rights> element in the RO Payload for the recipient Device.
6.1.3.2 LRM-RI Create Device RO Response

An RI sends the LRM-RI Create Device RO Response message to an LRM to indicate the result of creating one or more ROs for a designated DRM2.x Device. This message MUST be a <lrmRICreateDeviceROResponse> element as defined in the following XML schema fragment:

<element name=”lrmRICreateDeviceROResponse” type=”gen:Response” />
If the processing of the LRM-RI Create Device RO Request message was not successful, then the response MUST be formatted as specified in [SCE-GEN]. Otherwise the response MUST be formatted as specified in the table below:
 Table 2:  LRM-RICreateDeviceROResponse Message Parameters
	element / attribute
	usage
	value

	status
	M
	”Success”

	
	
	

	
	
	

	reqID
	M
	LRM’s ID

	resID
	M
	RI’s ID

	nonce
	M
	Default, as specified in [SCE-GEN]

	certificateChain
	O
	Default, as specified in [SCE-GEN]

	ocspResponse
	O
	Default, as specified in [SCE-GEN]

	resInfo
	M
	Specified below

	signature
	M
	Specified below


The LRM-RI Create Device RO Response message MUST contain a <resInfo> element as defined by the following XML schema fragment:

<element name="resInfo" type="lrm:LRMRICreateDeviceROResponseInformation"/>



<complexType name="LRMRICreateDeviceROResponseInformation">




<sequence maxOccurs=”unbounded”>



                         <choice>

                           <element name="success"/>
                           <element name= "failureReason" type= "string"/>

</choice>



</sequence>


</complexType>
resInfo: This element includes a sequence of  choice between <success> element and <failureReason> element, one per RO being imported. The first <success> or <failureReason> element gives the result for the RO corresponding to the first <rights> element in the request; the second <success> or <failureReason> gives the result for the RO corresponding to the second <rights> element in the request, etc. 
success: This element indicates the corresponding <rights> element in the request was successfully processed and the corresponding RO can be issued to the designated DRM2.x Device.
failureReason: This element indicates the reason why the corresponding <rights> element in the request was not successfully processed.
signature: This element contains a digital signature over the message besides the <signature> element itself. It is made using the negotiated signature algorithm and using the private key of the RI.
Change 1:  Add a new section before 7.2.2

7.2.2 Transporting KMAC and one or more encKey under a RI Public Key
This section applies to the LRM-RI Create Device RO protocol.
encKey is the result of wrapping KMAC and KREK with the recipient Device's RSA public key, using RSAES-KEM-KWS and AES_WRAP [DRM-DRM-2.1]. For the AES-WRAP scheme, KMAC and KREK are concatenated to form K, i.e.:

KEKi = KDF(I2OSP(Zi, mLenDevice), NULL, kekLen) 
Ci2 = AES-WRAP(KEKi, KMAC | KREKi) 
Ci1 = I2OSP(RSA.ENCRYPT(PubKeyDevice, Zi), mLenDevice)
encKeyi = Ci1 | Ci2
To securely transmit KMAC and the calculated encKey values (one per RO being imported) to the RI, RSAES-KEM-KWS SHALL be used with AES-WRAP. For the AES-WRAP scheme, KMAC and the encKey values are concatenated to form K, i.e.:
KEK = KDF(I2OSP(Z, mLenRI), NULL, kekLen) 
K = KMAC | encKey1 | …| encKeyn (n is the number of ROs being imported, the enckey values are concatenated in the same order as the corresponding <rights> elements appear in the request)

C2 = AES-WRAP(KEK, K) 
C1 = I2OSP(RSA.ENCRYPT(PubKeyRI, Z), mLenRI)
C = C1 | C2
After receiving C, the RI splits it into C1 and C2 and decrypts C1 using its private key (consisting of a private exponent d and the modulus m), yielding Z:
C1 | C2 = C
c1 = OS2IP(C1, mLen)
Z = RSA.DECRYPT(PrivKeyRI, c1) 
where the function OS2IP() is the same as specified in [DRM-DRM-v2.1].
Using Z, the RI can derive KEK, and from KEK unwrap C2 to yield KMAC and encKey1 , …,encKeyn:

KEK = KDF(I2OSP(Z, mLen), NULL, kekLen)

KMAC | encKey1 | …| encKeyn = AES-UNWRAP(KEK, C2)

The encKeyi is used by the RI to form the <encKey> element in <roPayload> in subsequent RO Acquisition protocol.
7.2.3   Transporting KMAC and one or more KREK under a RI Public Key
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