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1 Reason for Change

Section 9 in Dom Spec needs to be updated to reflect Merged KMS and other agreed changes
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the group to consider this version of the REL TS as a first draft for addressing the converged KMS.

6 Detailed Change Proposal

Change 1:  See the attached DOM TS

9. User Domain related transfer operations

[DRM-DRM-v2.1] allows Domain ROs to be embedded into a (P)DCF  and exchanged freely between DRM Agents, using any mechanism or protocol. This enabler builds on this functionality and adds mechanisms that provide more fine-grained control over the exchange of content in relation to a User Domain. Rights Issuers are enabled to limit the number of copies that are usable in the User Domain and the system will enforce that the limited number of usable copies are securely moved between devices in the User Domain. 

The free exchange of Protected Rights Objects as enabled by DRM-DRM-v2.1 is also possible in SCE. However, not all User Domain ROs can be used simultaneously on all devices in the User Domain. Therefore Rights Issuers will explicitly express content exchange related rights in the Rights Object. This section clarifies the semantics of content exchange related elements of the [SCE-REL] for User Domain ROs. The mechanisms that must be employed to enforce these rights are specified [SCE-A2A]. 


 

9.1 Out-of-band delivery to Devices in a User Domain

If a User Domain RO does not have a top-level <userDomain> constraint, it can be delivered out-of-band and used by any SCE Device and any OMA 2.x DRM Agent that is member of the User Domain to which the RO was issued.

A DRM Agent will NOT accept out-of-band delivery of ROs that have a top-level <userDomain> constraint (see section 8). 

A User Domain RO that allows the same usage as an OMA DRM v2.x DomainRO, does not have any <copy> or <move> permission and does not have any <userDomain> constraint, so that out-of-band delivery is allowed. 
9.2 Move between Devices in a User Domain

The <move> element grants permission to transfer the User Domain RO to another DRM Agent. If the “allowPartial” attribute is false, then this transfer is performed  in such a way that after the transfer process the User Domain RO and all its related state information is usable by the recipient DRM Agent and is no longer usable by the source DRM Agent. If the “allowPartial” attribute is true, then after the transfer process the User Domain RO will be usable on both source and sink DRM Agent, but the total amount of state information that is available on source and sink  remains constant. In other words, “part” of the state information is transferred. .
A <count> element contained in a <constraint> child element to <move> is used to specify the number of times the <move> permission may be granted.

If a <move> permission is included in a User Domain RO, also a <userDomain> element contained in a top-level <constraint> is included. This is used to signal that the DRM Agent is only permitted to make a User Domain RO available to other DRM Agents that are members of the same User Domain. Note that the top-level <userDomain> constraint prevents existing OMA DRM v2.x implementations to use this User Domain RO. 
Note that a single User Domain RO may contain multiple <move> elements that are constrained in different ways.  




9.3 Copy to Devices in a User Domain

The <copy> element grants permission to transfer a User Domain RO to another DRM Agent, in such a way that after the transfer process the User Domain RO is usable on the recipient DRM Agent and also on the source DRM Agent. 
A <count> element contained in a <constraint> child element to <copy> is used to specify the number of times the <copy> permission may be granted. The count is decremented in the source device upon successful completion of a copy process. The source device will keep the remaining copies and the recipient DRM Agent, which is receiving a copy of the User Domain will not be able to copy the User Domain RO any further.
If a <copy> permission is included in a User Domain RO, also a <userDomain> element contained in a top-level <constraint> is included. This is used to specify that the DRM Agent is only permitted to make the User Domain ROs available to other DRM Agents that are members of the same User Domain. Note that the top-level <userDomain> constraint prevents existing OMA DRM v2.x implementations to use this User Domain RO. 




Note that a single User Domain RO may contain multiple <copy> elements that are constrained in different ways.
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