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1 Reason for Change

This CR resolves part of CONR comment REL-048:
	REL-048
	2008.04.10
	T
	5.5
	Source: Seung-Jae Lee, LG Electronics
Form: OMA-DRM-2008-0144
Comment: According to W3C XML Encryption spec, xenc:CipherData does not allow oma-dd:CEKHash element as a child element. And it is not clear why hash of CEK is required while CEK is encrypted and nobody can modify CEK.

Proposed Change:  Remove the section 5.5
	Status: OPEN
AP 1016 David and Mercè to find a place where to put the CEKHash (REL-048) 



It includes the hash over the hashes of the CEKs in the RO in the <party> element. This prevents an attack where a Device is Lending or Adhoc-Sharing an RO with another Device, but uses an RO associated with different content than the content that is shared.

This CR also resolves AP 1016:

AP 1016
David and Mercè to find a place to put the CEKHash (REL048).

2 Impact on Backward Compatibility

DRM v2.x Devices that don’t ignore the <party> element can have problems with ROs that contain the <party> element. However this problem is not specific to this CR.
3 Impact on Other Specifications

The verification of the CEKhash value needs to be specified in A2A, as part of the resolution to AP 1001:
AP 1001
Aram to address multiple CEKs in an RO in the A2A protocols (late comment and CR needed).
To calculate the CEKhash, either the hashes of the CEKs are needed, or the plaintext CEKs. Also, a combination of CEK hashes and plaintext hashes can be used. For this reason, and because only one hash value is included in the RO, the A2A operation needs to transfer the hashes of the non-shared CEKs along with the shared (“plaintext”) CEKs.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to agree the CR
6 Detailed Change Proposal

5.3.1 Element <context>
<xsd:element name="context" type="o-ex:contextType"/>

<xsd:complexType name="contextType">

  <sequence>

    <xsd:element name="o-dd:version" type="xsd:string" minOccurs="0"/>

    <xsd:element name="o-dd:uid" type="xsd:string" minOccurs="0" maxOccurs="unbounded"/>

    <xsd:element name="o-dd:date" type="o-dd:dateType" minOccurs="0"/>

    <xsd:element name=”userDomainAuthorization” type=”dom:UserDomainAuthorization” minOccurs=”0”/>
    <xsd:element name=”cekHash” type=”base64Binary” minOccurs=”0”/>
    <xsd:any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

  </sequence>

</xsd:complexType>
The <context> element contains the optional <version>, <uid>, <date> and <userDomainAuthorization> elements. As the name already indicates, it provides context sensitive information for use within the context of its parent element.

The semantics of its child elements depend on the parent element in which the <context> element is used. These are different if the <context> element is a child element of the <rights>, <party>, <asset>, <individual>, <system>, or <inherit> element. Please see the corresponding descriptions of the individual child elements. The descriptions of the <asset>, <individual> and <inherit> elements can be found in [DRM-REL-v2.1], whereas the description of the other elements are in this document.

A <context> element MUST NOT contain more than one <uid> element unless the <context> element is contained in the <individual> element or the <party> element.
The <cekHash> element contains the hash over all the hashed CEKs in this RO. It is used for key confirmation. See section 5.3.5 for more details.
5.3.5 Element <cekHash>

The <cekHash> element contains the hash over the hashes of the individual CEKs in the separate Assets. This field MUST be included if the RO contains an <adhoc-share> or <lend> permission.
It is calculated as follows:

· Suppose this RO contains n ciphertext CEKs, of form AES-WRAP( REK, CEK ). Number the associated plaintext CEKs in order of appearance of their ciphertext. Denote the first plaintext CEK by CEK1, the second by CEK2, ..., the nth by CEKn.
· Calculate for each CEKi the hash HCEKi as follows:
HCEKi = SHA1( CEKi )

· The value CEKhash is calculated by taking the SHA-1 hash over the concatenation of all HCEKi:

CEKhash = SHA1( HCEK1 | HCEK2 | ... | HCEKn )

CEKhash is stored in base64 encoded form in the <cekHash> element.
Change 1:  Remove original text on CEK hash
5.6 Security Model

The corresponding XML security elements are as described in the [DRM-REL-v2.1] with the following changes:
5.6.1 Element <CipherData>

<!ELEMENT xenc:CipherData (xenc:CipherValue, oma-dd:CEKHash)>
The <CipherData> element contains the <CipherValue> element and the <CEKHash> element.

5.6.2 Element <CEKHash>

<!ELEMENT oma-dd:CEKHash (#PCDATA)>
The <CEKHash> element contains the hash of the CEK. This is used by a recipient Device to verify that a received CEK is valid for an RO.
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