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1 Reason for Change

To correct improper reference to RSAES-OAEP as simply RSAEP.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that the DRM group agree this CR.

6 Detailed Change Proposal

Change 1:  Insert acronym RSAES-OAEP into abbreviations table
Abbreviations

	
	

	DA
	Domain Authority

	DEA
	Domain Enforcement Agent

	DRM
	Digital Rights Management

	OMA
	Open Mobile Alliance

	LRM
	Local Rights Manager

	MK
	Message Integrity Key

	
	

	RI
	Rights Issuer

	RI/LRM
	RI or LRM

	RO
	Rights Object

	ROAP
	Rights Object Acquisition Protocol

	RSAES-OAEP
	RSA Encryption Scheme-Optimal Asymmetric Encryption Padding

	SA
	Security Association

	SCE
	Secure Content Exchange

	SK
	Session Key

	URL
	Uniform Resource Locator 

	XML
	Extensible Markup Language


Change 2:  Correct name of algorithm/encryption scheme
6.5.1 RegResInfo

The <resInfo> element of a Requestration Response message is defined by the following XML schema fragment:

<element name="resInfo" type="gen:RegResInfo"/>

<complexType name="RegResInfo">


<sequence>



<element name="resURL" type="anyURI"/>



<element name="encSa" type="base64Encoded" minOccurs=”0”/>



<element name="fqdnWhitelist" type="gen:FullyQualifiedDomainNameWhiteList" minOccurs=”0”/>


<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/


</sequence>

</complexType>

<complexType name="FullyQualifiedDomainNameWhiteList">

      <sequence maxOccurs="5">



<element name="fqdn" type="roap:String80"/>

      </sequence>

</complexType>

resURL: this element,contains the URL that the Requester MUST send future requests to the Responder. The value of this element MUST be a URL according to [RFC2396], and MUST be an absolute identifier.

encSa: this element, if present, contains an encrypted security association (SA). The SA contains a symmetric key (referred to as the SK) for encrypting data between the Requester and Responder, concatenated with a Message Integrity Key (MK) for providing integrity protection. For the default algorithms, the SA contains a 128-bit AES key followed by a 160-bit HMAC-SHA1 key. The SA is encrypted using the Requester's public key using RSAES-OAEP [RFC3447]. This element MUST be present when an RI/RLM or Device is registering with a DEA.
fqdnWhitelist: this element, if present, contains a list of fully qualified domain names (as defined in [RFC 2396]) that are to be regarded as trusted (for example  for the purposes of Silent and Preview headers). The Requester MUST store the fully qualified domain names in the ResContext for this Responder. The Requester MUST treat each domain name received in the Domain Name Whitelist as if it were a fully qualified domain name that had been extracted from an RI URL according to the conditions defined in section xxx of this document. The Requester MUST be capable of storing a minimum of 5 fully qualified domain names for each ResContext supported on the Requester.
Change 3:  Add reference to RSAES-OAEP within supported algorithms list
6.2 Hello Request 

A Requester sends a Hello Request message to a Responder as the first message of a 4-pass registration protocol of a given protocols suite. The message MUST be a <helloRequest> element as defined in the following XML schema fragment:

<element name=”helloRequest” type=”gen:Request”/>

A Hello Request MUST be formatted as specified in the table below:

	element / attribute
	usage
	Value

	triggerNonce
	O
	As specified in section xyz

	sessionID
	O
	As specified in section xyz

	reqID
	M 
	As specified in section xyz

	resID
	M
	As specified in section xyz

	nonce
	O
	As specified in section 5.4

	certificateChain
	O
	TBD

	reqInfo
	M
	Specified below


Table 3: Hello Request Message Parameters

The Hello Request message MUST contain a <reqInfo> element as defined by the following XML schema fragment:
<element name="reqInfo" type="gen:HelloReqInfo"/>
<complexType name="HelloReqInfo">


<sequence>



<element name="version" type="gen:Version"/>



<element name="supportedAlgorithms" type="SetOfAlgorithms" minOccurs="0"/>



<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

</sequence>

</complexType>
<simpleType name="Version">


<restriction base="string">



<pattern value="\d{1,2}\.\d{1,3}"/>


</restriction>

</simpleType>

<complexType name="SetOfAlgorithms">


<sequence maxOccurs="unbounded">



<element name="selectedAlgorithm" type="anyURI"/>


</sequence>

</complexType>

version: This element is a <major.minor> representation of the protocol suite version number supported by the Requester. Unless otherwise specified with the specific registration protocol, for this version of the SCE Enabler, the value of this element SHALL be “1.0”

supportedAlgorithms: This element identifies the algorithms that are supported by the Requester. Algorithms are identified using common URIs. The following algorithms and associated URIs MUST be supported by all implementations:

Hash algorithms:

SHA-1: http://www.w3.org/2000/09/xmldsig#sha1
MAC algorithms:

HMAC-SHA-1: http://www.w3.org/2000/09/xmldsig#hmac-sha1
Signature algorithms:

RSA-PSS-Default: http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsa-pss-default
Key transport algorithms:

RSAES-KEM-KDF2-KW-AES128:

http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128
RSAES-OAEP: 
http://tools.ietf.org/html/rfc3447" 


http://tools.ietf.org/html/rfc3447

Key wrapping algorithms:

AES-WRAP: http://www.w3.org/2001/04/xmlenc#kw-aes128
Canonicalisation algorithms:

Exclusive Canonicalisation: http://www.w3.org/2001/10/xml-exc-c14n#

SHA-1 is defined in [SHA-1]. HMAC-SHA-1 is defined in [HMAC]. RSA-PSS-Default is RSASSA-PSS with all parameters having default values (see [PKCS-1] Appendix C). AES-WRAP is defined in [AES-WRAP]. RSA-KEM-KDF2-KW-AES128 is defined in Section7, Key Management. Exclusive Canonicalisation is defined in [XC14N], its use is further explained in Section 5.4 of this document.
Use of other algorithm URIs is optional. Since all implementation must support the algorithms above, they need not be sent. Only URIs for algorithms not in this list needs to be sent in a Hello Request message.
Change 4:  Add [RFC3447] to normative references section
	[RFC3447]
	“Public-Key Cryptography Standards (PKCS) #1: RSA Cryptography Specifications Version 2.1”, J. Jonsson, B. Kaliski, February 2003, URL:http://tools.ietf.org/html/rfc3447
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