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1 Reason for Change

This CR is to resolve the PR0005 as following for SRM TS draft.
PR 0005: how to handle unsupported permission in DRM Agent

Problem Description:

How to handle unsupported permission in DRM Agent

Problem Statement:

OMA-TS-DRM-REL-V2_0-20060303-A

5.4 Permission Model

The DRM Agent MUST ignore unknown or unsupported permission elements. 

The DRM Agent MUST NOT grant

alternative, not explicitly specified rights to access Content instead. 

Known and supported permission elements defined by

the same Rights Object MUST remain unaffected and the DRM Agent MUST 

grant access according to those. ...

According to REL TS, unsupported permission will be ignored.

Let's think about the following case.

Rights object contains play and export with count 2.

If DRM Agent does not support export, it will simply discard export and 

use only play permission.

In that case, state information for export permission will not be there.

If that DRM Agent sends that RO to another device which is supporting 

export, receiver will treat export permission as expired.

What will be the solution for this situation?
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR.
6 Detailed Change Proposal
Change 1:  Change the Section 5.3.5.1 as follows:
5.3.5 Rights Installation
5.3.5.1 Description of Messages

The DRM Agent sends the RightsInstallationRequest to install the Rights in the SRM. The fields of the request are defined in Table 1.

Table 1: Fields of RightsInstallationRequest
	Fields
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	Same as the Handle transmitted by the InstallationSetupRequest in 错误！未找到引用源。. Refer to section 错误！未找到引用源。.

	REK
	Integrity & Confidentiality
	Refer to section 错误！未找到引用源。

	LAID
	Integrity
	Refer to 错误！未找到引用源。. This contains the hash value of AssetIDs that are associated with the Rights.

	Rights Information
	Integrity
	Refer to section 错误！未找到引用源。
If Rights Object contains some unknown or unsupported permission elements and is acquired by DRM Agent from RI (not moved from SRM or another DRM Agent), DRM Agent SHALL include such information in state information before sending Rights Information to SRM. 


Upon receiving the RightsInstallationRequest, the SRM Agent installs the Rights in the SRM. For the installation, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request fields

2. Decrypt the Handle and REK with the Session Key
3. Compare the Handle with the Handle in the InstallationSetupRequest
4. Install the Rights Information and REK at a space associated with the Handle.
The SRM Agent sends the RightsInstallationResponse to carry the result of the procedure. The fields of the response are defined in Table 2.

Table 2: Fields of RightsInstallationResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the RightsInstallationRequest message. The Status values are specified in Table 3.


Table 3: Status of Rights Installation Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Handle Not Found
	The Handle in the request does not exist in the SRM.

	Handles In-consistent
	The Handle in this request is different from the Handle in the InstallationSetupRequest.

	Not Enough Space
	The size of Rights Information exceeds Size of Rights in 错误！未找到引用源。.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.

If no errors or exceptions (Status = Success), the DRM Agent continues with section 错误！未找到引用源。.
Change 2:  Change the Section 6.6.2.1 as follows:
6.6.2 Rights Installation in Device
6.6.2.1 Action Description

The DRM Agent performs the following procedure:

1. The RI-signature of the Rights SHOULD be verified (note that this requirement MAY not be required under certain trust models as described in section 错误！未找到引用源。). If the verification fails, the DRM Agent MUST re-enable the Rights on the SRM as described in section 错误！未找到引用源。 and terminate the Move transaction.

2. In case of stateful Rights, the State Information SHOULD be checked that it is consistent with the <rights> element
. If the State Information is inconsistent, the DRM Agent MUST re-enable the Rights on the SRM as described in section 错误！未找到引用源。 and terminate the Move transaction.  
3. The DRM Agent MUST check that the Rights have a <move> permission. If there is no <move> permission, the DRM Agent MUST re-enable the Rights on the SRM as described in section 错误！未找到引用源。 and terminate the Move transaction.

4. The DRM Agent MUST check if the <move> permission has a <count> constraint. If there is no <count> constraint, continue with step 5. Otherwise, the DRM Agent MUST check if the remaining count is not zero. If not zero, the DRM Agent MUST decrement the remaining count and continue with step 5. Otherwise (the remaining count is zero), the DRM Agent MUST re-enable the Rights on the SRM as described in section 错误！未找到引用源。 and terminate the Move transaction.

5. The DRM Agent MUST check if the <move> permission has a <system> constraint. If there is no <system> constraint, continue with step 6. Otherwise, the DRM Agent MUST check if the <context> child element of the <system> constraint identifies the SRM protocol. If it does, continue with step 6. Otherwise, the DRM Agent MUST re-enable the Rights on the SRM as described in section 错误！未找到引用源。 and terminate the Move transaction.

6. Install the Rights with the following conditions:

A. Rights received via the Move protocol SHALL NOT be rejected based on the content of any DRM V2.0 replay cache. The replay cache is specified in section 9.4 of [OMADRMv2].

B. The Rights SHALL NOT be installed if a Rights Object with the same ROID is already installed. If so, then the DRM Agent MUST re-enable the Rights on the SRM as described in section 错误！未找到引用源。 and terminate the Move transaction.

C. If the <GUID, RITS> pair for the Rights is already in the Move Cache, then this <GUID, RITS> pair MUST be removed from the Move Cache after installation of the Rights. (See section 错误！未找到引用源。).
D. In case of Stateful Rights, if the State Information contains some unknown or unsupported permission elements, DRM Agent will maintain such information locally. When DRM Agent later moves the Rights to SRM or another DRM Agent, such information will be sent to the sink SRM or DRM Agent.
After the Rights installation, the DRM Agent continues with section 错误！未找到引用源。.













� For example, if the Rights have a <count> constraint of 5 but the State Information indicates that the remaining count is 10, the State Information is inconsistent. 
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