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1 Reason for Contribution

This contribution is being made in order to correct and/or clarify sections 6.3.2, 6.3.4 and 7.1.1 of the LRM TS draft that was submitted for Candidacy.
2 Summary of Contribution

This contribution proposes to make small technical changes to clarify which entities are involved in the various types of communications over SCE-6-LRMP (as well as to (editorially) improve the readability of sections 6.3.2, 6.3.4, and 7.1.1). Note that since it is proposed to change the title of 6.3.4, this affects Contents also. Correction to the text of section 6.3.4 is required, in particular because SCE-conformant Devices do not participate in OMA DRM v2.x Domains managed by LRMs and only SCE-conformant Devices can utilize User Domain ROs that are generated by an LRM without a rightsIssuer key purpose (where, nominally, when used without a modifier, “Device” is intended to mean an SCE-conformant Device).
3 Detailed Proposal

EDITORIAL: Note that although the instances are not specifically listed here, if uniformity of style is desired throughout the LRM TS, all instances of ‘OMA DRM 2.x Device’ (without a ‘v’ in front of 2.x) and of ‘DRM 2.x Device’ (without ‘OMA’) and of ‘DRM2.x Device’ (without a space between DRM and 2.x) should be changed to ‘OMA DRM v2.x Device’. Figures 2, 3, and 4 currently use the term ‘DRM2.x Device’.

6.3 SCE-6-LRMP

6.3.1 Registration between a DRM Agent and an LRM

Before an LRM with the oma-kp-localRightsManagerDevice key purpose can generate a Device RO for a particular Device, the DRM Agent in that Device needs to register with the LRM. 

Registration is done in the same way as the DRM Agent registers with the RI, i.e. over the 4-pass ROAP registration protocol (see [SCE-DRM]). The DRM Agent needs to perform the same procedures as when it registers with an RI, except that the DRM Agent MUST verify that the LRM has at least the oma-kp-localRightsManagerDevice key purpose. 

In addition to checking for the presence of the oma-kp-drmAgent key purpose in the Device certificate, the LRM checks whether or not the oma-kp-sceDrmAgent key purpose is present. If an LRM does not have the oma-kp-rightsIssuer key purpose, it MUST reject registration if the oma-kp-sceDrmAgent key purpose is absent.
The DRM Agent distinguishes an LRM from an RI by its key purpose(s): if the entity has an oma-kp-localRightsManagerDevice key purpose, or an oma-kp-localRightsManagerDomain key purpose, the DRM agent knows that it is communicating with an LRM. 

Registration results in a Device context on the LRM side, and an LRM Context on the DRM Agent side. The LRM Context is similar to the RI Context defined in [SCE-DRM]. From the LRM Context, the DRM Agent MUST be able to determine the LRM key purpose(s).

Since the DRM Agent distinguishes the LRM from an RI, if allowed by the trust model, the DRM Agent MAY determine revocation status of the LRM based on the use of CRLs rather than based on acquiring an OCSP response.

Since the DRM Agent is required to support DRM Time, the DRM Agent MAY acquire an OCSP response identifying the LRM from an entity other than that particular LRM. If allowed by the trust model, as long as such OCSP response has not expired, the DRM Agent MAY continue to successfully interact with the LRM.

If allowed by the trust model, an LRM MAY be exempt from supporting direct interaction with an OCSP Responder. If allowed by the trust model, an LRM MAY be exempt from providing OCSP Responses to DRM Agents.
6.3.2 Registration between an OMA DRM v2.x Agent and an LRM

Before an LRM with the oma-kp-rightsIssuer key purpose can generate a Device RO, a Domain RO or a User Domain RO upon request of a particular OMA DRM v2.x Device, the DRM Agent in that OMA DRM v2.x Device needs to register with the LRM. The registration of an OMA DRM v2.x Device (i.e. DRM Agent without additional oma-kp-sceDrmAgent key purpose) with an LRM with at least the oma-kp-rightsIssuer key purpose is identical to the registration of an OMA DRM v2.x Device with an RI from the Device’s perspective.
In order to successfully interact with OMA DRM v2.x Devices, an LRM with the oma-kp-rightsIssuer key purpose MUST support timely access to an OCSP Responder. An LRM with the oma-kp-rightsIssuer key purpose MUST be trusted to reliably determine the need to acquire OCSP responses in order to correct DRM Time of OMA DRM v2.x Devices.

6.3.3 Generation and delivery of Imported Device ROs
After the DRM Agent has registered with the LRM, the LRM can generate and deliver Imported Device ROs to that DRM Agent. The delivery is performed via either the 2-pass ROAP RO Acquisition protocol or the 1-pass ROAP RO Delivery protocol (see [DRM-DRM-v2.1]). The 2-pass RO Acquisition protocol MAY be initiated by a ROAP RO Acquisition trigger.

To generate a Device RO for an SCE Device, the LRM MUST have at least an oma-kp-localRightsManagerDevice key purpose. To generate a Device RO for an OMA DRM v2.x Device the LRM MUST have at least the oma-kp-rightsIssuer key purpose.

The DRM Agent SHALL NOT consume an RO before it has verified that the RI/LRM that created the RO was allowed to do so. For this, the DRM Agent MUST check the key purpose of the RI/LRM in the associated RI/LRM context.

6.3.4 Import into OMA DRM v2.x Domains
Because OMA DRM v2.x Domains are normally managed by an RI, an LRM with the oma-kp-rightsIssuer key purpose MAY manage an OMA DRM v2.x Domain itself. For managing an OMA DRM v2.x Domain, the LRM MUST have at least the oma-kp-rightsIssuer key purpose. In this case, the LRM MUST have a Device context for each OMA DRM v2.x Device in the Domain. For this, it MUST have performed the Registration protocol as specified in [DRM-DRM-v2.1]. The OMA DRM v2.x Domain is managed using the regular ROAP JoinDomain and LeaveDomain protocols (see [DRM-DRM-v2.1]), where the LRM performs the tasks of the RI.

An LRM with no oma-kp-rightsIssuer key purpose (i.e. with only a localRightsManagerDomain and/or a localRightsManagerDevice key purpose) MUST NOT manage its own OMA DRM v2.x Domains. For an LRM with no oma-kp-rightsIssuer key purpose to Import to Devices, these (SCE-conformant) Devices should be included in a User Domain associated to this LRM, where the LRM with an oma-kp-localRightsManagerDomain key purpose can Import to (see [SCE-DOM]).

7. Key Management

7.3 Key Transport Mechanisms
7.3.1 Import Protocol 
A DRM Agent can Import from an LRM under an Import protocol which is indicated as RO Acquisition protocol [SCE-DRM], or 2-pass Rights Object Acquisition Protocol [DRM-DRM-v2.1] or 1-pass Rights Object Acquisition Protocol [DRM-DRM-v2.1].
For the 1-pass or 2-pass Rights Object Acquisition Protocol in [DRM-DRM-v2.1], the LRM certificate SHALL have the oma-kp-rightsIssuer key purpose. For the RO Acquisition protocol in [SCE-DRM], the LRM certificate SHALL have the oma-kp-localRightsManagerDevice key purpose or the oma-kp-localRightsManagerDomain key purpose.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The author recommends that the OMA DRM WG “tentatively agree” this Input Contribution.
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