Doc# OMA-DRM-2008-0529-CR_SCE_DRM_clarification_of_replay_cache_management.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Input Contribution

Doc# OMA-DRM-2008-0529-CR_SCE_DRM_clarification_of_replay_cache_management.doc
Input Contribution



Change Request
	Title:
	Clarification of replay cache management in SCE DRM TS
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DRM WG

	Doc to Change:
	OMA-TS-SCE_DRM-V1_0-20081209-C

	Submission Date:
	16 Dec 2008

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Seung-Jae Lee, LG Electronics, seungjae@LGE.COM

	Replaces:
	n/a


1 Reason for Change
This CR is submitted to close Action Point on converting tentatively agreed INP 2008-0515R02 to CR.
2 Impact on Backward Compatibility
n/a
3 Impact on Other Specifications

LRM TS should be also revised.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For DRM WG to agree this CR.

6 Detailed Change Proposal

Change 1: In section 15
15. Replay Cache Management

This section describes how a DRM Agent and a RI manage replay cache to prevent replay attack from malicious third party and to handle retry of request message from Source Device. The DRM Agent and RI MUST also support Replay Cache management mechanism defined in [DRM-DRM-v2.1].

When a RI receives a request message for Move RO via RI protocol, it SHALL check the <reqID> and the <nonce> element in the request message as follows: 

· If the <reqID> element and <nonce> element in the request message matches with one of replay cache entry, the RI SHALL check the <time> element in the request message as follows:
· If the <time> element in the request message matches with a <time> in the replay cache entry, the RI SHALL ignore the request message. This ensures that RI prevents replay attack using same request message.
· Else, the RI SHALL generate a response message which contains parameters from response information in the matching replay cache entry, and send the generated response message, and then abort the process. The RI SHALL NOT regenerate RO for Recipient Device nor send RO to the Recipient Device. This ensures that RI handles retry of request message.
· Else, the RI SHALL create one replay cache entry which is at least composed of <reqID>, <nonce>, <time> and  continue to process the request message according to processing rules of each specific protocol (see section 9.1.2 and 9.2.2). During the processing, whenever the RI generates the response message, the RI SHALL store a response information additionally into the created replay cache entry, where the response information contains status, errorMessage, errorRedirectURL attributes and any relevant associated data in the response message.
It is strongly RECOMMENDED that the RI does not remove the replay cache entry until when the RI deems that the replay cache entry is old enough so that the source Device will no longer retry with the same nonce. In any case, the RI MUST keep the replay cache entry until the time when the RI would reject the request based on expiration, where the validity time window is RI implementation specific.
Change 2: In section 9.2.2

9.2.2 Processing MoveUserDomainConstrainedRORequest

When an RI receives a MoveUserDomainConstrainedRORequest message, the RI MUST process the request message as follows:

1. check if there is a valid Device Context by checking the value of <reqID> element of the request message. If the Device Context is unavailable or invalid e.g. expired, the RI MUST send to the Source Device a MoveUserDomainConstrainedROResponse message with the status attribute set to “NotRegistered” and abort the process.

2. verify the <signature> element in the request message. If the verification is not successful, the RI MUST send to the Source Device a MoveUserDomainConstrainedROResponse message with the status attribute set to “SignatureError” and abort the process. 

3. it checks the <nonce> element in the request message according to section 15.

4. it checks the value of <time> element in the request message. Processing of the value of <time> element conforms to [DRM-DRM-v2.1]. If the DRM Agent has invalid DRM Time, the RI MUST respond with RequesterTimeError error and abort the process.

5. verify the <mac> element as follows:
a. unwrap <enc_REK> to recover KMAC (see section 13.1.2).
b. calculate a MAC on the canonical version of the <reqInfo> element (excluding the <mac> element) using the KMAC. The MAC algorithm to use is defined in the Device Context.
c. check the calculated MAC value against the <mac> element. If the calculated value is not equal to the value of the <mac> element, the RI MUST send to the Source Device a MoveUserDomainConstrainedROResponse message with the status attribute set to “MACError” and abort the process.
6. for each <userDomainConstrainedROInfo> element in the request message:
a. the RI SHOULD check for the presence of its own ID in the <moveIndication> element. If not present, the RI MUST send to the Source Device a MoveUserDomainConstrainedROResponse message with the status attribute set to “MoveServiceNotProvided” and abort the process.
b. verify the <signature> sub-element and check whether the signature has been generated by the RI/LRM that is identified by the <userDomainAuthorization> element under <rights>
c. validate the <userDomainAuthorization> element under <rights>
d. check if the <rights> sub-element has the <move> permission that does not preclude the use of the Move <userDomain>-constrained RO via RI protocol (i.e. having no <system> constraint on the <move> permission or having a <system> constraint which identifies the Move <userDomain>-constrained RO via RI protocol)

e. if the <stateInfo> sub-element is present, validate that the state information contained in <stateInfo> is consistent with the original state in the <rights> element 
If any of the b-e checks fails, the RI MUST send to the Source Device a MoveUserDomainConstrainedROResponse message with the status attribute set to “InvalidRO” and abort the process. Note that the RI May provide more detailed error information in the response by using the <errorMessage> attribute.

If for some reason (e.g. the RI doesn’t trust some RI/LRM(s) identified by the <moveIndication> element, the RI decides to not provide the Move service, the RI MUST send to the Source Device a MoveUserDomainConstrainedROResponse message with the status attribute set to “MoveServiceNotProvided” and abort the process.
7. for each <sourceDeviceUserDomainAuthorization> element in the request message:
a. verify the DEA signature
b. check whether the <entityId> sub-element matches the <reqID> element in the request
c. check the <notBefore> and <notAfter> sub-elements to see if the authorization is valid
If any of the above checks fails, the RI MUST send to the Source Device a MoveUserDomainConstrainedROResponse message with the status attribute set to “InvalidUserDomainAuthorization” and abort the process. Otherwise, the RI checks whether itself has a valid User Domain Authorization issued by the DEA for this User Domain. If not the RI MUST send a response with the status attribute set to “UserDomainNotSupported” and abort the process.
d. check whether the generation number in the <userDomainId> element is the same as the one in RI’s User Domain Context for that particular User Domain. If the Source Device’s generation is lower than RI’s, the RI MUST send to the Source Device a MoveUserDomainConstrainedROResponse message with the status attribute set to “LowUserDomainGeneration” and abort the process. If the Source Device’s generation is higher than RI’s, the RI MUST send to the Source Device a MoveUserDomainConstrainedROResponse message with the status attribute set to “UserDomainNotSupported” and abort the process.
e. If in the request message there is no <sourceDeviceUserDomainAuthorization> element for a User Domain to which one or more of the RO(s) being Moved are bound, the RI MUST send a response with the status attribute set to “UserDomainAuthorizationRequired” and abort the process.
If all the above steps are successful, the RI SHALL set the status attribute in the MoveUserDomainConstrainedROResponse message to “Success”. In this case, the RI SHALL also include a list of <RIUserDomainAuthorization> elements in the response message, one per User Domain the ROs being Moved are bound to.
When and only when all the <userDomainConstrainedROInfo> elements in the request have been successfully validated (including checking of the required User Domain Authorizations), the RI generates corresponding ROs for the Recipient Device. The RI SHALL use the key received in the <enc_REK> element as the RO Encryption Key (see section 13.1.2). If the RO is stateful, the RI SHALL set the value of stateful constraint in the <rights> element to the value given by the corresponding <stateInfo> element in the request message. If the <rights> element has a “count” constraint under the “move” permission, the RI SHALL decrease the value of the <o-dd:count> element by 1. The RI SHALL also put a <userDomainAuthorization> element into the <rights> element proving that it is authorized by the DEA for managing the User Domain. After that, the RI MUST generate a signature over the <rights> element. The RI SHALL put into the new RO the <moveIndication> element that was received in the request.
The RI conducts a 1-pass or 2-pass RO Acquisition protocol or a 4-pass Confirmed RO Acquisition protocol ([DRM-DRM-v2.1]) to issue generated RO(s) to the Recipient Device. The RI MUST include a UserDomainConstrainedROMoved extension in the RO Response.
How the RI handles the case that it failed to issue the Rights Objects to the Recipient Device is beyond the scope of this specification.
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