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1 Reason for Change

Change is proposed in order to resolve/clarify the handling of the User Domain Identifier within DA-signed User Domain Authorizations for DEAs, particularly with respect to the User Domain Generation as indicated by a Counter in accordance with definition of User Domain Generation per agreed CR0528: “A Counter reflecting the number of times the User Domain has been upgraded. The User Domain Generation is a part of the User Domain Identifier (the last three digits).” Note that it is problematic if the DA needs to issue a new DA-signed User Domain Authorization for a DEA each time the DEA upgrades the User Domain Generation. There is currently no mechanism for a DEA to apprise the DA each time the DEA performs an upgrade of the User Domain. Furthermore, communications between the DEA and DA has not been specified within SCE 1.0. The convention is proposed here for the DA to insert User Domain Generation 000 within User Domain Authorizations generated for DEAs (regardless of the actual generation of the User Domain), where the User Domain Generation part of the User Domain Identifier is ignored during verification of User Domain Authorizations for DEAs. There is a precedent for ignoring User Domain Generation per section 6.3.3 (Leave User Domain Response) of this TS: “userDomainID: This element identifies the User Domain from which the DEA removed the DRM Agent. The Domain Generation part of the Domain Identifier SHALL be ignored.”
R01 combines the proposed changes in CR0538 with the proposed changes in INP0531R01.
In particular, this CR clarifies the User Domain Identifier in SCE DOM TS.
Regarding:
AP 1033
Youn-Sung to create a CR for the format of the User Domain Identifier.
Note that the format of the User Domain Identifier was already defined in section 4.1 in DOM TS. This AP can be closed.

The format of the User Domain Identifier was defined as below:

<simpleType name="UserDomainIdentifier">


<restriction base="string">



<pattern value=".{1,24}\d{3}"/>


</restriction>
</simpleType>

2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors recommend that the DRM group agree this CR.

6 Detailed Change Proposal
Change 1:  Modify section 3.3 Abbreviations
3.3
Abbreviations

	A2A
	Agent to Agent

	AES
	Advanced Encryption Standard

	CEK
	Content Encryption Key

	DA
	Domain Authority

	DCF
	DRM Content Format

	DEA
	Domain Enforcement Agent

	DRM
	Digital Rights Management

	HTTP
	HyperText Transfer Protocol

	LRM
	Local Rights Manager

	MAC
	Message Authentication Code

	MIME
	Multipurpose Internet Mail Extensions

	MK
	Message Integrity Key

	N/A
	Not Applicable

	OCSP
	Online Certificate Status Protocol

	OMA
	Open Mobile Alliance

	REL
	Rights Expression Language

	REK
	Rights Object Encryption Key

	RI
	Rights Issuer

	RI/LRM
	RI or LRM

	RO
	Rights Object

	ROAP
	Rights Object Acquisition Protocol

	RSA
	Rivest-Shamir-Adelman public key algorithm

	SA
	Security Association

	SCE
	Secure Content Exchange

	SCR
	Static Conformance Requirement

	SHA-1
	Secure Hash Algorithm

	SK
	Session Key

	UDI
	User Domain Identifier

	UDK
	User Domain Key

	URI
	Uniform Resource Identifier

	URL
	Uniform Resource Locator

	XML
	Extensible Markup Language


Change 2:  Stipulate User Domain ID more carefully, and insert text to clarify UserDomainIdentifier type.
4.1 User Domain Authorization

Before a DEA, RI or LRM can participate in any User Domain functionality, it must be authorized to do so. Before a DRM Agent can receive a User Domain RO with the <userDomain> constraint ([SCE-REL]) from an RI, it must prove that it is a member of the User Domain. The mechanism to do so is via a “User Domain Authorization” data structure. The User Domain Authorization is used to provide proof of authorization related to a User Domain.

The following table summarizes the types of User Domain Authorizations.

	Entity
	Signer

	
	DA
	DEA

	DEA
	DEA is authorized to manage a User Domain
	N/A

	RI/LRM
	RI/LRM is associated with a DEA
	RI/LRM can create (or import) ROs for a User Domain

	Device
	Device is associated with a DEA
	Device is a member of a User Domain


Table 1 - User Domain Authorization Types

The following XML schema fragment defines a User Domain Authorization:

<complexType name="UserDomainAuthorizationType">


<sequence>



<element name="body" type="dom:UserDomainAuthorizationBody"/>



<element name="signature" type="base64Binary"/>



<element name="certChain" type="gen:CertificateChain" minOccurs="0"/>


</sequence>

</complexType>

<complexType name="UserDomainAuthorizationBody">


<sequence>



<element name="dadeaID" type="gen:Identifier"/>



<element name="dadeaURL" type="gen:Identifier" minOccurs="0"/>



<element name="deaID" type="gen:Identifier" minOccurs="0"/>



<element name="userDomainID" type="dom:UserDomainIdentifier" minOccurs="0"/>







<element name="entityID" type="gen:Identifier"/>



<element name="notBefore" type="gen:dateTimeOrInfinite" minOccurs="0"/>



<element name="notAfter" type="gen:dateTimeOrInfinite" minOccurs="0"/>




<element name="policyInfo" type="dom:PolicyInfo"/>



<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>


</sequence>


<attribute name="isDea" type="boolean" use="optional" default="false"/>


<attribute name="isRIorLRM" type="boolean" use="optional" default="false"/>


<attribute name="isDRMAgent" type="boolean" use="optional" default="false"/>

</complexType>

<complexType name="PolicyInfo">


<sequence>



<element name="policyID" type="gen:String64"/>



<any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>


</sequence>


<attribute name="daRiAuthorizationRequired" type="boolean" use="optional" default="false"/>


<attribute name="daDeviceAuthorizationRequired" type="boolean" use="optional" default="false"/>


<attribute name="allowProxyJoin" type="boolean" use="optional" default="false"/>

</complexType>

<simpleType name="UserDomainIdentifier">


<restriction base="string">



<pattern value=".{1,24}\d{3}"/>


</restriction>

</simpleType>

body: This element contains information about a User Domain Authorization. Its child elements are described below.

signature: This element contains the digital signature over the <body> element.

certChain: This element, if present, contains the certificate chain of entity that signed the User Domain Authorization, i.e. either a DA or a DEA. It has a schema of CertificateChain as described in [SCE-GEN].

dadeaID: This element contains the ID of the entity by which this User Domain Authorization is provided. It has a schema of Identifier as described in [SCE-GEN]. The valid entity types are DA or DEA. The User Domain Authorization is said to be signed by this entity.

dadeaURL: This element contains a URL from which a DRMTrigger or XHTML document can be acquired that enables a DRM Agent to receive a new User Domain Authorization. Typically this may be used in case a User Domain Authorization has become invalid. 

userDomainID: This element identifies for which User Domain the authorization is valid. Some authorizations apply to any User Domain, in which case this element is not present.  In the case where the Signer is a DA and the Entity is a DEA (in Table 1), this element is present and the User Domain Generation counter within this element is set to 000 by the DA.
deaID: This element identifies for which DEA the authorization is valid. Some authorizations do not apply to a specific DEA, in which case this element is not present.

Isdea, isRIorLRM, isDRMAgent: These elements signal the role that the entity identified by entityID is authorized to fulfil. More than one can be present. 

entityID: This element contains the ID of the entity for which this User Domain Authorization is being provided. It has a schema of Identifier as described in [SCE-GEN]. The valid entity types are DEA, RI, LRM or DRM Agent. The User Domain Authorization is said to be signed for the entity or said to associate the entity with the DEA.

notBefore: This element specifies the date/time before which the User Domain Authorization is not valid. It has a schema of dateTime as described in [SCE-GEN].

notAfter: This element specifies the date/time after which the User Domain Authorization is not valid. It has a schema of dateTime as described in [SCE-GEN].

policyInfo: This element contains information about domain policy of the User Domain. Its sub-elements are described below.policyId: This element is used to identify the Domain Policy associated with the particular User Domain. This field MUST be present when a DA signs the authorization for an RI/LRM.

daRiAuthorizationRequired: This element, if present, indicates that an RI/LRM MUST get from the DEA (if the RI/LRM does not already have one) a User Domain Authorization signed by the DA associating the RI or LRM with the DEA. This element MAY be present in a User Domain Authorization signed by a DA for a DEA and MUST NOT be present in other User Domain Authorization types.

daDeviceAuthorizationRequired: This element, if present, indicates that a Device MUST get from the DEA (if the Device does not already have one) a User Domain Authorization signed by the DA associating the Device with the DEA. This element MAY be present in a User Domain Authorization signed by a DA for a DEA and MUST NOT be present in other User Domain Authorization types.
allowProxyJoin: This element, if present, indicates that this User Domain allows DRM v2.x Devices to become members via the Proxy Join User Domain Protocol (see section Error! Reference source not found.). If this element is not present, then the DEA MUST NOT allow Proxy Join User Domain protocol for the particular User Domain. This element MAY be present in a User Domain Authorization signed by a DA for a DEA or in a User Domain Authorization signed by a DEA for an RI/LRM and MUST NOT be present in other User Domain Authorization types.
Elements of type UserDomainIdentifier contain the ID of the User Domain. The last three characters (digits) represent the User Domain Generation. The other, preceding characters represent the User Domain baseID. The value of the User Domain Generation counter indicates the number of upgrades performed on the User Domain.
Change 3:  Stipulate verification by DRM Agent of DEA’s User Domain Authorization more carefully.
5.1.2 Joining a User Domain

After registering with a DEA, a DRM Agent MUST become a member of the User Domain by joining the User Domain. As a result of the the successful execution of the Join User Domain protocol (section Error! Reference source not found.) with a DEA, the DRM Agent will establish a logical User Domain Context for the given User Domain. At a minimum, the User Domain Context MUST contain at least:

Identity of the User Domain (which includes the User Domain Generation)

Expiry time of the User Domain Context.

An indication of the verification of the User Domain Authorization for the DEA (signed by a DA). The User Domain Generation part of the User Domain Identifier is ignored by the DRM Agent.
Expiry time of the User Domain Context (which MUST be the same or earlier than the <notAfter> element in the DEAs User Domain Authorization)

The User Domain Key (UDK)

The DRM Agent’s User Domain Authorization (signed by the DEA)

Additionally, the User Domain Context MAY contain:

The alias of the User Domain – used in communication with the User to refer to the User Domain. The User Domain Alias is only present in the User Domain Context if it was included in the dmpJoinDomainTrigger.

A DRM Agent MAY join multiple User Domains managed by one or more DEAs. 

Even though a DRM Agent is a member of a User Domain, it MAY have to renew its membership for one of the following reasons:

· The DEA has upgraded the UDK of the User Domain.

· The DRM Agents User Domain Authorization has expired. If the User Domain Authorization for a DRM Agent has expired, the DEA MUST treat the DRM Agent as if the DRM Agent has left the User Domain.
Change 4:  Stipulate verification by RI/LRM of DEA’s User Domain Authorization more carefully.
5.2.2 Getting Authorization for a User Domain

After registering with a DEA, an RI/LRM MUST get the authorization to create User Domain ROs for a particular User Domain from the DEA. As a result of the successful execution of the Get User Domain Authorization Protocol (section Error! Reference source not found.) with a DEA, the RI/LRM will establish a logical User Domain Context for the given User Domain. At a minimum, the User Domain Context consists of:

· Identity of the User Domain (which includes the User Domain Generation)

· An indication of the verification of the DEAs User Domain Authorization (signed by a DA). The User Domain Generation part of the User Domain Identifier is ignored by the RI/LRM.
· Expiry time of the User Domain Context (which MUST be the same or earlier than the <notAfter> element in the DEAs User Domain Authorization)

· The RI/LRM’s User Domain Authorization (signed by the DEA)

· A User Domain Key Set compromised of KMAC, KREK, AES-WRAP( UDK, KMAC | KREK ), KMAC-Leave and AES-WRAP( UDK, KMAC-Leave ).

An RI/LRM MAY get authorized for multiple User Domains managed by one or more DEAs.

Change 5:  Modify section 6.3.3 for consistency with agreed CR0528
6.3.3 Leave User Domain Response

A Leave User Domain Response message is sent from a DEA to a DRM Agent as the last message of the 2-pass Leave User Domain protocol. The message MUST be a <dmpLeaveUserDomainResponse> element as defined in the following XML schema fragment:

<element name="dmpLeaveUserDomainResponse" type="gen:Response"/>

If the processing of the Leave User Domain Request is not successful, then the response MUST be formatted as specified in [SCE-GEN]. Otherwise the response MUST be formatted per the table below:

	element / attribute
	Usage
	value

	status
	M
	“Success”

	reqID
	M 
	DRM Agent ID

	resID
	M
	DEA ID

	nonce
	M
	Default, as specified in [SCE-GEN]

	certificateChain
	O
	Default, as specified in [SCE-GEN]

	resInfo
	M
	Specified below. 

	signature
	M
	Specified below


Table 2 – Leave User Domain Response Message Parameters

The Leave User Domain Response message MUST have a <resInfo> which MUST have a <dmpLeaveUserDomainResponseInformation> element as defined by the following XML schema fragment:

<element name="dmpLeaveUserDomainResponseInformation">


<complexType>



<sequence>




<element name="userDomainID" type="dom:UserDomainIdentifier" />



</sequence>





</complexType>

</element>

userDomainID: This element identifies the User Domain from which the DEA removed the DRM Agent. The User Domain Generation part of the User Domain Identifier SHALL be ignored. 

signature: This element contains a MAC value over the message besides the <signature> element itself. It is made using the negotiated algorithm and using the MK of the ReqContext for the DRM Agent.
The DEA sends the Leave User Domain Response after having deleted the association of this DRM Agent to the User Domain (i.e. updated the User Domain membership status).
Change 6:  Modify sections 8.2.1 and 8.2.2 for consistency with agreed CR0528 and to correct DA Context to DEA Context and daURL to dadeaURL. Communications between a DEA and DA is not explicitly defined in the DOM TS, but, in any case, there is no need for communications between a DRM Agent and a DA since User Domain registration and User Domain join/leave (where join also includes upgrade) is between a DRM Agent and a DEA.
8.2.1 Ensuring User Domain membership

To ensure that the DRM Agent is a member of the User Domain to which the User Domain RO is bound, it needs to determine if it has a valid DEA Context with the DEA that manages the User Domain. The DRM Agent MUST compare the value of the User Domains ROs <dadeaID> element (child of <userDomainAuthorization> element in the <party> element) with the DEA Identifiers in all valid DEA Contexts stored in the DRM Agent. If the value of the <dadeaID> element does not match that of a DEA Identifier in a valid DEA Context, the DRM Agent SHALL NOT install the User Domain RO. In this case the DRM Agent MAY keep the User Domain RO and MAY send an HTTP GET to the URL specified in the <dadeaURL> element in the <userDomainAuthorization>. An HTTP GET on this URL SHOULD return either a JoinUserDomain Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a JoinUserDomain Trigger. It should be noted that in the event that a JoinUserDomain Trigger is returned and the DRM Agent does not have a valid DEA context then the DRM Agent MUST automatically register with the DEA. prior to sending a JoinUserDomainRequest message. 

Next, the DRM Agent MUST compare the <userDomainId> element within the User Domain RO with the User Domain identifiers for any valid User Domain Contexts already established with the DEA, as identified by the <dadeaId> element. There are three possible outcomes of this comparison:

1. The <userDomainId> element matches a User Domain identifier in a valid User Domain Context already established with the DA. The DRM Agent MAY install the User Domain RO.

2. The User Domain baseID of the <userDomainId> element matches the User Domain baseID of a stored User Domain identifier in a valid User Domain Context already established with the DEA, but the User Domain Generation of the RO is greater than the User Domain Generation of the stored domain ID. The DRM Agent MAY attempt to upgrade the User Domain by sending a JoinUserDomainRequest message to the dadeaURL in the DEA Context associated with the User Domain Context. If the User Domain upgrade is successful, the DRM Agent MAY install the User Domain RO. Otherwise the DRM Agent SHALL NOT install the User Domain RO. 

3. The User Domain baseID of the <userDomainId> field does not match a User Domain baseID in any valid User Domain Context already established with the DEA. The DRM Agent MAY attempt to join the User Domain by sending an HTTP GET request to the URL specified in the <dadeaURL>. 

At the point where the DRM Agent sends an HTTP GET request to the URL specified in the <deaURL> element the RO installation process as specified within this section is effectively aborted, however, the installation process may be restarted as a result of subsequent user interaction, by some other DRM Agent specific means that is outside the scope of this specification or as a direct result of responding to a subsequent DRM Trigger. As a result of an HTTP GET to this URL the DEA can choose (using its own criteria) whether to allow the DRM Agent to join the User Domain or not and SHOULD return either a JoinUser Domain ROAP Trigger or a (X)HTML page that starts an interaction with the User which may eventually lead to a JoinUser Domain ROAP Trigger.

8.2.2 Ensuring User Domain RO validity 

If the User Domain RO is received out-of-band, then the DRM Agent MUST NOT install the User Domain RO if it includes a <userDomain> constraint. 

To further ensure the validity of the User Domain RO the DRM Agent MUST have a valid User Domain Authorization that proves that the RI/LRM is authorized by the DEA to create ROs for the User Domain. A valid User Domain Authorization will be present in the User Domain RO, but it may also have expired or be otherwise invalid. In this case a valid User Domain Authorization may be acquired from the DEA through execution of the dmpJoinDomain protocol. 

The DRM Agent MUST check that it has a RI/LRM User Domain Authorization for which:

1. The <userDomainId> element equals a User Domain Identifier in a valid DEA Context as described in section 8.2.1. (e.g. equal values for <dadeaID> and <userDomainId>, both User Domain baseID and User Domain Generation parts)

(In other words: RI/LRM’s User Domain Authorization is of the same User Domain Generation as the most current one in the DRM Agent)

2. This User Domain Authorization element contains

a. A <deaID> element that equals the <deaID> in the <user Domain Authorization> element in the <party> element in the User Domain RO 

b. A <userDomainId> element of which the User Domain baseID equals the User Domain baseID of the <userDomainId> element in the <User Domain Authorization> element in the User Domain RO. If the UserDomainRO is received using ROAP, then also the User Domain Generation Parts MUST be equal. 

(In other words: If received out-of-band, then the User Domain RO may be created for a different generation of the User Domain than the most recent) 

3. The <entityId> element equals the <riID> element in the User Domain RO

4. An <isRIorLRM> element is present.

5. If the <notBefore> element is present, the Current DRM Time is later than the value of the <notBefore > element

6. If the <notAfter> element is present, the Current DRM Time is earlier than the value of the <notAfter> element

7. The signature verification using the DEA’s Public Key is successful. 

If such <user Domain Authorization> exists, than the DRM Agent MUST verify the signature of the User Domain RO using the RI/LRM public key. Also, the DRM Agent MUST successfully verify the MAC (using the <mac> element of the roap:ProtectedRO). 

If any of these verifications fail the DRM Agent SHALL NOT install the User Domain RO. In this case the DRM Agent MAY request a new Rights Object by sending a HTTP GET to the RightsIssuerURL in the relevant DCF. 

If the User Domain RO is stateful, then the DRM Agent MUST perform the replay protection related checks defined in [DRM-DRM-v2.1].

If the User Domain Context has expired (indicated by the User Domain Context Expiry Time) the DRM Agent MUST NOT install ROs for this User Domain. 

Change 7:  Modify section 8.4 Use of hash chains for Domain key management

8.4 Use of hash chains for User Domain key management

To avoid storage of multiple keys per User Domain in the DRM Agent and in the DEA (for the purpose of using old and new User Domain ROs after User Domain upgrade) it is possible to have a relation between the User Domain Keys using Hash Chains [DRM-DRM-v2.1], as illustrated in the example below. The DRM Agent MAY support Hash Chains and the DEA MAY support Hash Chains. 

Example1. Without hash chains

When generating a new User Domain, the DEA generates:

· A unique User Domain Identifier UDI, the User Domain Generation is set to 000. 

· A random secret User Domain Key UDK0
At User Domain upgrade the Domain Generation g is increased by 1, which is reflected in the User Domain Identifier, and a new User Domain Key UDKg is generated. The old UDK (s) must be stored in DEA and DRM Agent to allow use of ROs issued before the upgrade. When Devices join a User Domain, all UDKs of this User Domain are sent in the <rspInfo> element of JoinUserDomainResponse (see 6.2.3).

Example 2. With Hash Chains (optional)

When generating a new User Domain, the DEA 

· Generates a unique User Domain Identifier UDI, the User Domain Generation is set to 000

· Generates an initial User Domain Key UDK for the User Domain

· Selects the maximum number of generations n for this User Domain (not larger than 999)

· Defines a sequence of UDKs using the method described in [DRM-DRM-v2.1].
Since old UDKs (with low generation value) are possible to efficiently derive from new UDKs (with higher generation value), it is only necessary to store the newest User Domain Key in the DRM Agent (and corresponding User Domain Identifier so the User Domain Generation is known). For the DEA it is sufficient to store UDK, n and the current User Domain Identifier.
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