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1 Reason for Change

The CR addresses a number of issues related to the confirmed RO upload feature. 

· The example given for the ROConfirmRequest element is incorrect since the name of the installStatus element is not consistent with the ROAP schema. 
· Some clarification is also required on the processing of an ROConfirmResponse when the <installStatus> element is equal to false as the correct behaviour is currently not defined. 
· A method of indicating to the device that an ROConfirmRequest was received and processed although the request was not valid, e.g. Session IDs do not match,  was also added. 
R01 removes the new text on using the Abort status code when session IDs do not match. Updated the closing tag in the RO Confirm Request example. 
2 Impact on Backward Compatibility

None 
3 Impact on Other Specifications

None 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Implement the requested changes. 
6 Detailed Change Proposal

Change 1:  Processing RoConfirmRequest and RoConfirmResponse
9.2 Processing ROConfirmRequest

If the RI receives a ROAP-ROConfirmRequest message then the RI MUST respond with an appropriate ROAP-ROConfirmResponse message.  

If the RI receives a ROAP-ROConfirmRequest message it MUST first check that it has a valid Device Context with the Device sending the message by checking the value of <deviceID> element of the ROAP-ROConfirmRequest message.  

If the RI does not have a valid Device Context the RI MUST return a ROAP-ROConfirmResponse message with the value of the <status> element equal to NotRegistered. 

If the device ID is valid, the RI must verify that the session ID in the ROAP-ROConfirmRequest message corresponds to the session ID in a previous ROAP-ROResponse delivered by this RI to the Device. If the session IDs do not match, the RI SHALL terminate the RO Confirmation installation protocol.  
If the RI has a valid Device Context and session ID it MUST validate the signature on the ROAP-ROConfirmRequest.

· If the RI cannot validate the Device signature on the ROAP-ROConfirmRequest message the RI MUST: 

· Return a ROAP-ROConfirmResponse with the status set to an appropriate value i.e. ‘SignatureError’,’ NoCertificateChain’, ‘InvalidCertificateChain’,’TrustedRootCertificateNotPresent’. 

If the signature is valid, then the RI should verify that the RO IDs in the ROAP-ROConfirmRequest are valid. If any of the IDs are not valid, the RI MUST return a ROAP-ROConfirmResponse message with the value of the <status> element equal to NotFound. 

If all of the above checks pass then even if the value of the <installStatus> element for any of the ROs is equal to ‘false’,  the RI should return an ROConfirmResponse with the status value equal to ‘Success’. The device should take this an indication that the attempt to send the request was successful, i.e. that the request was received and processed by the RI, and not attempt to resend the request. .
Change 2:  Change element name to correct value.
H.1.8  RO Confirm Request

This request confirms the installation of the ROResponse in the previous section..

<roap:roConfirmRequest

  xmlns:roap="urn:oma:bac:dldrm:roap-1.0"

  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

sessionId="433213">

    <riID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>aXENc+Um/9/NvmYKiHDLaErK0fk=</hash>

        </keyIdentifier>

    </riID>

  <deviceID>

        <keyIdentifier xsi:type="roap:X509SPKIHash">

            <hash>vXENc+Um/9/NvmYKiHDLaErK0gk=</hash>

        </keyIdentifier>

    </deviceID>

    <nonce>32efd34sad78fqwer</nonce>

    <time>2004-03-17T14:30:00Z</time>

    <roConfirmInfo>

        <roID>n8yu98hy0e2109eu09ewf09u</roID>

        <installStatus>true </installStatus>

    </roConfirmInfo>

    <certificateChain>

        <certificate>miib123121234567</certificate>

        <certificate>miib234124312431</certificate>

    </certificateChain>

    <signature>d93e5fue8susksdnflsdkjrewh55832efoihfdse14ue3485nb</signature>

</roap:roConfirmRequest>
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