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1 Reason for Change

· To define architecture implementing the following (BCAST essential) requirements SRM-HLF-26, SRM-HLF-27, SRM-HLF-28, SRM-HLF-29, SRM-TMN-001, SRM-TMN-002, SRM-TMN-003.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Group is asked to review and accept proposed change.
6 Detailed Change Proposal

Change 1:  Change section 4.1 as follows
4.1 Use Cases
The OMA SRM Requirements Document [SRM-RDv1.1] defines the following new use cases;

· Use Case 1: Upgrade from old Devices to new Devices by using the Secure Removable Media

· Use Case 2: Provisioning of Rights Object in the Smart Card

· Use Case 3: Using Contents in Multiple Devices by using the Secure Removable Media

· Use Case 4: Transfer Contents and Rights Objects among OMA Conformant Devices by using the Secure Removable Media
· Use Case 5: Direct Rendering of DRM Contents by using the Secure Removable Media
· Use Case 6: Backup of Rights Object in the Smart Card
· Use Case 7: Pre-Loading of Rights Objects by using the Smart Card
· Use Case 8: SRM to SRM Rights Move

· Use Case 9: Seamless Service Access from Multiple Devices

· Use Case 10: DRM Service Subscription through the Cards
· Use Case 11: Consumption of Service requiring physical presence of the Secure Removable Media in the Device.
· Use Case 12: Transfer of the Broadcast Rights Objects (BCROs) among OMA Conformant Devices by using the Secure Removable Media.

· Use Case 13: Token Management by using the Secure Removable Media.
Details of these new use cases are specified in [SRM-RDv1.1].
Change 2:  Change section 5.3.2 as follows

The OMA SRM interfaces are defined in Table 1.
	Interfaces
	Description

	SRM-1
	This interface supports 

Requests to transfer Rights Objects and associated state information 

Requests to read the list of Rights in the SRM

Requests to transfer Rights in the SRM

Requests to consume Rights 
Requests to transfer Tokens and associated token information

Requests to read token information in the SRM

Requests to consume Tokens
The use of this interface can involve mutual authentication, confidentiality, and integrity.


Table 1: Interface descriptions
Change 3:  Add the following sections 5.5.5, service description

5.5.5 Service 5 – Token management

Tokens can be acquired from the Rights Issuer by the Device. Tokens can also be installed in a SRM at the time of SRM manufcaturing. Tokens are then used by Devices for Rights consumption.
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Figure N: Components and Interfaces in Service 5
	Interfaces
	Actions

	q
	The Tokens in the “Device – A” can be moved from the “Device – A” to the “SRM – C” (Refer to subclause 6.1.9)

The Tokens in the “SRM – C” can be moved from the “SRM – C” to the “Device – A” (Refer to subclause 6.1.10)
The Rights in the “SRM – C” can be consumed by the “Device – A” as stored in the “SRM – C” (Refer to chapter 6.1.11)

	r
	The Rights in the “Device – B” can be moved from the “Device – B” to the “SRM – C” (Refer to chapter 6.1.9) 

The Rights in the “SRM – C” can be moved from the “SRM – C” to the “Device – B”. (Refer to chapter 6.1.10)
The Rights in the “SRM – C” can be consumed by the “Device – B” as stored in the “SRM – C” (Refer to chapter 6.1.11)


Change 4:  Add the following sections 6.1.7-6.1.x (example flows)
6.1.7 Consumption of service requiring presence of SRM

The following flow implements the use case when service consumption is not allowed by the DRM Agent if SRM containing necessary Rights is not present in the device. Eventhough copy of Rights can be stored by the DRM Agent, physical presence of SRM card in the device is required.
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Figure N: Sequence Diagram - Consumption of Rights Requiring Presence of SRM
Action flow:

1. The Device performs Rights Consumption of the Rights bound to particular SRM (not shown in the diagram).
2. While consuming the Rights, the DRM Agent is triggered to check presence of the relevant SRM.

3. The DRM Agent sends a request to the SRM Agent to check SRM’s presence in the Device.

4. The SRM Agent sends a response to the DRM Agent acknowledging SRM’s presence in the Device.

5. If the DRM Agent successfully validates SRM’s presence in the Device, it can continue to consume the Rights. Otherwise, it stops consuming the Rights.
6.1.8 Broadcast RO Move

The following flow represents the use case when Broadcast Right Object (BCRO) is moved to SRM from Device.
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Figure N: Sequence Diagram – BCRO Move from the Device to SRM
Action flow:

1. The DRM Agent disables BCRO in the Device.
2. The DRM Agent requests the SRM Agent to install BCRO in the SRM.
3. The SRM Agent installs BCRO in the SRM.
4. The SRM Agent acknowledges BCRO intallation in the SRM.

5. The DRM Agent removes disabled BCRO from the Device.

6.1.9 Token Move from the Device to the SRM

The following flow shows an example of token move from the device to the SRM.
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Figure N: Sequence Diagram – Token Move from the Device to the SRM
Action flow:

1. The DRM Agent disables Token in the device.

2. The DRM Agent requests the SRM Agent to install Token in the SRM.

3. The SRM Agent installs received Token in the SRM.

4. The SRM Agent sends Token installation acknowledgement to the DRM Agent.

5. The DRM Agent removes disabled Token from the Device.

6.1.10 Token Move from the SRM to the Device

The following flow shows an example of token move from the SRM to the Device.
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Figure N: Sequence Diagram – Token Move from the Device to the SRM
Action flow:

1. The DRM Agent sends a request to the SRM Agent to acquire Token from the SRM.

2. The SRM Agent replies with the message containing Token and Token related information.

3. The DRM Agent installs Token in the device.

4. The DRM Agent requests the SRM Agent to remove Token from the SRM.
5. The SRM Agent removes Token from the SRM.

6. The SRM Agent sends acknowledgement of Token removal to the DRM Agent.

6.1.11 Local Token Consumption by the Device
The following flow shows an example of Token consumption by the Device while Tokens are stored at SRM.
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Figure N: Sequence Diagram – Local Token Consumption
Action flow:
1. The DRM Agent acquires information about Tokens stored on SRM from the SRM Agent.

2. The SRM Agent sends this information to the DRM Agent.

3. The DRM Agents selects Tokens for consumption.

4. The DRM Agent requests Tokens for consumption from the SRM Agent.

5. The SRM Agent disables Tokens in SRM.

6. The SRM Agent sends Tokens to the DRM Agent.

7. Tokens are then consumed on the Device.

8. When consumption is stopped, the DRM Agent requests the SRM Agent to enable Tokens in SRM. The request includes Token status information.
9. The SRM Agent enables Tokens.

10. The SRM Agent sends a response to the DRM Agent to acknowledge Token enablement.
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