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1 Reason for Change

This Change Request proposes to move the Security Considerations section from section 4.3 to 5.4 in compliance with OMA Architecture Template document.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this Change Request.
6 Detailed Change Proposal

Change 1:  Modify the section number for Security Considerations
5.4 Security Considerations

Based on security considerations of the OMA DRM v2.1[OMADRMv2.1], this section defines security issues needed for OMA SRM v1.1 enabler. Detailed security solutions for the OMA SRM v1.1 enabler are specified by the OMA SRM v1.1 Technical Specification [OMASRMv1.1].

5.4.1 Overview

Mutual Authentication: The DRM Agent and the SRM Agent can authenticate each other (i.e. mutual authentication) based on credentials that are securely provisioned in each. The result of this mutual authentication allows the DRM Agent and SRM Agent to establish a secure channel for the exchange and sharing of secret elements. 

Message Transaction: Based on the mutual authentication, a Rights Object and its state information (i.e. Rights) or any necessary messages can be securely delivered between the DRM Agent and SRM Agent regardless of lower layer communication (e.g. SD, S-MMC, Smart Card). The secret elements are used to guarantee the confidentiality and integrity of the Rights. A symmetric encryption or keyed hash function may be used. 

Replay of message transactions will not result in any action being taken by the receiver that was unintended by the original transmitter of those messages.

Rights Protection: A Rights Object stored in a device is cryptographically bound to the DRM Agent in the device. While moving the Rights Object and its state information, the result of the mutual authentication can be used to protect the confidentiality of sensitive parts (e.g. CEK) and, integrity of the Rights Object itself and state information. After the move operation, the Rights Object is still securely bound to a trusted entity: DRM Agent or SRM Agent. 

Protection of Rights Consumption: To consume the Rights, the SRM Agent sends CEK to the DRM Agent. The device decrypts a DRM Content with the CEK. The result of the mutual authentication can be used to protect the confidentiality of the CEK. If the mutual authentication becomes invalid, the transferred CEK has to be invalidated to the DRM Agent.

5.4.2 Trust Model

The trust model required by this enabler is based on the Public Key Infrastructure (PKI) and is an extension of the trust model described in [DRMARCH-v2.1]. The primary entities of the trust model in this enabler are the Certificate Authorities (CA), SRMs, Devices and Rights Issuers.  There could be multiple CAs in this system. This enabler does not mandate a specific trust model. The exact nature of any trust model is left up to marketplace decisions.

The SRM Agent has to be trusted by the DRM Agent, in terms of authorization, data protection, and root of trust. Only an authorized DRM Agent can access data stored in the SRM and the SRM Agent has to guarantee the integrity and the confidentiality of the data. The SRM Agent is also trusted enough to hide security elements (e.g. private key) from other entities. What constitutes a trusted DRM Agent or SRM Agent depends on the business policies of the underlying trust model.
Each SRM Agent is provisioned with a unique key pair and an associated certificate signed by an appropriate CA. The certificate identifies the SRM Agent and certifies the binding between the SRM Agent and the key pair. This allows DRM Agents to securely authenticate the SRM Agent. The DRM Agent is also provisioned with a unique key pair and an associated certificate as defined in [OMADRMv2.1]. This allows SRM Agents to securely authenticate the DRM Agent.

The information in the certificate of the SRM Agent enables the DRM Agent to trust the SRM Agent and send the sensitive data of the Rights Object and its state information to the SRM Agent. The information in the certificate of the DRM Agent also enables the SRM Agent to trust the DRM Agent and send the sensitive data of the Rights Object and its state information to the DRM Agent. Both the SRM and the Device can be provisioned with more than one certificate. Based on the certificate preferences expressed by the SRM Agent, the DRM Agent has to provide an appropriate certificate.

The SRM enabler also assumes that the CA who signs the Device and SRM certificates issues CRLs indicating their revocation status.  The CA may also run an OCSP responder for use during the execution of the protocol.

5.4.3 Other Considerations

5.4.3.1 Rights Replay Protection

If Rights in the device is backed up to a remote place and the Rights is moved to the SRM, restoring the Rights causes unexpected Rights duplication. If the Rights in the SRM is backed up, it is possible to assume the same security problem. Another example of Rights replay attack would be interception of Rights by an intermediary while delivering it from a Rights Issuer to the DRM Agent. If the Rights is moved to the SRM and the originally intercepted Rights is installed in the device again, it also causes unexpected Rights duplication. OMA SRM enabler prevents this and similar attacks from occurring.

5.4.3.2 DRM Time for SRM

The SRM (e.g. SD, S-MMC, Smart Card) cannot have a clock inside, therefore will not support DRM Time. The OMA SRM enabler allows proper DRM time related operations for using Rights stored in the SRM even in case of severe hardware restrictions of the SRM.

5.4.3.3 Aborted Transaction Recovery

If transaction fails during Rights consumption, there is possibility for Rights not to be updated properly. If transaction between the device and the SRM is failed during Rights Move operation, there is also possibility for users to lose their Rights. There are two examples of abnormal Move failure:

In case of Rights Move from Device to SRM

Rights is removed from the device immediately after the Rights has been moved to the SRM. If the transaction is failed before the moved Rights is reached to the SRM, users lose the Rights.

In case of Rights Move from SRM to Device

Rights is removed from the SRM immediately after the Rights has been moved to the device. If the transaction is failed before the moved Rights is reached to the device, users lose the Rights.

If the Rights is removed from an originated entity after the Rights have reached the other side successfully, the transaction failure may cause another security problem - unexpected duplication of the Rights.

The transaction failure may occur by unstable communication between the device and the SRM which happens rarely or by unexpected physical disconnection of the SRM from the device. To prevent the above problems, OMA SRM enabler has to provide with ways to recover the transaction failure.
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