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1 Reason for Change

This Change Request proposes detailed protocol for Direct Provisioning of Rights to the SRM.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG agrees this Change Request.
6 Detailed Change Proposal

Change 1:  Add the Direct Provisioning of Rights protocol to the section 6.8
6.8 Direct Provisioning of Rights to the SRM
The protocols specified in this section provide necessary functions that are used for Direct Provisioning of Rights to the SRM.

Rights are downloaded and installed to the SRM as illustrated in Figure 16. As shown in Figure 16, this transaction is comprised of the 2-pass ROAP with trigger and three request/response message pairs: Signature Qurey message pair, Provisioning Setup and Rights Provisioning message pair.
If a DRM Agent receives a ROAP Trigger for Direct Provisioning of Rights to the SRM, the DRM Agent SHALL check the presence of the <srmID> element. If the trigger has the <srmID> element, the DRM Agent SHALL compare the <srmID> element in the trigger. There are two possible outcomes of this comparison:
1) If the <srmID> element matches SRMID in the Device, the DRM Agent SHALL generate the RO Request message for the SRM and store the RO Request message in the Device. The RO Requst message SHALL NOT include the signature because the RO shall be downloaed and installed to the SRM. The DRM Agent SHALL send the Signature Query Request message to the SRM Agent. It includes the RO Request message without the signature. After receiving the Signature Query Request message, the SRM Agent SHALL generate the signature of the RO Request message.

2) If the <srmID> element does not match SRMID in the Device, the DRM Agent SHALL ignore this trigger.


[image: image1.emf]Rights Issuer DRM Agent SRM Agent

ROAP Trigger

SignatureQueryResponse

SignatureQueryRequest

RO Request

RO Response

ProvisioningSetupRequest

SignatureGenerationInSRM

ProvisioningSetupResponse

ProvisioningSetupInSRM

RightsProvisioningRequest

RightsProvisioningResponse

RightsProvisioningInSRM

ROVerificationInDevice

GenerateRORequest

RORemovalInDevice


Figure 16: Direct Provisioning of Rights to the SRM
Before sending the SignatureQueryRequest message, the DRM Agent MUST generate the RO Request message without the signature for the SRM. After receiving a ProvisioningSetupRequest, the SRM Agent MUST generate the signature of the SRM on the RO Request message and send the SignatureQueryResponse to the DRM Agent.
If the value of the <status> element within a valid SignatureQueryResponse message is not “Success”, then the DRM Agent regards it as an exception and terminates the SignatureQueryResponse Message processing.
Before sending the RO Request to the RI, the DRM Agent MUST compose the RO Request message for Direct Provisioning Rights to the SRM.

The RO Requst and RO Response message are same as specified in DRM 2.1[OMADRMv2.1] section 5.1.3.

6.8.1 Signature Query

To confirm RO acquisition request from an SRM, the DRM Agent request a signature of the SRM Agent. The Signature Query Message processing is used to get a digital signature of SRM Agent on a RO Request message which was generated by DRM Agent.
6.8.1.1 Description of Messages

The DRM Agent sends the SignatureQueryRequest to get the Signature of the SRM on the RO Request message. The field of the request is defined in Table 43.
Table 43: Fields of SignatureQueryRequest
	Fields
	Protection Requirement
	Description

	RO Request
	No
	RO Request message that was generated by DRM Agent. The RO Request message needs a signature of a SRM for confirming the RO acquisition request.

	Signature Scheme
	No
	This field contains a negotiated signature scheme between the RI and the Device.


Upon receiving the SignatureQueryRequest, the SRM Agent SHALL generate the signature on the received RO Request message. The Signature method is as follows:

The message except the Signature element is canonicalised according to Section DRM 2.1 section x.x.

The result of the canonicalisation, d, is considered as input to the signature operation. The signature is calculated on d in accordance with the rules of the received signature scheme

The SRM Agent sends the SignatureQueryResponse to carry the result of the action. The fields of the response are defined in Table 44.
Table 44: Fields of SignatureQueryResponse

	Fields
	Protection Requirement
	Description

	Status
	No
	The result of processing the SignatureQueryRequest message. The Status values are specified in Table 45.
If Status contains any error, only this field is present in the SignatureQueryResponse.

	Signature of RO Request
	No
	This field contains a signature of the SRM.


Table 45: Status of Signature Query Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Signature Scheme Not Supported
	This signature scheme is not supported by the SRM Agent.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.8.2.
6.8.1.2 Format of Messages

The message format (MessageBody) of the SignatureQueryRequest is specified as follows. The messageType is set to ’0’ and the message is not protected by an HMAC.

MessageBody() {
    RORequest()
    SignatureScheme()
}

The fields are defined as follows:

· RORequest – RO Request message.
· SignatureScheme – negotiated Signature Scheme between the RI and the Device.
The message format (MessageBody) of the SignatureResponse is specified as follows. The messageType is set to ‘1’ and the message is not protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
}

The fields are defined as follows:

· status - Status field in Table 45.

6.8.1.3 Exception Handling

There may be an unexpected exception during the Signature Query Message processing as specified in section 5.5.1. If the DRM Agent fails to receive the response or finds an error by referring to the Status, then the DRM Agent regards it as an exception and terminates the Signature Query Message processing. The User may be informed of the exception.
6.8.2 RO Acquisition
6.8.2.1 Action Description

Upon receiving the SignatureQueryResponse, the DRM Agent SHALL insert the received signature on RO Request message into the RO Request message that was stored in Device and send the accomplished RO Request message to the RI.

If the DRM Agent receive RO Responsed message with "Success" as the status, the DRM Agent MUST perform the following procedure:

1. Verify the signature of the RO Response message
2. If the signature is valid, the DRM Agent SHALL check the device ID in the RO Response message. If the the device ID matches the SRM ID inseted in the Device, then the DRM Agent SHALL extract the Rights from the proted RO in the RO Response message.
6.8.3 Provisioning Setup

6.8.3.1 Description of Messages

The DRM Agent sends the ProvisioningSetupRequest to initiate a Direct Provisioning of Rights to the SRM. The fields of the request are defined in Table 46.

Table 46: Fields of ProvisioningSetupRequest
	Fields
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	The Handle identifies the Rights while stored in the SRM. It is a 10 byte random value generated by the DRM Agent for this Move transaction. Refer to section 5.1.3.

	Size of Rights
	Integrity
	Size of Rights in bytes. This informs the SRM Agent the size of Rights that will be installed in the SRM as specified in section 6.5.3.

Size of Rights = Length of RightsInformation. RightsInformation is specified in section 6.5.3.2.

	Wrapped Key Material
	Integrity & Confidentiality
	The Wrappted Key Material consists of a wrapped concatenation of a MAC key, KMAC and an RO encryption key, KREK. The Wrapped Key Material is same as the C value as specified in DRM v2.1[OMADRMv2.1] section 7.2.1


Upon receiving the ProvisioningSetupRequest, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the fields

2. Decrypt the Handle with the Session Key

3. The SRM Agent MUST check if the SRM already has the same Handle. If yes, the SRM Agent sets Status to Duplicate Handle and the SRM Agent sends the ProvisioningSetupResponse as described below.

4. The SRM Agent checks if the SRM has space for the new Rights. If not, the SRM Agent sets Status to Not Enough Space. Otherwise, the SRM Agent stores the Handle in the SRM securely. The Handle is not included in the Handle List until the Move transaction is completed.
5. The SRM Agent MUST check Wrapped KMAC and KREK. The SRM Agent split it into C1 and C2 and decrypts C1 using its private key (consisting of a private exponent d and the modulus m), yielding Z:
C1 | C2 = C
c1 = OS2IP(C1, mLen)

Z = RSA.DECRYPT(PrivKeySRM, c1) = c1d mod m
where OS2IP converts an octet string to a nonnegative integer and is defined in [PKCS-1].

Using Z, the SRM Agent can derive KEK, and from KEK unwrap C2 to yield KMAC and KREK:

KEK = KDF(I2OSP(Z, mLen), NULL, kekLen)

KMAC | KREK = AES-UNWRAP(KEK, C2)

The following URI shall be used to identify this key transport scheme in <xenc:EncryptionMethod> elements:

http://www.rsasecurity.com/rsalabs/pkcs/schemas/pkcs-1#rsaes-kem-kdf2-kw-aes128
6. The SRM Agent MUST install the REK (KREK) at a space associated with the Handle.

The SRM Agent sends the ProviosioningSetupResponse to carry the result of the procedure. The fields of the response are defined in Table 47.

Table 47: Fields of ProvisioningSetupResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the ProvisioningSetupRequest message. The Status values are specified in Table 48.

	MAC Key
	Integrity & Confidentiality
	The MAC Key is used for key confirmation of the RO Response message carrying REK.


Table 48: Status of Provisioning Setup Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Duplicate Handle
	The SRM already has the Handle and its corresponding Rights.

	Not Enough Space
	The SRM does not have enough space to store Rights having the same size as the Size of Rights.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.

If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.5.2.

6.8.3.2 Format of Messages

The message format (MessageBody) of the ProvisioningSetupRequest is specified as follows. The messageType is set to ’0’ and the message is protected by an HMAC.

EncryptedHandle() {

    // Contains the encrypted Handle
    EncryptedData()

// Defined in E.1
}
MessageBody() {

    EncryptedHandle()

// Defined in Appendix E.2.8
    sizeOfRights
16
uimsbf
    WrappedKeyMaterial()

// Defined in Appendix E.2.x
}

The fields are defined as follows:

· Handle –Handle field in Table 31
· sizeOfRights –Size Of Rights field in Table 31
· EncryptedHandle – Encrypted Handle with the current Session Key (SK)
· WrappedKeyMaterial – Wrapped MAC Key and REK in Protected RO
The message format (MessageBody) of the ProvisioningSetupResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

EncryptedMACKey() {

    // Contains the encrypted MAC Key
    EncryptedData()

// Defined in E.1
}
MessageBody() {

    Status()

// Defined in Appendix E.2.2
    EncryptedMACKey()
}

The field is defined as follows:

· Status - Status field in Table 32
6.8.3.3 Exception Handling

There may be unexpected exceptions during the Provisioning Setup Message processing as specified in section 5.5.1. The exception is classified into one of the following cases.

Case 1: The DRM Agent receives the ProvisioningSetupResponse with a Status other than Success. (i.e. the Handle was not stored by the SRM Agent)

Case 2: The Provisioning Setup Message processing is not completed for any reason other than Case 1.

When an exception occurs, the DRM Agent SHOULD immediately attempt to recover from it. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to the Operation Log when a new MAKE process is executed.

[Recovery Procedure – Cancellation of Move]

To cancel the Move transaction, the DRM Agent activates a recovery procedure for each type of exception as follows.

For Case 1, the Move is terminated without recovery. If the response contains Duplicate Handle, then the DRM Agent may start the Move transaction with a different Handle.

For Case 2, the DRM Agent sends the HandleRemovalRequest as specified in section 6.9.4 in order to remove the Handle. The Handle recorded in the Operation Log for this Move transaction MUST be used in this request. If the HandleRemovalResponse contains either Success, Handle Not Found or Handle Not Removed in the Status field, then the Move is terminated.

When the Move is terminated, the entry for the Move transaction is removed from the Operation Log.

If the Handle Removal Message processing is not completed for any reason other than those specified above, then the recovery procedure is aborted. The DRM Agent MAY resume the aborted recovery by sending the HandleRemovalRequest when a new MAKE process is executed. To resume the aborted recovery, the DRM Agent refers to the Operation Log as specified in section 5.5.2.
6.8.4 RO Verification in Device

6.8.4.1 Action Description

The DRM Agent MUST verify the MAC value on the RO for SRM using the MAC Key in Provisioning Setup Response message.

6.8.5 Rights Provisioning
6.8.5.1 Description of Messages

The DRM Agent sends the RightsProvisioningRequest to install the Rights in the SRM. The fields of the request are defined in Table 49.
Table 49: Fields of RightsProvosioningRequest
	Fields
	Protection Requirement
	Description

	Handle
	Integrity & Confidentiality
	Same as the Handle transmitted by the ProvisioningSetupRequest in Table 47. Refer to section 6.8.3.

	LAID
	Integrity
	Refer to 5.1.7. This contains the hash value of AssetIDs that are associated with the Rights.

	Rights Information
	Integrity
	Refer to section 5.1.6


Upon receiving the RightsProvisioningRequest, the SRM Agent installs the Rights in the SRM. For the installation, the SRM Agent MUST perform the following procedure:

1. Verify the integrity of the request fields

2. Decrypt the Handle with the Session Key
3. Compare the Handle with the Handle in the ProvisioningSetupRequest
4. Install the Rights Information and REK at a space associated with the Handle.
The SRM Agent sends the RightsProvisionResponse to carry the result of the procedure. The fields of the response are defined in Table 50.
Table 50: Fields of RightsProvisioningResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the RightsProvisioningRequest message. The Status values are specified in Table 51.


Table 51: Status of Rights Provisioning Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Field Integrity Verification Failed
	The HMAC value of fields in the request did not match the HMAC value generated by the SRM Agent.

	Handle Not Found
	The Handle in the request does not exist in the SRM.

	Handles In-consistent
	The Handle in this request is different from the Handle in the ProvisioningSetupRequest.

	Not Enough Space
	The size of Rights Information exceeds Size of Rights in Table 31.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Unknown Error
	Other errors


Upon receiving the response, the DRM Agent verifies the integrity of fields in the response.

If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.5.4.
6.8.5.2 Format of Messages

The message format (MessageBody) of the RightsProvisioningRequest is specified as follows. The messageType is set to ‘0’ and the message is protected by an HMAC.

EncryptedHandle() {

    // Contains the encrypted Handle

    EncryptedData()

// Defined in E.1
}

MessageBody() {

    EncryptedHandle()

    Laid()

// Defined in Appendix E.3
    RightsInformation()

// Defined in Appendix E.2.5.4
}

The fields are defined as follows:

· EncryptedHandle – Encrypted Handle with the current Session Key (SK)
· Laid – LAID field in Table 34
· RightsInformation – Rights Meta Data, Rights Object Container, State Information fields in Table 49 (Refer to Appendix E.2.5.4)
The message format (MessageBody) of the RightsProvisioningResponse is specified as follows. The messageType is set to ‘1’ and the message is protected by an HMAC.

MessageBody() {

    Status()

// Defined in Appendix E.2.2
}

The field is defined as follows:

· Status - Status field in Table 35
6.8.5.3 Exception Handling

There may be unexpected exceptions during the Rights Provisioning Message processing as specified in section 5.5.1. The exception is classified into one of the following cases.

Case 1: The DRM Agent receives the RightsProvisioningResponse containing a Status of Handle Not Found  (This case will not happen if the Move transaction is properly executed as illustrated in Figure 12)

Case 2: The Rights Provisioning Message processing in this section is not completed for any reason other than Case 1.

When the exception occurs, the DRM Agent SHOULD immediately attempt to recover from it. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to the Operation Log when a new MAKE process is executed.

[Recovery Procedure – Cancellation of Move]

To cancel the Move transaction, the DRM Agent activates a default recovery procedure for each type of exception as follows.

For Case 1, the Move is terminated without recovery.

For Case 2, the DRM Agent sends the HandleRemovalRequest as specified in section 6.9.4 in order to remove the Handle. The Handle recorded in the Operation Log for this Move transaction MUST be used in this request. If the HandleRemovalResponse contains Success in the Status field, then the Move is terminated.

When the Move is terminated, the Rights in the source Device MUST be enabled (i.e. the Rights can be used for any purpose) and the entry for the Move transaction is removed from the Operation Log. In addition, if the Rights contain a <move> permission with a <count> constraint, then the current count value MUST be incremented.

In Case 2, if the HandleRemovalResponse contains a Status of either Handle Not Removed or Handle Not Found, then the DRM Agent continues the Move using the Rights Removal in Device processing defined in section 6.5.4. (Note: This result implies that the Rights were installed successfully in the SRM by the incomplete Rights Provisioning Message processing. In the case of Handle Not Found, after the installation, it implies the Rights were removed from the SRM or the corresponding Handle was updated to use the Rights.)

If the Handle Removal Message processing is not completed for any reason other than those specified above, then the recovery procedure is aborted. The DRM Agent MAY resume the aborted recovery by sending the HandleRemovalRequest when a new MAKE process is executed. To resume the recovery, the DRM Agent refers to the Operation Log as specified in section 5.5.2.

If the DRM Agent fails more than once to receive a proper Status from the Handle Removal Message processing during the recovery of the Rights Provisioning Message processing (i.e. fails to receive the response or fails to verify the integrity of the response) and then finally receives Handle Not Found in the Status field of the HandleRemovalResponse, it is possible that the Handle was successfully removed from the SRM by a previous incomplete Handle Removal Message processing. In this case, if the DRM Agent continues the Move with the Rights Removal in Device processing as specified in this section, then the User will lose the Rights.

The default behaviour is that the Move is terminated without further recovery procedures and the entry for the Move transaction is removed from the Operation Log (i.e. the Rights in the source Device stay in a disabled state). A trust model may define other procedures to handle the disabled Rights.
6.8.6 RO Removal in Device
6.8.6.1 Action Description

The DRM Agent removes the Rights from the source Device permanently. When the Rights Removal in Device processing is completed, the Move is terminated and the entry for the Move transaction is removed from the Operation Log.

6.8.6.2 Exception Handling

There may be unexpected exceptions as specified in section 5.5.1 when removing Rights. The exception causes the removal processing to not complete.

When an exception occurs, the DRM Agent SHOULD immediately attempt to recover from it. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to the Operation Log when a new MAKE process is executed. The DRM Agent recovers from the exception by executing the Rights Removal in Device processing.

If the recovery fails, the DRM Agent MAY resume the recovery by removing the Rights from the Device when a new MAKE process is executed. To resume the recovery, the DRM Agent refers to the Operation Log as specified in section 5.5.2.
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