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1 Reason for Change

This CR addresses ADRR comments A029, A030, A031 and A032:

	A029
	2009.07.05
	T
	5.3
	Source: Oracle

Form: INP doc
Comment: How can DRM agent be trusted without some discussion on signature and ways to ensure that it can’t be compromised…

We do believe that this is a fundamental issue that MUST be discussed in AD. The assumptions of uncompromised client on SRM are unclear and questionable… The interfaces albeit assuming trust does not seem to discuss in any way how a compromised client would be detected or handled… In fact needless to say that as proposed so far compromising the client would break the enabler!
Proposed Change: Think carefully and update carefully to address all aspects above (here and in others sections)…
	Status: OPEN

Youn-Sung: There are sufficient descriptions about the trust management and overall security issues in section 5.4.The DRM Agent shall be registered to the RI in Registration procedure in DRM 2.0. At that time, the RI is checking the RI’s revocation status.

It is also assumed the DRM Agent is trusted entity in DRM 2.0 and SRM Agent is trusted entity in SRM 1.0.

Also the DRM Agent and SRM Agent are mutually authenticated using the MAKE transaction.

Revocation Status checking transaction was included in SRM 1.0 TS. It is already considered in previous version.

Zhipeng: need some clarification.

AP 1068: Zhipeng to create CR for clarifying the A029, A030 and A031.

	A030
	2009.07.05
	T
	5.3
	Source: Oracle

Form: INP doc
Comment: How can SRM agent be trusted without some discussion on signature and ways to ensure that it can’t be compromised…

We do believe that this is a fundamental issue that MUST be discussed in AD. The assumptions of uncompromised client on SRM are unclear and questionable… The interfaces albeit assuming trust does not seem to discuss in any way how a compromised client would be detected or handled… In fact needless to say that as proposed so far compromising the client would break the enabler!
Proposed Change: Think carefully and update carefully to address all aspects above (here and in others sections)…
	Status: OPEN

Similar as A029.

Resolved by AP 1068

	A031
	2009.07.05
	T
	5.3
	Source: Oracle

Form: INP doc
Comment: Trusted agent unclear for SRM and DRM… The RI does not seem trusted! The notions of uncompromisable agent are unclear. So why is it trusted again????
Proposed Change: Think carefully and update carefully…
	Status: OPEN

Similar as A029.

Resolved by AP 1068

	A032
	2009.07.05
	T
	5.3
	Source: Oracle

Form: INP doc
Comment: Trusted agent unclear for SRM and DRM… The RI does not seem trusted! The notions of uncompromisable agent are unclear. So why is it trusted again????
Proposed Change: Think carefully and update carefully…
	Status:  CLOSED
Duplicated with A031.


R01: modified in-line in the Singapore meeting.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to agree the CR and close the associated ADRR comments.
6 Detailed Change Proposal

Change 1:  Modifications to section 5
5. Architectural Model
Since Rights in SRM will only be stored, used and managed by DRM Agent via the interface between DRM Agent and SRM Agent, and the Rights is issued from RI or Moved from DRM Agent, SRM enabler SHALL have close dependency on DRM enablers defined in OMA DRM2.1, OMA SCE and OMA BCAST.

As for the security mechanism, the security measures for the interface between SRM Agent and DRM Agent will be defined in the SRM1.1 TS. Security mechanism for the interface between DRM Agent and RI will be defined either in the dependent enablers or in the SRM1.1 TS for the extensions to the corresponding part in the dependent enablers. 

SRM 1.1 enabler security mechanisms SHALL be kept completely consistent to SRM 1.0 enabler security mechanisms.
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