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1 Reason for Change

This CR proposes to add Broadcast Rights Object (BCRO) information structure in section 5.1. Appendix E.2 is also updated with data structures of BCRO attributes.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG is recommended to agree this CR.
6 Detailed Change Proposal

Change 1:  Add new section 5.1.11
5.1.11 Broadcast Rights
This section specifies Broadcast Rights exchanged with SRM(s). Broadcast Rights may be Moved from a Device if  permission is granted by the Rights Issuer. Broadcast Rights consist of a  Broadcast Rights Object (BCRO) Base, BCRO Assets, State Information and Signature.

Broadcast Rights MUST be securely stored in the SRM.

5.1.11.1 BCRO Base
BCRO Base is the OMADRMBroadcastRightsObjectBase() object defined in [DRMXBS]. It contains permissions and constraints associated to broadcast contents.
Appendix E.2.11 specifies the data structure of the BCRO Base.

5.1.11.2 BCRO Assets
BCRO Assets contains Program Encryption Authentication Key (PEAK), Service Encryption Authentication Key (SEAK) or Content Encryption Key (CEK), and Binary Content Identifier (BCI). 
· PEAK and SEAK are used to authenticate and encrypt BCAST traffic encryption keys (see [DRMXBS]). 
· CEK is used for direct encryption of broadcast content. 
· Asset Index is an internal identifier of the asset.
Appendix E.2.11 specifies the data structure of the BCRO Assets.
5.1.11.3 BCRO State Info
BCRO State Info contains state information if BCRO is stateful. 
Appendix E.2.11 specifies the data structure of the BCRO State Info.

5.1.11.4 BCRO Signature

BCRO Signature is an optional element and contains OMADRMBroadcastRightsObjectSigned() object excluding OMADRMBroadcastRightsObjectBase() object which is transferred and stored separately.
Appendix E.2.11 specifies the data structure of the BCRO Signature.
Change 2:  Add section E.2.11
E.2.11 Broadcast Rights
E.2.11.1 BCRO Base
A data structure for BCRO Base (BcroBase) is described as follows:

BcroBase() {
    OctetString16()

// Defined in Appendix E.1
}
E.2.11.2 BCRO Assets
A data structure for BCRO Assets (BcroAssets) is described as follows:

BcroAssets() {
    nbrOfAssets
8
uimsbf

    for ( i=0 ; i<nbrOfAssets ; i++ ) {

        AssetIndex
8
uimsbf
        AssetType
1
uimsbf
        rfu
7
uimsbf

        If ( AssetType == 0 ) {

            EncryptedSPeak()
// Defined in Appendix E.2.10.1.3
        } else {

            EncryptedCek()

// Defined in Appendix E.2.10.1.5
        }

    }

}
The fields are defined as follows:

· nbrOfAssets – number of assets (SEAKs, PEAKs and/or CEKs) in the BCRO Assets
· AssetIndex – Asset Index defined in section 5.1.11.2
· AssetType – indicates the type of the asset in BCRO Assets
· If set to ‘0’, asset contains SEAK or PEAK
· Otherwise, asset contains CEK
· SPeak – SEAK or PEAK defined in section 5.1.11.2
· Cek – CEK defined in section 5.1.11.2
E.2.11.2.1 Asset Index
A data structure for Asset Index (AssetIndex) is described as follows:

AssetIndex() {

        byte
8
uimsbf

}

E.2.11.2.2 SPEAK
A data structure for SPEAK (SPeak) is described as follows:

Speak() {

    for ( i=0 ; i<32 ; i++ ) {

        byte
8
uimsbf

    }

}

E.2.11.2.3 Encrypted SPEAK
A data structure for Encrypted SPEAK (EncryptedSPeak) is described as follows:

EncryptedSpeak() {

    //Contains the encrypted SPEAK

    EncryptedData()

//Defined in Appendix E.1

}

E.2.11.2.4 CEK
A data structure for CEK (Cek) is described as follows:

Cek() {

    for ( i=0 ; i<16 ; i++ ) {
        byte
8
uimsbf

    }

}

E.2.11.2.5 Encrypted CEK
A data structure for Encrypted CEK (EncryptedCek) is described as follows:

Cek() {

    //Contains the encrypted SPEAK

    EncryptedData()

//Defined in Appendix E.1

}

E.2.11.2.6 Asset Index List

A data structure for Asset Index List (AssetIndexList) is described as follows:

AssetIndexList() {

    nbrOfAssetIndexes
8
uimsbf

    for ( i=0 ; i<nbrOfAssetIndexes ; i++) {

        AssetIndex()

// Defined in Appendix E.2.11.2

    }

}

E.2.11.3 BCRO State Info
A data structure for BCRO State (BcroStateInfo) is described as follows:

BcroStateInfo() {
    length

16
uimsbf

    nbrOfPermissions

8
uimsbf

    for ( i=0 ; i<nbrOfPermissions ; i++) {

        AssetIndexList()


// Defined in Appendix E.2.11.2.6
        nbrOfActions

7
uimsbf

        rfu

1
uimsbf

        for ( j=0 ; j<nbrOfActions ; j++) {

                ActionType

8
uimsbf

                ConstraintsStates()

// Defined in Appendix E.2.10.3.1
        }

    }

}
The fields are defined as follows:

· length – length of BCROStateInfo
· nbrOfPermissions – number of permissions is this data structure; permission consists of asset indexes and associated allowed actions and constraints on these actions
· nbrOfAssetIndexes – number of asset indexes
· nbrOfActions – number of allowed actions
· ActionType – defines action type (e.g. play, move, etc.)
· ConstraintsStates – contains constraint state information per action
E.2.11.3.1 Constraints States
A data structure for Constraints States (ConstraintsStates) is described as follows:

ConstraintsStates() {
    ConstraintsStatesPresent

1
uimsbf

    CountConstraintPresent

1
uimsbf
    TimeCountConstraintPresent
1
uimsbf

    TimeIntervalConstraintPresent
1
uimsbf

    AccumulatedConstraintPresent
1
uimsbf

    rfu

3
uimsbf

    if ( ConstraintsStatesPresent )

    { 

        if ( CountConstraintPresent ) {
            OctetString8()


// Defined in Appendix E.1
        }

        if ( TimeCountConstraintPresent ) {
            OctetString8()


// Defined in Appendix E.1
        }

        if ( TimeIntervalConstraintPresent ) {
            StartDateTime

40
mjdutc

        }

        if (AccumulatedConstraintPresent ) {
            OctetString8()


// Defined in Appendix E.1


        }

    }

}

The fields are defined as follows:

· ConstraintsStatesPresent – this flag indicates when constaints states are present is this data structure
· CountConstraintPresent, TimeCountConstraintPresent, TimeIntervalConstraintPresent, AccumulatedConstraintPresent – each of these flag correspond to each of constraint descriptors defined in [DRMXBS]
· StartDateTime – contains date and time when the permission was first exercised
E.2.11.4 BCRO Signature
A data structure for BCRO Signature (BcroSignature) is described as follows:

BcroSignature() {
    BcroSignaturePresent

1
uimsbf

    if ( BcroSignaturePresent )

    {

        OctetString16()

    }

}

The fields are defined as follows:

· BcroSignaturePresent – this flag indicates when BCRO Signature is present is this data structure
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