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1 Reason for Change

Some parameters of Message Identifier in the figure 5 are not correct. Therefore, the purpose of this CR is to modify the parameters.
2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

n/a
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG is recommended to agree this CR.

6 Detailed Change Proposal

Change 1:  Modify the some parameter in the  figure 5
7. Message Format

Some messages between the DRM Agent and SRM Agent are protected by an HMAC and some are not. See Table 3 for which messages are protected by an HMAC.

Messages between the DRM Agent and SRM Agent that are not protected by an HMAC have the following generic format:

MessageFormat ()

    messageIdentifier
7
bslbf

    messageType
1
bslbf

    MessageBody()

    ExtensionsContainer()

}

Messages between the DRM Agent and SRM Agent that are protected by an HMAC have the following generic format:

ProtectedMessageFormat() {

    MessageFormat()

    Hmac()

// Defined in Appendix E.1
}

The fields are defined as follows:

· messageIdentifier - This field defines the identifier of messages being communicated. This is defined in Table 3
· messageType - This flag is set to ‘0’ if this is a request from the DRM Agent to SRM Agent. In case of a response, it is set to ‘1’.

· MessageBody - This field contains fields of a message. The MessageBody is specified in each sub-section in section 6.

· ExtensionsContainer - This field can be used to include extensions in future versions of the SRM enabler. See section 5.6.5 for more details.

· Hmac - HMAC over MessageFormat, generated with the current MAC Key (MK). This field only exists for messages that are integrity protected by an HMAC. Table 3 indicates which messages are protected by an HMAC.

Table 5: Message Identifier

	Identifier Value
	Description
	Protection
	Mandatory/Optional

	
	
	Request protected by an HMAC
	Response protected by an HMAC
	Support by DRM Agent
	Support by SRM Agent

	0
	SRM Hello
	NO
	NO
	M
	M

	1
	Authentication
	NO
	NO
	M
	M

	2
	Key Exchange
	NO
	NO
	M
	M

	3
	CRL Information Exchange
	NO
	NO
	M
	M

	4
	OCSP Nonce
	NO
	NO
	O
	O

	5
	OCSP Process
	NO
	NO
	O
	O

	6
	CRL Update
	NO
	NO
	M
	M

	7
	CRL Retrieval
	NO
	NO
	M
	M

	8
	Installation Setup
	YES
	YES
	M
	M

	9
	Rights Installation
	YES
	YES
	M
	M

	10
	Rights Retrieval
	YES
	YES
	M
	M

	11
	REK Query
	YES
	YES
	M
	M

	12
	Rights Info Query
	YES
	YES
	M
	M

	13
	Handle List Query
	NO
	NO
	M
	M

	14
	Handle Removal
	YES
	YES
	M
	M

	15
	Rights Enablement
	YES
	YES
	M
	M

	16
	Rights Removal
	YES
	YES
	M
	M

	17
	RI Certificate Store
	NO
	NO
	O
	O

	18
	RI Certificate Query
	NO
	NO
	O
	O

	19
	RI Certificate Removal
	NO
	NO
	O
	O

	20
	Dynamic Code Page Query
	NO
	NO
	M
	O

	21
	Dynamic Code Page Update
	NO
	NO
	O
	O

	22
	Rights Info List Query
	NO
	YES
	O
	O

	23
	Change SAC
	NO
	NO
	O
	O

	24
	Signature Query
	YES
	YES
	M
	M

	25
	Provisioning Setup
	YES
	YES
	M
	M

	26
	Rights Provisioning
	YES
	YES
	M
	M

	27
	Upgrade Rights Retrieval
	YES
	YES
	M
	M

	28
	Rights Upgrade
	YES
	YES
	M
	M

	29
	S2S Move Initiation
	YES
	YES
	M
	M

	30
	Token Installation
	YES
	YES
	O
	O

	31
	Token Retrieval
	YES
	YES
	O
	O

	32
	Token Removal
	YES
	YES
	O
	O

	33
	Token Consumption
	YES
	YES
	O
	O

	34
	Token Enablement
	YES
	YES
	O
	O

	35
	Token Information
	YES
	YES
	O
	O

	36
	Token Upgrade
	YES
	YES
	O
	O

	37
	Broadcast Rights Installation
	YES
	YES
	O
	O

	38
	Broadcast Rights Retrieval
	YES
	YES
	O
	O

	31 ~ 127
	Reserved For Future Use
	
	
	
	


In Table 5, ‘M’ denotes that the DRM or SRM Agents MUST support the messages, and ‘O’ denotes that the agents MAY support the messages.
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