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1 Reason for Change

This CR aims at closing the following consistency review comments:
	C108
	2009.11.03
	T
	6.11.9
	Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: The SRM Ping protocol must only be executed when the <srmPing> constraint is included. This in contrast with the first sentence in step 2a, which says: "During the consumption of BCAST Rights, the SRM Ping protocol MUST be executed to check..."
Proposed Change: Modify the sentence, indicating that the SRM Ping protocol MUST only be executed when the <srmPing> constraint is present.
	Status: OPEN

	C110
	2009.11.12
	E
	6.11.9
	Source: LG Electronics
Form: OMA-CONR-2009-0067

Comment: In Figure 27, the “Handle query in SRM” should be modified.

Proposed Change: 
“Handle query in SRM” should be modified by “Handle List Query in SRM”
	Status: OPEN



	C114
	2009.11.03
	T
	6.11.9.1
	Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: The sentence "If the DRM Agent supports the SRM Ping protocol, it MUST support DRM Time." does not apply when the <srmPing> constraint has no <checkInterval> attribute, i.e. when SRM Ping is synchronised with STKM processing.

Proposed Change: Specify that DRM Time is only needed for time interval based pinging.
	Status: OPEN

	C115
	2009.11.03
	E
	6.11.9.1
	Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: In table 94, the reference to table 9 should be replaced by a reference to table 95.

Proposed Change: Fix the reference.
	Status: OPEN

	C118
	2009.11.12
	E
	6.11.9.2
	Source: LG Electronics
Form: OMA-CONR-2009-0067

Comment: the reference for the status field was wrong

Status - Status field in Table 94

 REF _Ref177203140 \r \h 
 \* MERGEFORMAT E.2.2

 REF _Ref177203140 \r \h 
 \* MERGEFORMAT E.2.2.

Proposed Change: 
The reference for the status field shall be modified as below:

Status - Status field in Table 94

 REF _Ref177203140 \r \h 
 \* MERGEFORMAT E.2.2

 REF _Ref177203140 \r \h 
 \* MERGEFORMAT E.2.2.
	Status: OPEN




2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to agree the CR.
6 Detailed Change Proposal

6.11.9 Local BCAST Rights Consumption

This section defines a mechanism which allows a Device to consume BCAST Rights that require presence of a particular SRM (as indicated by the <srmPing> constraint, see section I.2.1). This mechanism makes use of the Local Rights Consumption mechanism (section 6.7) and SRM Ping protocol (section 6.11.9.1) as illustrated in Figure 27. 
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Figure 27: Sequence Diagram – Local BCAST Rights Consumption
The consumption of Rights requiring presence of SRM is specified as follows:

1. Retrieval of Rights from the SRM

a) If unknown, corresponding Handle SHALL obtained from the SRM using Handle List Query mechanism (see section 6.12.1)

b) Rights Information SHALL be obtained from SRM using Rights Information Query mechanism (see section 6.12.2). At this moment the DRM Agent SHALL store the SRM ID of the SRM provided this Rights Information.

c) REK Query mechanism (section 6.7.2) SHALL be used to retrieve REK from the SRM. 
2. Consumption of Rights and SRM Ping protocol
a) If the <access> permission (see [XBS]) in the BCRO Asset has an <srmPing> constraint, the SRM Ping protocol MUST be executed to check the presence of the SRM that provided a copy of the BCAST Rights to the DRM Agent (as indicated by the stored SRM ID). The SRM Ping protocol SHALL be executed repeatedly if the time between two subsequent executions is specified by the <checkInterval> subelement of the <srmPing> constraint. If <checkInterval> subelement is not present SRM Ping protocol MUST be executed just before every invocation of the BCAST STKM processing procedure (see section I.2.1 for details). 

b) If SRM Ping protocol finishes with failure or cannot be completed, the DRM Agent MUST cease (or not initiate) the consumption of BCAST Rights with the <srmPing> constraint. In addition, the DRM Agent SHALL delete the local copy of the BCAST Rights and its associated REK, and proceed to step 3a.
3. Comsumption of Rights completion.
a) When the consumption of BCAST Rights is completed, the DRM Agent SHALL stop execution of SRM Ping Protocol, SHALL enable the BCAST Rights on the SRM using Rights Enablement mechanism (section 6.12.5), and SHALL delete the local copy of the BCAST Rights and its associated REK.
6.11.9.1 SRM Ping
SRM Ping protocol is an optional feature for checking the presence of SRM that contains necessary BCAST Rights.
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Figure 28: Sequence Diagram - SRM Ping

The SRM Ping protocol is used for the verification of the presence of a particular SRM. When a permission contains an <srmPing> constraint (see section I.2.1), the permission can only be exercised as long as the SRM Ping protocol can be executed.

The DRM Agent MAY support the SRM Ping protocol. If the SRM Ping protocol is not supported, permissions with the <srmPing> constraint MUST NOT be granted. If the DRM Agent does not support DRM Time, it MUST NOT grant permissions with an <srmPing> constraint that has a <checkInterval> constraint.
The SRM Agent MAY support the SRM Ping protocol. In the remainder of this section and its subsections, it is assumed that both the DRM Agent and the SRM Agent support the SRM Ping protocol.

The SRM Ping protocol can only be executed between the DRM Agent and the SRM which stores the RO containing <srmPing> constraint. As a requirement for the execution of the SRM Ping protocol, a SAC MUST be established between the DRM Agent and the SRM Agent. 

Figure 28 describes the flow of the SRM Ping protocol. The protocol is initiated by the DRM Agent sending a SRMPingRequest message to the SRM Agent. After some verification, the SRM Agent returns a SRMPingResponse message to the DRM Agent. If the SRMPingResponse is valid, the DRM Agent can continue/initiate consumption of the permission, otherwise it stops the consumption.
7.1.1.1.1 Description of Messages
The Message body of the SRMPingRequest message is empty. The request is protected by an HMAC.Upon receipt of an SRMPingRequest, the SRM Agent MUST send an SRMPingResponse, The fields of the the SRMPingResponse message are described in Table 94. The possible values for the Status field are described in Table 95. If the SRMPingRequest message was well formed and the HMAC field verifies, the Status field in the SRMPingResponse MUST be set to Success.
Table 94: Fields of SRMPingResponse
	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the SRMPingRequest. The Status values are specified in Table 95.

If Status contains any error, only this field is present in the SRMPingResponse.


Table 95: Status of SRMPingResponse message
	Status Value
	Description

	Success
	The request was successfully processed

	Field Integrity Verification Failed
	The HMAC value of the request did not match the HMAC value generated by the SRM Agent.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unknown Error
	Other errors


Upon receipt of the SRMPingResponse with the Status field set to Success, the DRM Agent MUST verify the HMAC.

If the HMAC verification fails, or the Status field in the SRMPingResponse was not set to Success, or the Device did not receive any valid SRMPingResponse within a certain time period, the SRM Ping protocol has failed and the DRM Agent MUST cease (or not initiate) the consumption of the permission associated with the <srmPing> constraint.

Otherwise, the DRM Agent can continue/initiate the consumption of the permission, given that other constraints in the RO are also satisfied.
7.1.1.1.2 Format of the messages
The message format (MessageBody) of the SRMPingRequest is empty. The messageType is set to’0’ and the message is protected by an HMAC.
The message format (MessageBody) of the SRMPingResponse is specified as follows. The messageType is set to ’1’ and the message is protected by an HMAC.
MessageBody() {
    Status()

// Defined in Appendix E.2.2
}

The fields are defined as follows:

· Status - Status field in Table 94.
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