Doc# OMA-DRM-2009-0237-CR_SRM11_Update_Countable_Events.doc[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DRM-2009-0237-CR_SRM11_Update_Countable_Events.doc
Change Request



Change Request

	Title:
	Update Countable Events
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA-DRM

	Doc to Change:
	OMA-TS-V1_1-20091029-D

	Submission Date:
	16 November 2009

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Bert Greevenbosch, Fraunhofer IIS, bert.greevenbosch@iis.fraunhofer.de

	Replaces:
	n/a


1 Reason for Change

This CR addresses the following consistency review comment:
	C148
	2009.11.03
	T
	J
	Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: The text on countable events must be updated to reflect the new SRM v1.1 protocols.

Proposed Change: Update the text.
	Status: OPEN


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to agree theCR.
6 Detailed Change Proposal

Change 1:  Add countable events for DRM Agent
J.1 Countable DRM Agent Events

Countable DRM Agent events are:

· Moving Rights to an SRM (see section 6.5)

Suggested counter increment operation point: Following RightsDisablementInDevice and prior to RightsInstallationRequest.
If during recovery, HandleRemovalResponse Status = Success, then prior to enabling disabled Rights in the Device, the counter may be decremented to reverse increment operation.

· Moving Rights from an SRM (see section 6.6)

Suggested counter increment operation point: Following RightsRemovalResponse for which Status = Success.

· Local Rights Consumption from an SRM (see section 6.7)

Suggested counter increment operation point: Following REKQueryResponse for which Status = Success.
· Direct Provisioning of Rights to the SRM (see section 6.8)

Suggested counter increment operation point: Following SignatureQueryResponse for which Status = Success.
· SRM Rights Upgrade (see section 6.9)

Suggested counter increment operation point: Following RightsUpgradeResponse for which Status = Success.
· S2S Rights Move (see section 6.10)
Suggested counter increment operation point: Following RightsRemovalResponse for which Status = Success.
· Token Move from Device to SRM (see section 6.11.1)

Suggested counter increment operation point: Following TokenDisablementInDevice and prior to TokenInstallationRequest.
· Token Move from SRM to Device (see section 6.11.2)

Suggested counter increment operation point: Following TokenRemovalResponse for which Status = Success.
· Local Token Consumption from an SRM (see section 6.11.3)

Suggested counter increment operation point: Following TokenConsumptionResponse for which Status = Success.
· Token Upgrade (see section 6.11.6)

Suggested counter increment operation point: Following TokenUpgradeResponse for which Status = Success.
· Movement of Broadcast Rights from Device to SRM (see section 6.11.7)

Suggested counter increment operation point: Following BCRODisablementInDevice and prior to BroadcastRightsInstallationRequest.
If during recovery, HandleRemovalResponse Status = Success, then prior to enabling the disabled BCRO Asset in the Device, the counter may be decremented to reverse increment operation.
· Movement of Broadcast Rights from SRM to Device (see section 6.11.8)
Suggested counter increment operation point: Following RightsRemovalResponse for which Status = Success.

· Local BCAST Rights Consumption (see section 6.11.9)

Suggested counter increment operation point: Following REKQueryResponse for which Status = Success.
Change 2:  Add countable events for SRM Agent
J.2 Countable SRM Agent Events

Countable SRM Agent events are:

· Moving Rights from an SRM (see section 6.6)

Suggested counter increment operation point: Following successfully handled RightsRemovalRequest and prior to associated RightsRemovalResponse.
· Local Rights Consumption from an SRM (see section 6.7)

Suggested counter increment operation point: Following successfully handled REKQueryRequest and prior to associated REKQueryResponse.
· Direct Provisioning of Rights to the SRM (see section 6.8)

Suggested counter increment operation point: Following successfully handled SignatureQueryRequest and prior to associated SignatureQueryResponse.
· SRM Rights Upgrade (see section 6.9)

Suggested counter increment operation point: Following successfully handled RightsUpgradeRequest and prior to associated RightsUpgradeResponse.
· S2S Rights Move (see section 6.10)
Suggested counter increment operation point for SRM Agent-1: Following successfully handled RightsRemovalRequest and prior to associated RightsRemovalResponse.
· Token Move from SRM to Device (see section 6.11.2)

Suggested counter increment operation point: Following successfully handled TokenRemovalRequest and prior to associated TokenRemovalResponse.
· Local Token Consumption from an SRM (see section 6.11.3)

Suggested counter increment operation point: Following successfully handled TokenConsumptionRequest and prior to associated TokenConsumptionResponse.
· Token Upgrade (see section 6.11.6)

Suggested counter increment operation point: Following successfully handled TokenUpgradeRequest and prior to associated TokenUpgradeResponse.
· Movement of Broadcast Rights from SRM to Device (see section 6.11.8)
Suggested counter increment operation point: Following successfully handled RightsRemovalRequest and prior to associated RightsRemovalResponse.

· Local BCAST Rights Consumption (see section 6.11.9)

Suggested counter increment operation point: Following successfully handled REKQueryRequest and prior to associated REKQueryResponse.
Change 3:  Add some clarification on the increased number of countable events

J.4 Threshold-based Event Counting Considerations

Effective implementation of optional threshold-based event counting requires an entity to be able to periodically acquire a measure of "current date-time" that is verifiable as originating from a trusted source. If there is a malicious or unintended delay in making a response to a nonce-based date-time query available to the entity awaiting the response, then such delay increases the likelihood that the entity deems a CRL as acceptably fresh when it should not. If the date-time query occurs after the entity’s counter has already reached its threshold, then delaying the response delays the point at which the entity once again becomes useful to handle countable events.

To minimize any adversarial advantage of holding back or delaying responses to nonce-based date-time queries, a trust model may elect to prevent an entity from handling events until it receives a successful response to an outstanding date-time query or until it purges the nonce corresponding to that query, even if the entity’s counter has not reached its threshold.

In order to enable each entity to make maximally effective use of just a single event counter, a trust model may assign different weights to different countable event types. Differential weighting would give a trust model the flexibility to allow, for example, a Device which is used predominantly for Local Rights Consumption transactions to go significantly longer between CRL freshness checks than a Device that regularly engages in Move transactions to SRMs. If weights are assigned differentially, the same weight applies to the incrementing and to the decrementing (if any) when recovery is performed.

In comparison with SRM v1.0, SRM v1.1 provides a considerable number of extra countable events. This might lead to the threshold being reached earlier in time. A trust model MAY regard this and provide higher Thresholds for SRM v1.1 entities than for SRM v1.0 entities.
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