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1 Reason for Change

This CR resolves the following comments:
C030

Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: In SRM v1.0, all XML related operations are performed by the DRM Agent, to prevent high processing requirements for the SRM Agent. However, in the Signature Query procedure, the SRM Agent has to canonicalise the RO Request, a complex XML operation. Wouldn't it be better for the DRM Agent to perform the canonicalisation?

Proposed Change: specify that the DRM Agent canonicalises the RO Request before sending it to the SRM Agent.

C031

Source: Fraunhofer IIS

Form: OMA-CONR-2009-0056R01

Comment: As part of the SignatureQuery procedure, the SRM Agent signs the RO Request. However, it does not verify that the RO Request really is an RO request. Therefore, a malicious party could put any message it wishes to be signed into the RO Request field in the SingatureQueryRequest.

Proposed Change: Before signing the RO Request, a fixed non-secret text string should be appended to the RO Request. The SRM Agent should sign the RO Request including the text string. The RI also needs to know the text string for the validation of the RO Request.

The CR specifies that the DRM Agent canonicalises the RO Request. Also, the final tag "</roap:roRequest>" is added by the SRM Agent instead of the DRM Agent. In this way, only a "<roap:roRequest>" message will receive a valid signature from the SRM Agent.
R01 does not include the change concerning the "</roap:roRequest>" final tag, but includes a check by the SRM Agent that the message to be signed starts with "<roap:roRequest>".
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to agree the CR
6 Detailed Change Proposal

Change 1:  Add the new Status value to table 6.

5.6.6 Status

Each response (i.e. messageType is set to 1) has a Status field (see Appendix E.2.2) indicating whether its corresponding request (i.e. messageType is set to 0) was successfully processed or not. Table 6 lists the integer values assigned to each status code.

Table 6: Status Code Values

	Value
	Status Name

	0
	Success

	1
	Unknown Error

	2
	Trust Anchor Not Supported

	3
	Device Certificate Chain Verification Failed

	4
	Field Decryption Failed

	5
	SRM Random Number Mismatched

	6
	Version Mismatched

	7
	SAC Not Established

	8
	Old CRL

	9
	OCSP Response Verification Failed

	10
	Invalid OCSP Nonce

	11
	CRL Verification Failed

	12
	CRL Not Found

	13
	Field Integrity Verification Failed

	14
	Duplicate Handle

	15
	Not Enough Space

	16
	Handle Not Found

	17
	Handle Not Removed

	18
	Request Not Supported

	19
	RI Certificate Chain Not Found

	20
	Dynamic Code Pages Not Found

	21
	Handles In-consistent

	22
	Parameter Failed

	23
	Unexpected Request

	24
	AssetID List Too Long

	x

	Not an RORequest

	y ~ 65535

	Reserved For Future Use


In section 6, for each description of a request/response message pair, a list of valid status values is specified. Should a DRM Agent receive a status value not specified for a particular response message, the DRM Agent SHALL treat the status as having received Unknown Error.

SRM Agent MUST return “Request Not Supported” Status Code in case it receives a request message with Message Identifier of “Reserved For Future Use” (defined in Table 3).

Change 2:  Specify that the DMR Agent canonicalises the message, and omits the final "</roap:roRequest>" tag.
6.8.2.1 Action Description

The DRM agent SHALL generate the RO Request message as follows:

1. The request message SHALL include the SRM ID instead of a Device ID. The SRM ID SHALL correspond with the selected Trust Anchor in the section 6.8.1.
2. The request message SHALL NOT include the signature, so that the SRM will generate the signature over the request message without DRM Agent’s signature.

3. The request message SHALL include a Trust Anchor in the extension element, where the Trust Anchor is selected between the DRM Agent and the SRM Agent according to the section 6.8.1.
4. The Generated RO Request message SHALL be canonicalised by the DRM Agent.
5. The DRM Agent SHALL store the generated canonicalised RO Request message until the DRM Agent sends the RO Request message to the RI as specified in the section 6.8.4.
6. 
Change 3:  Specify that the SRM Agent has to add the "</roap:roRequest>" tag before signing the RO Request.
6.8.3 Signature Query

To confirm an RO acquisition request from an SRM, the DRM Agent requests a signature of the SRM Agent. The Signature Query Message processing is used to get a digital signature of SRM Agent on a RO Request message which was generated by DRM Agent.
6.8.3.1 Description of Messages

The DRM Agent sends the SignatureQueryRequest to get the Signature of the SRM on the RO Request message. The field of the request is defined in Table 45.
Table 45: Fields of SignatureQueryRequest
	Fields
	Protection Requirement
	Description

	RO Request
	Integrity
	RO Request message that was generated by the DRM Agent. The RO Request message needs a signature of an SRM for confirmation of the RO acquisition request.
The RO Request is already in canonicalised form.

	Signature Scheme
	Integrity
	This field contains a negotiated signature scheme between the RI and the Device.


Upon receiving the SignatureQueryRequest, the SRM Agent SHALL proceed as follows:

· The SRM Agent verifies that the first bytes in the RO Request equal "<roap:roRequest>". 
· If the verification fails, the SRM Agent SHALL return a SignatureQueryResponse with the Status set to "Not an RO Request".
· Otherwise, 
· 
· the signature is calculated in accordance with the rules of the received signature scheme.
The SRM Agent sends the SignatureQueryResponse to carry the result of the action. The fields of the response are defined in Table 46.
Table 46: Fields of SignatureQueryResponse

	Fields
	Protection Requirement
	Description

	Status
	Integrity
	The result of processing the SignatureQueryRequest message. The Status values are specified in Table 47.
If Status contains any error, only this field is present in the SignatureQueryResponse.

	Signature of RO Request
	Integrity
	This field contains a signature of the SRM.


Table 47: Status of Signature Query Message

	Status Value
	Description

	Success
	The request was successfully processed.

	Signature Scheme Not Supported
	This signature scheme is not supported by the SRM Agent.

	Parameter Failed
	A field in the request has an invalid length or structure.

	Unexpected Request
	This request was received out of sequence or is otherwise not allowed.

	Not an RORequest
	The RO Request to be signed does not start with "<roap:roRequest>".

	Unknown Error
	Other errors


If the value of the Status field within a valid SignatureQueryResponse message is not Success, then the DRM Agent determines this transaction as failure and terminates the Direct Provisioning transaction.
If no errors or exceptions (Status = Success), the DRM Agent continues with section 6.8.4.
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