Doc# OMA-DRM-2009-0271-CR_SRM_V1.1_Resolving_C0[image: image1.jpg]"sOMaQa

Open Mobile Alliance



26_C028
Change Request

Doc# OMA-DRM-2009-0271-CR_SRM_V1.1_Resolving_C026_C028
Change Request



Change Request

	Title:
	SRM V1.1 Resolving C026 C028
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA DRM

	Doc to Change:
	OMA-TS-SRM-V1_1-20091029-D

	Submission Date:
	16 December 2009

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
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1 Reason for Change

This CR addresses the following consistency review comments:
	C026
	2009.11.10
	Q
	6.8.1.1
	Source: Ericsson

Form: OMA-CONR_2009-0063

Comment: 

For B.i, shouldn’t the DRM Agent check the SRM ID under the supported trust anchor? If this SRM ID doesn’t match the one in the RO Acquisition trigger, the DRM Agent should terminate the Direct Provisioning procedure.

Proposed Change:

 
	Status: OPEN 

	C028
	2009.11.10
	Q
	6.8.2.1
	Source: Ericsson

Form: OMA-CONR_2009-0063

Comment: 

Shouldn’t the Trust Anchor extension to RO Request be specified (schema, etc.) in section 7?

Proposed Change:

 
	Status: OPEN 


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR.
6 Detailed Change Proposal

6.8.1 RO Acquisition Trigger

6.8.1.1 Action Description
When the DRM Agent receives an RO Acquisition Trigger, it processes the trigger message as follows:

1. It checks if the trigger is for Direct Provisioning of Rights to the SRM. The DRM Agent SHALL check the presence of the <trustAnchorAndsrmIDPair> element in the trigger, and if the element is present the DRM Agent determines that the trigger is for Direct Provisioning of Rights to the SRM.

2. If the trigger has the <trustAnchorAndsrmIDPair> element, the DRM Agent SHALL compare the <trustAnchor> element and <srmID> element in the <trustAnchorAndsrmIDPair> element with the Trust Anchor and SRMID pair of the SAC Context in an SRM attached Device. There are two possible outcomes of this comparison:
A. If the <trustAnchor> element and the <srmID> element pair in the <trustAnchorAndsrmIDPair> element matches with any Trust Anchor and SRMID pair of the SAC Context in the DRM Agent, continues with section 6.8.2. 

B. If all of a <trustAnchor> element and a <srmID> element does not match any Trust Anchor and SRMID pair of the SAC Context in the DRM Agent, the DRM Agent SHALL perform the following procedure:

i. If any <trustAnchorAndsrmIDPair> element in the trigger matches one of the Trust Anchor and SRM ID pairs in the Trust Anchor And SRM ID Pair List returned in the SRMHelloResponse message, the DRM Agent SHALL initiate the MAKE procedure. The Authentication Request SHALL include the Trust Anchor that was supported by DRM Agent and included in the trigger. After receiving the Authentication Request, the SRM Agent SHALL check the Trust Anchor in the Authentication Request.

1 If the SRM Agent support the Trust Anchor, the SRM Agent SHALL send the Authentication Response to the DRM Agent with the ‘Success’ status and continues with section 6.8.2. 

2 If the SRM Agent does not support the Trust Anchor, the SRM Agent SHALL send the Authentication Response to the DRM Agent with the error (‘Trust Anchor Not Supported’) status. Upon receiving Authentication Response with error status, the DRM Agent determines this transaction as failure and terminates the Direct Provisioning transaction.

ii. If no <trustAnchorAndsrmIDPair> element in the trigger matches any of the Trust Anchor and SRM ID pairs in the Trust Anchor And SRM ID Pair List returned in the SRMHelloResponse message, the DRM Agent determines this transaction as failure and terminates the Direct Provisioning transaction.

7.2 RO Request
This specification defines a Trust Anchor extension to the ROAP RO Request message. When the RO Request is used for Direct Provisioning of Rights to the SRM as shown in Figure 16, the Trust Anchor extension MUST be included and marked as critical. This extension identifies the Trust Anchor used by the SRM Agent for acquiring rights, so that the RI can verify SRM Agent’s signature on the RO Request. The value of this extension MUST match one of the Trust Anchors given by the <trustAnchorAndsrmIDPair> element(s) in the RO Acquisition trigger.
The following schema fragment defines the Trust Anchor extension:
<complexType name="TrustAnchor">

  <complexContent>

    <extension base="roap:Extension">

<element name="ta" type="roap:Identifier"/>
    </extension>

</complexContent>
</complexType>
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