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1 Reason for Change

This CR addresses the following SRM 1.1 Consistency Review comments:
	C027
	2009.11.10
	T
	6.8.1.1
	Source: Ericsson

Form: OMA-CONR-2009-0063

Comment: 

For B.i.(1), even the SRM Agent supports the trust anchor, the MAKE process could fail due to various reasons. 

Proposed Change: 

Modify B.i.(1) as follows:

If the SRM Agent supports the Trust Anchor, it continues the authentication and key exchange with the DRM Agent. If the MAKE process is completed successfully, the SRM Agent SHALL send the Authentication Response to the DRM Agent with the ‘Success’ status and the DRM Agent continues with section Error! Reference source not found., otherwise it terminates the Direct Provisioning transaction. 
	Status: OPEN 
Need the offline discussion between Yi and Youn-Sung.


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DRM WG is recommended to review and agree the CR.

6 Detailed Change Proposal

Change 1:  Modify the text in the section 6.8.1

6.8.1 RO Acquisition Trigger

6.8.1.1 Action Description
When the DRM Agent receives an RO Acquisition Trigger, it processes the trigger message as follows:

1. It checks if the trigger is for Direct Provisioning of Rights to the SRM. The DRM Agent SHALL check the presence of the <trustAnchorAndsrmIDPair> element in the trigger, and if the element is present the DRM Agent determines that the trigger is for Direct Provisioning of Rights to the SRM.

2. If the trigger has the <trustAnchorAndsrmIDPair> element, the DRM Agent SHALL compare the <trustAnchor> element and <srmID> element in the <trustAnchorAndsrmIDPair> element with the Trust Anchor and SRMID pair of the SAC Context in an SRM attached Device. There are two possible outcomes of this comparison:
A. If the <trustAnchor> element and the <srmID> element pair in the <trustAnchorAndsrmIDPair> element matches with any Trust Anchor and SRMID pair of the SAC Context in the DRM Agent, it continues with section Error! Reference source not found.. 

B. If all of a <trustAnchor> element and a <srmID> element does not match any Trust Anchor and SRMID pair of the SAC Context in the DRM Agent, the DRM Agent SHALL perform the following procedure:

i. If the DRM Agent supports any of the Trust Anchor in the trigger, the DRM Agent SHALL initiate the MAKE procedure. The Authentication Request SHALL include the Trust Anchor that was supported by DRM Agent and included in the trigger. After receiving the Authentication Request, the SRM Agent SHALL perform the Authentication procedure starting from checking the Trust Anchor in the Authentication Request as follows:.

1 If the SRM Agent supports the Trust Anchor received in Authentication Request, the SRM Agent SHALL continue the remaining Authentication procedure (see the section 6.2.1.1). If the Authentication procedure is completed successfully, the SRM Agent SHALL send the Authentication Response to the DRM Agent with the ‘Success’ status and proceed to the Key Exchange procedure (see the section 6.2.2). If the Key Exchange procedure is completed successfully, the DRM Agent continues with section 6.8.2, otherwise it determines this transaction as failure and terminates the Direct Provisioning transaction.
2 If the SRM Agent does not support the Trust Anchor received in Authentication Request, the SRM Agent SHALL send the Authentication Response to the DRM Agent with the error (‘Trust Anchor Not Supported’) status. Upon receiving Authentication Response with error status, the DRM Agent determines this transaction as failure and terminates the Direct Provisioning transaction.

ii. If the DRM Agent does not support any of the Trust Anchor in the trigger, the DRM Agent determines this transaction as failure and terminates the Direct Provisioning transaction.
3. If the trigger does not have the <trustAnchorAndsrmIDPair> element, the DRM Agent determines this trigger is not related to the Direct Provisioning transaction.
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