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 OMA Confidential
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	OMA DRM

	Doc to Change:
	OMA-TS-SRM-V1_1-20091029-D

	Submission Date:
	03 February 2010

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Yi Cheng, Ericsson, yi.cheng@ericsson.com

	Replaces:
	none


1 Reason for Change

This CR addresses the following consistency review comment:
	C047
	2009.11.10
	T
	6.8.7.3
	Source: Ericsson

Form: OMA-CONR_2009-0063

Comment: 

The recovery procedure (copied from the Move section) should be adjusted to the Provisioning transaction.

Proposed Change:

 
	Status: OPEN 


2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR.
6 Detailed Change Proposal

6.8.7.3     Exception Handling

There may be unexpected exceptions during the Rights Provisioning Message processing as specified in section 5.5.1. The exception is classified into one of the following cases.

Case 1: The DRM Agent receives the RightsProvisioningResponse containing a Status of Handle Not Found  (This case will not happen if the Provisioning transaction is properly executed as illustrated in Figure 16)

Case 2: The Rights Provisioning Message processing in this section is not completed for any reason other than Case 1.

When the exception occurs, the DRM Agent SHOULD immediately attempt to recover from it. If the DRM Agent fails to detect the exception, it MUST recover from the exception by referring to the Operation Log when a new MAKE process is executed.

[Recovery Procedure – Cancellation of the Provisioning transaction]

To cancel the Provisioning transaction, the DRM Agent activates a default recovery procedure for each type of exception as follows.

For Case 1, the Provisioning transaction is terminated without recovery.

For Case 2, the DRM Agent sends the HandleRemovalRequest as specified in section 6.9.4 in order to remove the Handle. The Handle recorded in the Operation Log for this Provisioning transaction MUST be used in this request. If the HandleRemovalResponse contains Success in the Status field, then the Provisioning transaction is terminated.


In Case 2, if the HandleRemovalResponse contains a Status of either Handle Not Removed or Handle Not Found, then the DRM Agent continues the Provisioning transaction using the Rights Removal in Device processing defined in section 6.5.4. (Note: This result implies that the Rights were installed successfully in the SRM by the incomplete Rights Provisioning Message processing. In the case of Handle Not Found, after the installation, it implies the Rights were removed from the SRM or the corresponding Handle was updated to use the Rights.)

If the Handle Removal Message processing is not completed for any reason other than those specified above, then the recovery procedure is aborted. The DRM Agent MAY resume the aborted recovery by sending the HandleRemovalRequest when a new MAKE process is executed. To resume the recovery, the DRM Agent refers to the Operation Log as specified in section 5.5.2.

If the DRM Agent fails more than once to receive a proper Status from the Handle Removal Message processing during the recovery of the Rights Provisioning Message processing (i.e. fails to receive the response or fails to verify the integrity of the response) and then finally receives Handle Not Found in the Status field of the HandleRemovalResponse, it is possible that the Handle was successfully removed from the SRM by a previous incomplete Handle Removal Message processing. In this case, if the DRM Agent continues the Provisioning transaction with the Rights Removal in Device processing as specified in this section, then the User will lose the Rights.

The default behaviour is that the Provisioning transaction is terminated without further recovery procedures and the entry for the Provisioning transaction is removed from the Operation Log (i.e. the Rights in the source Device stay in an unusable state). A trust model may define other procedures to handle the Rights.
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