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1 Reason for Change

This CR adds a high level flow for DRM Agent status report with the purpose of assisting error recovery. 
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

For the DRM group to agree the CR.
6 Detailed Change Proposal

Change 1: add section 6.10
6.10   Status Report for Error Recovery
When an error occurs, the RI may need to retrieve relevant status information from the DRM Agent in order to find out the cause of the error and then be able to take appropriate actions for recovery. OMA DRM enables an RI to request specific information (status of RI Context, DRM Agent activity log, Domain Name Whitelist, etc.) from the DRM Agent. This is an RI-initiated event.
The interaction diagram below illustrates the flow for status report.
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Figure X: Status Report for Error Recovery
At some point of time the RI discovers that an error has occurred. It decides to retrieve some specific information from the DRM Agent. In order to do this the RI sends a Status Report ROAP Trigger to the Device, specifying what status information is required. Upon reception of this ROAP Trigger the Device sends the appropriate ROAP request containing the required information. The RI acknowledges the reception of the status report. The RI can then try to find out the cause of the error. 
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