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1 Reason for Change

This CR proposes new functionality that enables fine-granularity of access control to components of games and executables. It is assumed that individual components are treated as normal DRM Content. They can be included in the separate DRM Containers within same multi-part DCF file. Some of the components can be accessible as soon as user receives the content and associated Rights. While other components will require certain action to be performed by the user or its device to unlock the access.
It is proposed that the user or the device must supply a specific code (e.g. pin code, promotion code, etc.) to the DRM Agent to unlock access to a certain component. It is also proposed to add new permission associated to game components, called <access>, since no relevant permission exists in REL to satisfy the use case.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DRM WG is recommended to agree this CR.
6 Detailed Change Proposal

Change 1:  Modify section 5.4.1 as follows
5.4.1 Element <permission>

	Element
	<!ELEMENT o-ex:permission (o-ex:constraint?, o-ex:asset*, o-dd:play?, o-dd:display?, o-dd:execute?, o-dd:print?, oma-dd:export?, o-dd:access?)>

	Semantics
	The <permission> element contains an optional onExpiredURL attribute, an optional <constraint> element, zero or more <asset> elements and a set of optional permissions specifying the rights over a piece of Content, such as <play>, <display>, <execute>, <print>, <export> and <access> permission elements.

The <constraint> element is the top-level constraint. As a sibling element to other permission elements such as <play>, <display> it applies to all sibling permission elements inside the same <permission> element. The DRM Agent MUST honour the top level constraint in addition to honouring possible constraints specified as a child element to a permission element, e.g., <play>, when granting access to content according to such a permission. 

Note that the DRM Agent MUST respect both, constraints specified as child elements to a permission element and those specified as top-level constraints in the same Rights Object. I.e., the stricter of two constraints of the same type prevails for a given permission element. Of course, Rights Objects with contradictory constraints should not be issued in the first place.

When there is a top-level constraint that is otherwise not allowed as a child constraint to a permission, e.g., <count> and <export mode=”move”>, the child constraint takes precedence over the top-level constraint as applied to this permission. For example, in the move scenario, Content and Rights Object would be moved, and the <count> constraint would accordingly be removed, too.

The <asset> elements specified within the <permission> element enable expression linking allowing its sibling permission elements (e.g. <play>, <display>) in the same <permission> element to apply to DRM Content referenced by <asset> elements contained in an <agreement> element (i.e., outside a <permission> element). The link is established through the use of the “id” and “idref” attributes specified in sections Error! Reference source not found. and Error! Reference source not found..

A DRM Agent MUST grant access to DRM Content referenced by an <asset> element in the agreement model according to permissions specified inside a <permission> element that is as sibling elements to an <asset> element in the permission model, where the <asset> element referencing the DRM Content and the <asset> element inside the <permission> element are linked by matching “id” and “idref” attributes.

If no <asset> element is present in a <permission> element, then the permission applies to all <asset> sibling elements in the same Rights Object.

The <export> permission is associated with all <asset> elements within the same Rights Object. This implies that there SHOULD only be one <export> element within the Rights Object. Therefore the <permission> element containing an <export> element MUST NOT contain an <asset> element. 


Change 2:  Add new section 5.4.7
5.4.7 Element <access>
	Element
	<!ELEMENT o-dd:access (o-ex:constraint?, o-ex:requirement+)>

	Semantics
	The <access > element grants permissions over the DRM Content associated to the individual features of applications (e.g. game component). 

If the <requirement> element is specified, the DRM Agent MUST ensure that the requirements specified by this element are fulfilled before using the permission element.
The <access> element MUST contain <access-code> requirement.
If the <constraint> element is specified the DRM Agent MUST grant the access rights according to the <constraint> child element and/or the top-level <constraint> element if any. For example, <datetime> element contained in a <constraint> child element of <access> is used to specify time range when the application feature is accessible.
The <access> element has the semantics of allowing application access to the selected DRM Contents followed by the decryption of that content by DRM Agent or provisioning associated decryption key to the application.


Change 3:  Modify section 5.5.1 as follows

5.5.1 Element <requirements>

	Element
	<!ELEMENT o-ex:requirement (o-dd:tracked?, o-dd:access-code?)>

	Semantics
	The <requirements> element contains an optional <tracked> and <access-code> elements.

Requirements are associated with one permission element at a time. For a permission to be granted all its requirements MUST be fulfilled. If a requirement is not understood or cannot be enforced by the consuming Device the associated permission is invalid and MUST NOT be granted. 

If present, a <requirement> element SHOULD contain the <tracked> element. 
If a <requirement> element does not contain any element, it does not require any specific pre-condition to be fulfilled.

The <requirement> element MUST only be present as a child element to other permission elements such as <play> and <display>, it MUST NOT be present as a top-level requirement.  If a DRM Agent receives an RO with a top-level requirement it MUST ignore this requirement.


Change 4:  Modify section 5.5.1 as follows

5.5.3 Element <access-code>
	Element
	<!ELEMENT o-ex:access-code (ds:KeyInfo*)>

	Semantics
	The <access-code> element indicates that the parent permission can be granted only when access code (key) conveyed in the <KeyInfo> element is supplied by the requestor of DRM content.

<KeyInfo> element is defined in [DRM-REL] for carrying encrypted data. Access code MUST be encrypted with REK.
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